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2. oo rull M

U= A— 24, A PACSES/ Y
FreeRTOS_sample_gnu A LAN $25 L7= DHCP & | RX65N_gnu_tcp_client AES
TCP i#5DY 7w

FreeRTOS &— K ClihfE
X UT 4 APL
Crypto 74 77 Y (Mbed TLS) | FreeRTOSPlus'TCP
AES-CBC %41 L7=#> 71 | (dhep_client)
==
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(FreeRTOS_send.)
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(MBEDTLS_AES_ENCRYPT)
(MBEDTLS_AES_DECRYPT)

e BAYEERTE

Renesas e2studio(Version 2024-04)

FreeRTOS (Version 10.4.3 -rx 1.0.8)

FreeRTOS-Plus TCP(Version4.0.0)

Mbed TLS(Version3.5.2)

GCC for Renesas RX(Version 8.3.0.202405)

TFXART 7 A )b« T a— Rgis)

/~— REREE

APRX65N-0AT /L7 7 7= i)




3. TeaTemPro A A hb—/L

D [lteraterm-4.106.exe] ZHEL TH Vo a— K35,
@PCIZA > A M=V LIATT D
@ U TILR— R DORIE

W mran

Tera Terme U7 NM-H

| Driver Date: 6

BELER

H—rP) COMI v

2L —HE) (115200 |

T —3(D): 8 bit -

18)74(A) none v

AbyEwMSE). 1 bit v

70 —HiHEXF) none v
WA ERIE

0 Jzumse o

~ILFH)

| SUBARL)

| Device Friendly Name: 1@{S1 — (COM1)

| Device Instance ID: ACPI¥PNPOS01¥0

| Device Manufacturer. (FBSEH —1)
Provider Name: Mcrosoft

-21-2008

| Driver Version; 10.0.19041 1

Fe 2L

COM 514,
PC T U 7 vill(E alhHe
I BT RET D,
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=
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W x—omran

4. BEhERERR

USB#¢ (JTAG 73> H)
= TeraTerm I
TCP_IP_AES OpenS

SLexel(server) — —
RS232C 45 G

7/ \ AES K5 53C

LED2 100ms 3 /5%

< AP-RX65N-0A Hatf >
Il s
LAN 7 LAN 7
< L
<TCP_IP_AES OpenSSL.exe DLE > <RX65N_gnu._tcp_client, AES DLEE >
[Plain mode] [Plain mode]
1. EXEZETD, 1. EXEFET D,
2. ZE LI EZDOFFERET D, 2. =5 L% TeraTerm (ZFRT 5,
[AES-CBC mode] [AES-CBC mode]
1. B aZE15, 1. AES(CBOW & b L= CEEHET 5D,
2. ZE LIRS X EET L CERT D, 2. %5 LIk 5 3C% 1575 L C TeraTerm (23
3. HEEER S LTI CEERET D, YD,




S Erruaror

RS232C AR— k
PC |c#5k¢

£
¢

———
ger J aiHs000

AP-RX65N-0A %4k

A% LAN Bzt

BN ‘@ s X

TN SHROSL BNSIX .'/(PC

(DOWindoes'PC & 5t4 % RS232C 7 —7 /Ui, SUENMLEL G,
@ TRS232CDriver] iZ. Fic URL ® RS232CAB4] ZHEREL £,
http:/tool-kobo.ddojp/Files/Product/RS232 422/RS232CAB.htm

PC-Windows
AP-RX65N-0A(CN5) DSUB 9pin
6pin AR
A A 1 NC
1 RXD6 | RS232C 2 RXD
2 TXD6 Driver 3 TXD
3 4 DTR
4 5 GND
5 VCC 6 DSR
6 GND 7 RTS
SW2-SCI6 8 CTS
9 NC
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5. [RX65N_gnu_tcp_client AES| H > 7 /LR

5—1. 7HANEHERE T 7 A NG [ <HVEL>E7T]

W x—ontan

<FreeRTOS_sample_gnu>

<RX65N_gnu_tcp_client, AES>

DHCP / TCP i#{5 /AES-CBC(H5 5 - 1575)

WA= S /A

<HardwareDebug> RX65N_gnu_tcp_client AES. | ELF 77 A /v, T3 4T
elf il
RX65N_gnu_tcp_client AES. | MAP 77 A /L, 7 KL AF
map b
RX65N_gnu_tep_client AES. | € h=e—7—HEX 7 7 A /b
mot
DA, HEVER T 71 L
<src> <FreeRTOS> RTOS 71 —x/L
< FreeRTOS-Plus'TCP> TCPIP 2% > 7
<mbedtls_decelopment> Wi« 157477
<AWS ages> AES-CBC
aws_aes.c 5 - HE D ) — A
aws aesh aws_aes.c D~ X —
<frtos_config> HAE]
<frtos_skeleton>
tep_aes_taske TCP i#5 D V) — 2
task_functionh tep_aes_task.c D~ A —
<frtos_startup> AH— T T
freertos _object,_int.c A
freertos.start.c CMTO Ok &
MAIN_TASK i
freertos.starth reertos.start.c D~ 4 —
<smc_gen> Avw—hary 74 7 1L—H

A IELERY

demo_printfc

oY — )V AN Y
—

demo_printfh

demo _printfc D~ 4 —

hardware_setup.c

JERD VO 77734 A4 —
A

hardware_setup.h

hardware_setup.c P~ & —

main_task.c AA B R
FreeRTOSConfigh FreeRTOS =7 4 7 L
— a7y AN
FreeRTOSIPConfigh FreeRTOS+TCP =7 ¢
Tl—var7y7A)V
linker script.]d VoAV "7 74

%

RX65N_gnu_tep_client AES.
scfg

Av—har T 4 T L—EDOEHT 7 A )L

Dt

HEVERZ 7 A v




5 — 2. Macro Defines ®5iiHH

W x—ontan

Macro Name {2 B!
1pconfigUSE_DHCP DHCP Client Disable
O~ H—T 7 A IEEEIP 7 KL A ZFtak
FreeRTOSConfigh :

/* IP address configuration. */
#idefine configIP ADDRO 192
#idefine configIP ADDR1 168
#idefine configIP ADDR2 21
#define configIP ADDR3 95

DHCP Client Enable




5—3. Y7o Gl AP-RX65N-0A)

1) DHCP 4 (ipoonfigUSE. DHCP =0)
Term [HA]
< 1> ["The FreeRTOS IPnit starting’|
< 2> ["The network is up waiting” |

< p&Ehi >
IP7 RLUAMEAZ LY . Kk Foo LED2 % 100msec 542 iR

W x—ontan

@ COMS - Tera Term VT
I74IUF) BE(E) 57
{The FreeRTOS_IPInit starting>

{The network is up waiting

Successful |y assiane
D'.-t. . ADDRESS

LMY IF adr

[SUBNET mask 39, 29
[MTU size : 1500

[S SERVER port -».lfnfnfu‘l
50001

+ 50002
up and running>
S TCP AES RX65N[c!ient I
IN] SERVER_IP[192.

to change AES mode/’

change lensth]

<G >IP 7 R L ASRKENLIC X

D . HH Eoo LED2 % 500msec f5:0 ik

@ COMS - Tera Term VT
[ 7740(F) WMEE BE(S) IVMO-O) 24UF
ve FreeRTOS_IPInit

starting>

= network is up waiting>

e network is down and stopping




W x—ontan
2) DHCP A% (ipoonfigUSE_DHCP =1)
Term [Hjff]

< 1> I"The FreeRTOS _IPInit starting”]
< 2> ["The network is up waiting”|

<pEhEE >IP 7 RUARHIZ LV | Heb Eod LED2 % 100msec £ 2 A

B COMS - Tera Term VT

T4 SBE(E
{The FreeRTOS_IPInit starting
{The network

s up waiting

fuuae?,?ullf 1C_|Hn~d {x DHCP

address(eth()

[TlF;nl? : |k
[UDP port J: 5
{The network
{Start FreeRT0S

change lensth]

<JHQEE >TP 7 R U ARBFHZ LV . Fob Eod LED2 % 500msec F8:( 2 s

(NI

5 COMS - Tera Term VT

= O

IZMO=-0) 24UFOW)  AlLT(H)




3) TCPIP %315
<tcp_aes_task>

W x—ontan

[MY IF ..jr.il J: 1€
[SUBNET mask]: 2
[(MTU size ]:
[SERVER port]:
[TCP port 1:
[(UDP port J:

{The network

fd COMS - Tera Term VT

1 IH!
50000
50001
50002
is up and running

(Start FreeRTOS TCP AES

"t,"»H[ lient P

| ":r».gf_ }I}

FoREH

PR

Wi

AES modelx]

PLAIN
CBC

EEE— ROEE
© “C” =AML YE—FEHE
PLAIN ->CBC >PLAIN

OE¥D7 7 7L VIERE
aesc: : int AES_crypto_mode;
0 : PLAIN /33— R

1:CBC /AES-CBCEt— K55 185

Keylengthl[x]

128
192
256

AES-CBC &— KD Key &'y MFOFRE
© “L” F— ALY Key £ MR
128->192 > 256 > 128

©F % (0" (AR =7
aesc : int AES crypto_bit;
128 : Key 'y MRS 128bit
192 : Key £’y MRS 192bit
256 : Key £ M7 256Dit

SERVER IP[xxx xxxx x|

HEHPCHDIP 7 KA

©define |2 THE

tcp_aes thread_entryc :

#define SERVER IP IP ADDRESS(192,168 xx,x%)
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5—4. WindowsPC{ll(oT A b 7'v1 75 A TENWEMER (PLAN (30 £—R)
1) [TCP_IP_AES OpenSSLexe| #iL#Ehd 5, (%t— Kk

71177 KZGHT [¥ PC_Test OpenSSL) ¥ 7 )V OOfiEmA /L &

g il N:¥UsrAp¥AzureRTOS¥_PC_Test OpenSSL

« v A « Azu... » _PC Te.. v O PC_Test_Ope
_PCTest OpenSSL A £ : v ExoE
Azure_sample_ccrx E]AES Vitxt 2023/11/15 10:51
Azure_sample_gnu @) AES KEY.txt 20; a
pdf 4 liberypto-3.dil 2023/03/14 10:4
E® i libssl-3.dll 2023/03/14 10:41
iz |.£] TCP_IP_AES OpenSSL.exe

e X
C_H25_IAR 5 UDP/ \AES_OpenSSL.exe
- - . s > ( >
6EANEE =3 &
)\ =

ITCP_IP_AES OpenSSL.exe] Z i)

2) [TCP_IP_AES OpenSSL] O&IHZFXE LT [Fbk) 260 e 215,

B TCP_IP_AES_OpenSSLserver) Ver1.00

Setting :

PCIP.adr|192.168.21.53  [PCport |50000 [3¥{E5E 1P.ade *{B5 port
= =

| PCRID TP 7 NLA BBk | | PCIO port [EliE

AES KEY File Name

AES IV File Name

i

R

ME=h [en |7 OPlin T— ki
—=

K<< Wait Connect >

@7V vu

BB DHEfse a5

10



W x—ontan

3) HFUADOKIEH DR & 7% E,

FoREHH L]

AES_mode[PLAIN] EZfET— FOfEE
© “C" F—ANTEDE—FLHE
PLAIN > CBC >PLAIN

OE¥D7 7 7L VIRE
aesc : int AES crypto_mode=PLAIN; /0=PLAIN

SERVER 1P[192.16821.53] | i&(E4E(PCHDIP 7 R L A

©define IZ CFRE

tcp_aes thread_entryc :

#define SERVER, IP IP_ ADDRESS(192,168,21,53)

i COMS - Tera Term VT
MIHF) REE) BTO IYM-IKHO)

4) FEpd7» 5 PC(server) i~ % 2 F &2 5FT 2,

(Ddisconection DHFETE. PClserver) & @ Conection A% 34T

@ COM4 - Tera Term VT
I74IF) |BEE BES IVM-IO) 247F9W) AT

ES_mode[PLAIN] . )

Mait client_soc
Wait client
Mait client
Mait client <

{Cor

11



W x—ontan

sefoiot T ik, TEAR) 12~ PClserven) Il ~F-3L7 A b & RZAET 5

i COMS - Tera Term VT

LoLowill.
use. it.for.encry
pt ion.and. decryp
tion. test Iflg in.

future. .by. A
ne.Corporat ion.

mportant. ~'r~?

u:‘.lf tor.encry
Lfrun auJ :

one.Corporat ion.

| »‘:r‘n.gt h }

12
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5) BMRRDESIRAFSAT (55— Fikid)

Va4
tcp_aes thread_entryc

e
static UCHAR *src_str={ /7 A NHFL
"This is a very important secret message! "
"T will use it for encryption and decryption testing "
;ﬁrlthefhture.byz%orua(knymmatknl"

6) ITCP_IP_AES OpenSSL) IDEZAE MRS 2.

A4 TCP_IP_AES OpenSSL(server) Ver1.00

Setting

PCIP.adr(192.16.21.53  |PCport (50000 E{E5E IP.ace &% port
[RxTime Ave(S5)(4 -> 6)us access(2) ims<(0)10ms<(0)cnt]

[TxTime Ave(37)(37 -> 38)us access(2) 1ms<(0) 10ms<(0)ent]

AES KEY File Name

AES 1V File Name
wE M= ]p‘m ",l 3 | Cls kA

\ A
() TR W HOZlET—4 |

- i i ient

54 68 69 73 20 63 73 20 61 20 76 65 72 78 20 €8 This. is.a.very. i

6D 70 BF 72 74 61 BE 74 20 73 65 63 72 65 74 20 mportant.secret.

6D 65 73 73 61 67 65 21 20 43 20 77 639 6C 6C 20 message! . I.will.

75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 use.it.for.encry

70 74 69 6F 6E 20 61 6E 64 20 64 65 63 72 73 70 pt ion.and.decryp

74 69 BF BE 20 74 65 73 74 69 SE 67 20 63 8E 20 tion.testing. in.

74 68 65 20 66 75 74 75 72 65 2E 20 62 78 20 41 the.future..by.A

6F BE B5 20 43 6F 72 70 6F 72 61 74 69 6F 8E 20 rporat i

~(2)Send plain_dafa Lo client

54 68 B9 73 20 63 73 20 61 20 76 65 72 79 20 63 This.is.a.very. i

6D 70 6F 72 74 61 6E 74 20 73 65 63 72 65 74 20 wportant .secret.

6D 65 73 73 61 67 85 21 20 43 20 77 63 8C 6C 20 message!. [.will.

75 73 65 20 69 74 20 66 6F 72 20 65 GE 63 72 79 use. it.for.encry

70 74 69 6F BE 20 61 6E 64 20 64 €5 63 72 73 70 plion.and.decryp

74 69 6F 6E 20 74 65 73 74 69 BE 67 20 63 BE 20 tion.testing. in.

74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A

BF BE 65 20 43 6F 72 70 6F 72 61 74 69 6F 6E 20 | one.Corporation.

<<< Wait Receive datal2] >>> — v

@ THEM (HA~OHET—H

WRET—HETOEERMELET, (=771 7)

13




7) [TCP_IP_AES OpenSSL| Z Mol (45— R4ki)

&) TCP_IP_AES OpenSSLiserver) Ver1.00
P

Setting

PCIP.ad(192.168.21.53  |PCport (50000 ¥{R3E 1P.ack (&% port

[RxTime Ave(S)(4 -> 6)us access(2) 1ms<(0) 10ms<(0)nt]
[TxTime Ave(37)(37 -> 38)us access(2) 1ms<(0) 10ms<(0)nt]

AES KEY File Name
AES 1V File Name

80 70| & MMonitor) WIS 795 || wortent] [Monitor) Rz

}E&F\ Plan | [B—]I?\ 85

)
message!
75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 use. it.for.encry
70 74 69 6F 6E 20 €1 BE 64 20 64 65 63 72 79 70 plion.and.decryp
74 69 6F 6E 20 74 65 73 74 63 BE 67 20 63 BE 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 73 20 41 the.fulure..by.A
BF 6E 65 20 43 §F 72 70 6F 72 61 74 63 6F 6E 20 one.Corporat ion.
<< Yait Receive data[3] >
v

8) TCP_IPPot% [ 45, (#E— K@)

L&) TCP_IP_AES_OpenSSL{server) Ver1.00

Setting

PCIP.adk|192.168.21.53  |PCport (50000 p{E3E IP.ade (8% port

[RxTime Ave(S)(4 -> 6)us access(2) 1ms<(0)10ms<(0)nt]
[TxTime Ave(37)(37 -> 38)us access(2) 1ms<(0)10ms<(0)nt]

ViR

AES KEY File Name
AES 1V File Name
#A | [A=s [pan | B o
hkxtux
8D 65 73 73 61 67 65 21 20 43 20 77 69 6C 6C 20 message!. [.will.
75 73 B85 20 €9 74 20 66 6F 72 20 65 6E 63 72 73 use. it.for.encry
70 74 63 6F 6E 20 61 G6E 64 20 64 65 63 72 73 70 ption.and.decryp
74 63 BF BE 20 74 65 73 74 £3 6E 67 20 83 6E 20 tion.testing. in.

74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A
BF BE 65 20 43 6F 72 70 8F 72 61 74 63 6F 6E 20 | one.Corporation.

<< Yait Receive data[3] >»>
TERL XL, I A e

14




W mran

5—5. WindowsPC{fllooT A s~ v 7'F A CTEWERER (AES-CBC £— k)
1) [TCP_IP_AES OpenSSLexe] =i 5,

2) ITCP_IP_AES OpenSSL| MO#IHE 7% E LT Mk Moo [ 2,

P TCP_IP_AES_OpenSSLiserver) Ver1.00 - 0O X
Setting
PCIP.adr | 192.168.21.53 ]pcm 150000 BE(ESE 1P.adk (% port
HSBPEDIRAET 7 A IV W ZEDRAET 74 )V
\/ / \
AES KEY Fie Name |15 Kev.bt| / [ OCBC ©— Fa 82
AESWVFeName [es vt P~ _—— | 8
| 1 OKeyEO& ||
18R =5 |csc |13
e | | 128/192/256 g _ce S
Monitor

KEY]:0x11 0x!1 \1\0\2&1 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 0x44
. 2 0xC7 0xDE 0xF?2 0x1D 0xSF 0x]8 OxBF 0x84 0x64 0x82 0x04 0xDB
K<< Wait Connect >>

@7V v B Tng Hmik) & T~ ZfE]

FHAAI > DA 45D

3) [AES KEYit] [AES Vit i

[AES KEYixt] L@ X2 h7 7 A /L

/ default aes_common_key H5eiH 128bit | 192bit | 256bit

= Ay MR, IDHOFERIZLTREEVY,
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
0x55,0%55,0x55,0x55,0x66,0x66,0x66,0x66, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /T +256bit

Yol A S DY AT, JERIA & RSO A #R T 4 4 TEET 2,

[AES Nixt| #~7 ZETFA N7 7 AL

// default aes_initial vect FIEH L~ Z
=2 A2 ML, IOHOFEICLTRFEVY,
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E,0x18,0x6 F,0x84,0x54,0x82,0x0A,0xDB

VAR ZEAIET S D50, I & RO 2zl /ewT 2 TEET D,

15



W7 mran

4) FHAOFIAE O & 7T,

FOREH Wi

AES_mode[CBC] BRIEET— NOFEE
© “C" F—ANZIVE—FLH
PLAIN > CBC >PLAIN

O 7 7 7L VIRE
aesc : int AES_crypto_mode=CBC; /1=CBC

KeyLength[128] AES-CBC E— R Key £ MNEOFEE
© “L” F—AHCLY Key 'y NEH
128->192 > 256> 128

OFF OB LY faE
aesc : int AES_crypto_bit=128;

SERVER _IP[192.168.21.53] EEFEPCHDIP 7 R LA

©define |2 THE

tcp_aes thread_entryc :

#define SERVER, IP IP ADDRESS(192,168,21,53)

ST — 2 DIRAFE Y 22—V 258 [aws_aesc)

uint8_tAES key[32] ={ // default aes common._key i 128bit | 192bit | 256bit
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
0x55,0x55,0x55,0x55,0x66,0x66,0x66,0x60, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /I T +256bit

I8

WA 2T — 2 DIRAFE Y 22—V 28K [aws aesc]

uint8 tAES iv[16] ={// default aes initial vect #JHL~<27 &
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E,0x18,0x6 F,0x84,0x54,0x82,0x0A,0xDB
I8

i COMS4 - Tera Term
IVRO=-IO) 4UFIW)  ALT(H)

[CBC] Kevlength[128] SERVER_[P[192.168.21.53]| K&
I P

nKey.
|
¥

=/ . B ' C]"l.ir'l.‘-}j& |':r|:f }I}I v

16



5) i PC(server) il ~CBC i 57 F A h & E(ET 5,

W x—ontan

& COMS - Tera Term VT

key to change AES

20 61 20 76 65 72 79 20 69

‘fE 74 20 73
7 65 21 20 4¢
20 69 74 20 66 6F
iWiEf.-t£64
9 6F BE 20 7 13 7
65 20 66 75 7
65 20 43 6F 7
OC Elll {‘[fTr-‘f
50 E8 FO DA 72
) “|glmlm[E
C1DC
.zacea
RHF (
26 1F 9E C5 ¢
LT|:| BO OF l‘«l &
17 A6 EE 18 3 &
~v EncryptText length(128)>
0 E8 FO DA 72 DE 0D 8E 8
“”“|“1 ) 06 DE 48 C2 90 52 08
2 10 C1 8D 8C
1) |‘-.| ~

g b Ry
8D 5D B0 OF C9 A
AR EE 0

OEBRBNRF L TH
éﬁi@&/7§T
EeL.l1.WIill.
S .|t.fur.cngr,
I inOﬂ.&hd.d%CrVP
| tion.testing. in.
| the.future. .by.A
e.Corporat ion.

@QFE X EK FIiLL T
PC(serven)illlc 2515 L 7=
TS DA T FoR

| DJACO,.D.TCIA T/

.D.e
-
-

(QPClserver) 735215 L7z

e A E S LT SO
% PC (server) {H|THF
AL LT 5 &% (5
Lt&/7ﬁr

@=2{Z L7~ PClserven)>
OO S X EETEL
K@Ai®&/7%T

| ;rfl”'l ;mi d»« ryp
| tluh.t&StlH;.lh.
| the.future..by.A
| one.Corporat ion.

SOZAZHERN I L7555 [Cd+C) Key-Push THIlET 2,

@® TPlainText] & [@DecryptText] MFEZEOHE, Ftl e PC I3RS /EELEE (7=

—R) THDHZEDOFEINII 5,

@ [(2)Send EncrptText] & [(3)Recv EncrptText] 23ASDGA, Kbl PC IR

PR (mra—R) THDHI EDIFHIRD,

17




6) [TCP_IP_AES OpenSSL| IS5 ZHeE T 2,

£ TCP_IP_AES OpenSSLiserver) Ver1.00

Setting
PCIP.ade|192.168.21.53  |PCport P.adr (% port

[RxTime Ave(3)(4 -> 4)us access(1) Ims<(0)10ms<(0)cnt]
[TxTime Ave(33)(33 -> 33)us access(1) 1Ims<(0)10ms<(0)ent]

AES KEY Fie Name |AES_KEY.txt | #82

AES IV Fie Name  |AES_IV.txt | @82
s [(Jes oc Vs ] 2 | o | om

Monitor

BE-T 011 OclT DT 022 022 D7 122 048 03 D3 143 0xdd Dckh Dk 0xdd
1Y 1:0x01 03B 0x01 0x02 0xC7 0xD6 0xF2 0x1D Ox3E 0x18 OxBF 0x34 0x54 0x82 0x0A 0xDB
{{{ Wait Connect >>>

BELELL.

{4 Wait Receive datall] >

44 50 £8 FO DA 72 DE 0D SE D4 6F 10 B3 04 73 00 R

23 30 C3 09 06 b 45 2 90 52 08 49 ob 68 69 £ (DIEBAUA BT LI 5300

§4 32 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 | L 7%

36 6A 24 CB 36 25 FD 42 07 66 45 31 D2 OF 74 3E | vyveomeorrerr—or

E4 44 F8 65 43 72 88 BS 30 ED 13 FD 88 A3 06 43 | .D.elr.d0....1.C

17 0 28 IF 9E C5 24 FD 88 18 63 OA 27 83 A7 78 | o.8..$8vr.is’ s 7x

30 80 50 BO OF C3 Al B2 68 81 40 A8 8C 27 F2 B) | 0.1, /uih.8¢." .=

13 8D 17 46 EE 18 DA 13 8 91 70 06 53 3A 33 B | .J.300..) &k

={2)Create decode data

54 69 63 73 20 63 73 20 61 20 76 65 72 19 20 89 omis . rmm e Ao

30 30 F 12 74 61 6 74 20 79 65 63 15 6% 14 54N OFf LIW B SRR LT

§D 65 73 73 61 67 85 21 20 43 20 77 69 6C 6C 20 | EXDH L TET

75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 13 |wverrecrorrorny

70 74 69 6F GE 20 §1 6F 64 20 64 65 63 72 73 70 | ption.and. decrvp

74 63 6F BE 20 74 65 73 74 63 6E 67 20 69 BE 20 | tion.iesting. in.

74 88 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 | the. fulure. .by.A

6F 8€ 65 20 43 6 72 70 6F 12 51 14 69 6F 6€ 20| one.Corporai ion.

e 1

M ESFODATZDEDEMF DB U B O T ore . oo .

g o ooz 0 gt N DBILLERT LG

WICIE(E LT B c o 2L 7

36 o4 24 CB 5 28 FD 42 07 66 43 31 02 OF 74 3E | -7 i

E4 44 F8 65 49 72 88 BS 30 ED 13 FD 8B 43 08 43 | 0%

17 E0 26 IF SE C5 24 FD 88 13 63 0A 27 83 A7 78 | —& T3

30 8D 5D B0 OF C3 Al B2 68 81 40 A8 8C 27 F2 B) | 0.1, /uih.87." =

13 50 17 A6 EF 18 DA 13 8F 91 70 06 53 3A 33 BA | .1.3..0e. ). 8:87

{{{ Wait Receive data[2] >>>

D [(1)Receive encode_data from client] & [(3)Send encode data to client| 2 3FEEDMFE, Hobk
& PCAAIFEIE 2R SR (= a—R) THDH I EDIFRRIRD,

@ T@Create decode data) & k) o> [(@DecryptText | 23EFOSE, Kbkl & PCHI
DRI (T 2—F) ThH I L ORI,
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W x—ontan

- ACEOFEHEL, =T R BMRELET,

« ASCEA MR COSHEIT—UER L L E T,

« ASCEICRH S TODNEIZOW T ORI A — NI 5 2 LRk ER A,
AR T, LR Y R L7 b= ZREAORWE O EEERE O E T,

c AREICEALC, TAT7 7 7y =y ME~OR WA I ERRERE O E T,

- ASCEONRIZHEN, A LAER, BENRAELTH, AT —YoETIAEDR LD
ELET,

c ACEONRICRE LT, FEEZHLTERLE L-S, SRS, B0 R loanbn £L
7o R E T THEHE < 72 SAUTFEN T

c AEORNRITL, PERLUIEFRSNDZ 08B0 £7,

. o=
- e2studio * RX65N [, L3P A L7 b= AESH OGRS E 721304 T,
- AP-RX65N-0A 1. Mi&tt7 7 77 a7 FoOpERs T,
- ZOMOSHA, BRI, BALOBERGE £ 71 IR T,

. B
« IRX65N 2—H—RX<v=aT7 )L —RT =T AFHRA L ho=r 2ttt
. [e9studio 2— P —R~==7/)L AHHA K] NFY A L7 hn=g AAEH
+ [FreeRTOS | Amazon.com, Inc.
LR Y A T hu=g ARSI OV T R
- Z DA,

T 4860852

SRR BT FHTEHT 6-9-20
U S

httns/fMwwaone.coin
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