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2. oo rull M

T FHA, Tz, ZOBEY T FD

U —J AX— R4

B

A=Y/ Y4

Azure_sample_gnu_wifi. CK

M4 WiFi-module(GT202-
QCA4002) % f H L 7=
DHCP & TCP {04
v

X274 API

Crypto K 5 A /N — AES

CBC #fEf L=V 7
(57 - 155)

RX65N_gnu_dhcp_tcp_aes gt202 uselib

Azure RTOS &— R CHEff

NetX DHCP Client
(dhcp_client)

TCP i#{5(Client)
(nx_tcp_socket_.......)

5« 155(AES-CBO)
(NX_CRYPTO_ENCRYPT)
(NX_CRYPTO _DECRYPT)
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3. TeaTemPro A > A b—/L

D [lteraterm-4.106.exe] ZHEL TH Vo a— K35,
@PCIZA > A M=V LIATT D
@ U TILR— R DORIE

Tera Temx DUTAR-F BELEE

R—k(P) CONG v
AE—H(E) 1115200 v
7 —3(D). 8 bit S Fe 2L -
18 )71(A) none v
by FEYMSE). 1 bit v LA H
20 —HENF). none v
E{SBIE

0 | suB/Ee) [0 | SUBATL

COM %513,
PC TV 7 LidfE v hE
IS ERET %,

115200BPS
8bit

none

1bit

none

DHARIZT D,

Device Friendly Name: RSK USB Serial Port (COMG)

Davice Instance ID; USBYVID_045B&PID_8111¥0000000000001
Device Manufacturer. Renesas

Provider Name: Renesas

Driver Date: 5-22~2013

Driver Version: 2000

USB U7 /va N
— X fFFFHZ CR =
— K03y hEiLA

DUFROFRIE
Tera Terme M=0OBE
At A A(T) iTa—F
Bd | x AS;( Z&R): CR =
M= D409 4X(S) 1£{&M.  CReLF ~ Fe L
B B aaEE(wW)
ANJILFH)
sl VTI00 v Oo-hLxa— L.
HEA): : | OEBEYWEZ(VT-TEKXU)
ET-FEK) EF-480)
sJIs v SIS v kB
FEh7(F) *Emh7(D) 3 gl [(=}
07 —)LC) |japanese

HEOLAIT. =
Z:LF IZLCFX
v,

TREDRRTECT B
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4. BEhERERR

LED3 100ms 45 i
USB#&6% (FINE 773 ) LED4 TRQO fi£&

= TeraTerm |
TCP_IP_AES Op

nSSLexelserver) — —
e <R82320 EE GErD

7/ \ GT202 WiFi-MOD

~~

LAN 7 RN T < CK-RX65N Haph >
e d b L

<TCP_IP_AES OpenSSL.exe™> <RX65N_gnu_dhep_tep_aes gt202 uselib >
[Plain mode] [Plain mode)

1. X E2ET 5, 1. EXERET 5,

2. ZE LI EZDOFFERET D, 2. ZE LI TeraTerm (2395,
[AES-CBC mode] [AES-CBC mode]

1. B Cex{59 5, 1. AES(CBOWF AL L= CEAIEET D,

2. R LI X ET L TERT D, 2. =I5 LTeRs 53018 %5 L C TeraTerm (258

3. HE XA AL LI SGEE R ET 5, NE RSN
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WiFi-module[GT202]
(Qualcomm QCA4002)
PMOD2 |2 £56¢

1E% LEDS sk

Ty LN ik

J2 va—h Current Measurement point for MCU

J15 =7 Select debugger comms mode

J16 1—2va—Fh DEBUG

J21 va—h Enable USB boot mode

J22 F—7 Select USB boot mode power supply method
J11 =7 Configures the MCU for normal boot m ode




. TRX65N_gnu_dhcp_tcp_aes gt202 uselib] > 7 /LD

5—1. 7HANEHERE T 7 A NG [ <HVEL>E7T]

W x—ontan

<Azure_sample_gnu_wifi CK>

<rx_gnu filex lib>

AzureRTOS FileX 7 A 77 UA{ERHIA/L &

<rx_gnu_netxduo_addons_lib>

AzureRTOS NetX DuoAddons 71 77 U A HAA/L &

<rx_gnu_netxduo_hib>

AzureRTOS NetXDuo 71 77 UVERR RN Z

<rx_gnu_threadx_lib>

AzureRTOS ThredX 7 1 77 U 1Bk AL 2

<RX65N_gnu_dhcp_tcp_aes gt202

DHCP / TCP i#Z /AES-CBC(R5 5 - 155)

_uselib> oI TaYes k
<HardwareDebug> RX65N_gnu_dhep_tep_g | ELF 7 7 A /L, /32 4 Cffi
t202_uselib.elf FH
RX65N_gnu dhep tep a | MAP 7 7 A /L, 7 KL AlH#
es gt202_uselib.map
RX65N_gnu dhep_tep a | £ hr—F—HEX 7 71 /L
es_gt202_uselib.mot
Z DA, HEERR T 71 v
<lib> <filex> FileX
(&C V—AIXEL RERID
<netxduc> NetX Duo
(&C YV —RA T e KD
<netxduo_addons> NetX Duo Addons
(&C V—AILEL RERID
<thredx> ThreadX
(&C Y —AILE RERIL
librx_gnu_filex lib.a FileX 74771
librx_gnu_netxduo_addo | NetXDuoAddons 71 7V
ns hib.a
librx_gnu_netxduo liba | NetX 71 77
ibrx_gnu_threadx liba | ThredX 714 77 U
<src> <Azure aes> AES-CBC
|aesc |aesh e - HEELD Y — A
<rtos_config> Av—harr74 7 L—4|C

K0 ERk

<rtos_skeleton>

| dhep_fixed_entryc DHCP A L v RRBEED Y — A
|tcp_aes_thread_entryc | TCP A L > RALEED V— R
<smc_gen> A<w—har 74 7L —X\C
BQUREDS
<wifi_gt202> GT202 HH R 7 A /Y —2A—3
demo _printfc a2 — )V AR D Y —
A
demo_printfh demo _printfc D~ ¥ —

hardware_setup.c

JEID VO 7734 Z41HE Y —
2

hardware_setup.h

hardware_setup.c D~ %—

sample netx_duo ping.c

NetX ZEgiibt o~ > —=

sf wifi nsal nx.c

NetX WiFi-API >/ —2&
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sf wifi_nsal_apih sf wifi_nsal_apic D~ %

linker script.d YING BS/ B R N A )V

RX65N_gnu_dhcp_tep_aes gt20 | A~— a7 4 JL—XOEHT 7 A )V
9, uselib.scfe

Z Ot HEVERR Y 7 AV




5 — 2. Macro Defines &

W x—ontan

Macro Name

Wi

A PRINTF ENABLED

WS TN DT RE B3 5

WS TN DT RE AT 5

NX _ENABLE_DHCP

O|=iO

DHCP Client Disable

©Y—RAa— RZE#EIP 7 FLAZER
sample netx_duo_ping.c :
status =nx_ip_create(

&g ip0,

"NetX IP Instance 0",

#f NX_ENABLE,_ DHCP=—1)
IP_ADDRESS(0,0,0,0),
IP_ADDRESS(255,255,255,0),

Helse

IP_ ADDRESS(192,168,21,95), /[EEIP 7 KL %

IP_ADDRESS(255,255,255,0), // 7%~ h~ A2

Hendif
&g pool0,

nsal_netx_driver,

(UCHAR®)ip_thread_stack,
sizeof(ip_thread_stack),

1);

DHCP Client Enable

TX_INCLUDE_USER DEFINE FILE

ltx userh] ZAHNZT D

NX INCLUDE_USER_DEFINE FILE

x_userh| #HZNZT 5

FX INCLUDE_USER DEFINE FILE

[fx userh] #HNZT D

NXD_MQTT CLOUD_ENABLE

MQTT A vt— v 77 a ha e AT 5

NX SECURE_ENABLE

MQTT 2 7 A 7 > METLS $AR— MMt & THEEES
s

NX _ENABLE_EXTENDED NOTIFY_S
UPPORT

L DaA—)Ry T T T EANT D

NX ENABLE _IP PACKET FILTER

IP ™7y MRS

FLATCC_NO_ASSERT

FLATCC %7 %— bk L72\»

NX AZURE_IOT LOG_LEVEL

NX_AZURE 11 7 B8 2 L 70

LogError(.) &9 %

LogError(...) / LogInfo(.) Zf# 45

WINIHIO

LogError(...) / LogInfo(...) / LogDebug(..) & {# 4%
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5—3. Y7 NoOEERA GARIMN CK-RXE5N )
1) DHCP 44 (NX_ENABLE_DHCP=0)
<DHCP FIXED Thread >
Term [Hir&]
< 1> MDriver INITIALIZE DONE..”|
< 2> ["<Wait for IP address acquisition>..”|
< 3> ["LINK Status Check..”]
< 4> ["<Set Wi Fi ect.spec and emcryption>"|

< L >
IP7 KLU RHENLIZ LY
FM ED LED3 (kf) % 100msec 80K « LED4 (F(4) TRQO E 0 IAFLEZ Ak

fd COMS - Tera Term VT
J7LF) WEE BES) IVMO-IMO) HHIFIW)

Driver INITIALIZE_DONE. .
“‘lf +nr IF.1dire:: acquisition >

['HEHET s .|:]§ -

[MTU size 1: 150(

SER! EF ;.uf] 50000
[TCP port  1: 50001 . -
[UDP port J: 50002
{TCP socket create>

{The cliént _SO

o change AES mode/’L’ change eﬂgth}l

<S5 >
IP7 FUAKRMEAIZL Y. Hb o LED6 (GRfa) % 100msec 12505

i COMS - Tera Term VT - O
[ Z740L(F) WEE) BEOS IVMNO-MO) 24UF2W) ALT(H)

Driver INITIALIZE_DON:

Wait f- r IP address acquisition >

L




2) DHCP A7%hH (NX_ENABLE DHCP=1)
<DHCP FIXED Thread >
Term [Hir
< 1> "Driver INITIALIZE_DONE..”|
< 2> ["<Wait for IP address acquisition>..”|
< 3> IMLINK Status Check...”|
< 4> ["<Set Wi Fi ect.spec and emcryption>”
<5> ["Wait until address resolved..” |
< R Eh i >
IP 7 R RHESNLIZ

b o> LED3 (ﬁ%@ % 100msec f 23 « LED4 (1) IRQOE|V

W x—ontan

fd COMS - Tera Term VT

[ 7710U(F) REE BE(S IVM-UHO)

Driver ]fITILLI7E_E{NE...
~\a|t_fur IF ddress ac

V4V EIW)  AIT(H)

auisition ’

and encrvpt iony

Successful ly
[MAC ﬁ.DUF:Ef-‘»;..
MY IP. 1dr
[SUBNET ma

[MTU size -
[SERVER port]:
[TCP ;u[f ]:

address(eth()
:jqq‘rE BD

;r-‘\/ f‘

mode/" L’

’} ange .'-'.E--'

B L7 IP 7 K LA

ix'-irl ge |r‘r|-f|ul

O

<S5 >

IP7 FUAKRMEAIZL Y. Hb o LED6 (GRfa) % 100msec 12505

&l COMS - Tera Term VT
[ 794 0(F) BEE BSOS

Driver INITIALIZE_DONE...

-H&It 1!_'1

IP address acquisition >

Status C

L INK ;
DHCP In Proar
Wait until
NX_NOT_S




3) TCPIP %=5(3

<TCPAES Thread >

W x—ontan

CMY IF 1ir
[\HEJET s

<Start NetX

fd COMS - Tera Term VT

IVR0-JO)  21VB2(W)

ess resolved. ..

ssigned by DHCP  address(eth()

. U__JU D/ﬂqy 5B-BD

50001

+ 50002

|"':F' E R*’f', 5NLclient >

) q r ]

“"_x"‘/ l_ nange |r~‘f|-’*}|1

SERVER_1P[192.168.21.53]

OZH DB & D FRE
aesc : int AES crypto_bit;
128 : Key &' ~ME7Y 128bit
192 : Key £y MRS 192bit
256 : Key &' MRS 256bit

f /’ L : chanse |-E'f'|§'.tf'|}
ZREH TR A
AES modelx] PLAIN | %[ — FOEE
CBC © “C" F—ANZLVE—NERE
PLAIN > CBC >PLAIN
OE#D7 7 7L VIgE
aesc: : int AES_crypto_mode;
0 : PLAIN /& — R
1:CBC [/AESCBCt— K= 1875
KeylLength[x] 128 AES-CBC &— R Key &' MEFEOFHE
192 © “I” F—AJNTLY Key &'y FEF
256 128 >192 > 256 > 128

SERVER _IP[xxx.sooxxsooxxx] | [H7E HEHPCHDIP 7 N LA

©define | = THE/E
tcp_aes thread_entryc :

#define SERVER IP IP ADDRESS(192,168.xx,x%)

10
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5—4. WindowsPC{ll(oT A b 7'v1 75 A TENWEMER (PLAN (30 £—R)

1) TTCP_IP_AES OpenSSLexe| #itili 5, (HE— Fikil)

71177 KZGHT [¥ PC_Test OpenSSL) ¥ 7 )V OOfiEmA /L &

g il N:¥UsrAp¥AzureRTOS¥_PC_Test OpenSSL

<« v A « Azu... » _PC Te.. v o PC_Test Ope
_PC Test OpenSSL ~ 23 . v Exom
Azure_sample_ccrx ) AES_IVitxt i
Azure_sample_gnu ‘_]AES_KEY.m 2023/11/15 14:5:
pdf 4 liberypto-3.dil 2003/03/14 10:4
=i | libssl-3.dll 2023/03/14 10:41
& 7ee_p
RS A TCP_IP_AES OpenSSL.exe
)‘ .
C_H25_IAR 5 UDP/ \AES_OpenSSL.exe

v £ >

=2 &=
/ \

— \

ITCP_IP_AES OpenSSL.exe] Z i)

2) [TCP_IP_AES OpenSSL] O&IHZFXE LT [Fbk) 260 e 215,

B4 TCP_IP_AES_OpenSSLserver) Ver1.00

Setting >
PCIP.adr|192.168.21.53  [PCport (50000 |[{E5% 1P.adk (&5 port
| PCRID TP 7 LA BBk | | PCIO port [EliE

AES KEY File Name
AES 1V File Name

DE=h [en v— OPane—FsR |0 | s |

K<< Wait Connect >

BB DEEfse a5

@7V v7

11




W x—ontan

3) FEAROAIA B Offgs & 3T,

FOREH

L]

AES mode[PLAIN]

EZEE— ROFEE
OLEHD7 7 7L VIEE
esc : int AES_crypto_mode=PLAIN; //0=PLAIN

SERVER IP[192.168.21.53]

E(EH@PCHNP 7 KA

©define |2 THEE

tcp_aes thread_entryc :

#define SERVER_IP IP_ADDRESS(192,168,21,53)

i COM4 - Tera Term
T4 F) RE(E)

WIEIW)  ALTIH)

4) FEpd7 5 PC(server) -~ % 2 h A 5ET 2,

(Ddisconection DHFETE. PClserver) & @ Conection AR % F4T

@ COMS4 - Tera Term VT

=SS any kev...

Wait client_socke
'1” C |i'-‘ll?
Mait client_

'"'ut v_||r~rn‘ SO

774IF) REE) BEO

IVMO-0)  D4VFOW)

YAHEGN I LT3 A1% [C+C) KeyPush THIEA %,

12




W x—ontan

@l T4, B 172~ 5 PClserven) ll~F3CT F A F 215521592

fd COMS - Tera Term VT

P11
J s JLWY)

& L% —LIt o Key % Push

mportant.secret.

L Lwill.

/ F’!airl <
3 69 73 20 69 73 20 61 20 76 65 72 79 20 6¢ @PCIHHOZET—4
70 6F 74 61 6E 74 20 73 65 63 v (4 20 sortant . secret.

el Lwill.
y

tion.test|
the.future. .b
one.Lorporat ion.

length)

FSARMEA S LTS3 TCakkC) KeyPush TIN5,

13
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5) BMRRDESIRAFSAT (55— Fikid)

FYa—L4 e

tep_aes_thread_entryc static UCHAR *src_str={ /7 A NHFLC
"This is a very important secret message! "

"T will use it for encryption and decryption testing "
"in the future. by Aone Corporation "

5

6) ITCP_IP_AES OpenSSL) RIDEZAE AT 2.

B4 TCP_IP_AES_OpenSSL{server) Ver1.10
Setting
PCIP.adr192.163.21.53  |PCport |soooo fﬁftﬁ:n’.ﬁ {85k port
[RxTime Ave(S)(S -> S)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(42)(42 -> 42)us access(1) 1ms<(0)10ms<(0)ent]
AES KEY File Name
AES 1V File Name
W% [Je=s [en | 2 | s |
.
i t O P
— Bt T —
<< Tait Receive data(1] »>> " | O Tts W pozlE7—2 |
- 1
54 68 69 73 20 68 73 20 61 20 76 65 72 73 20 63 T This.is.a.very.i
6D 70 BF 72 74 61 BE 74 20 73 85 63 72 65 74 20 mportant.secret.
6D 65 73 73 61 67 65 21 20 49 20 77 €9 6C 6C 20 message! . I.will.
75 78 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 use. il.for.encry
70 74 69 6F 6E 20 61 6E 64 20 64 65 63 72 73 70 pt ion.and.decryp
74 63 BF BE 20 74 65 73 74 63 6E 67 20 63 SE 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.fulure, .by.A
GFZSE 65 2? 43 6F 72 720 ?F 7% 81 74 639 6F 8E 20 rporat i
-{2)Send plain data to clien
54 68 69 73 20 69 73 20 61 20 76 65 72 73 20 63 This.is.a.very. |
8D 70 BF 72 74 61 BE 74 20 73 65 63 72 65 74 20 wportant.secret.
6D 65 73 73 61 67 85 21 20 43 20 77 63 6C &C 20 message!. [.will.
75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 use.it.for.encry
70 74 B3 6F BE 20 61 6E 64 20 64 65 63 72 73 70 pl ion.and.decryp
74 69 6F BE 20 74 65 73 74 69 6E 67 20 63 6E 20 | tion.testinz.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..py.A
<¢< Yait Receive datal2] >» RV
b @ Tt WD

WRET—HETOEERMELET, (=771 7)

14



7) [TCP_IP_AES OpenSSL| ZDftioBiff (%-E— F4Li)

P4 TCP_IP_AES_OpenSSL{server) Vert.10

Setting
PCIP.ade|192.168.21.53 ]PCpon[soooo ]ﬁm\ama& (&% port

[RxTime Ave(4)(3 -> S)us access(2) 1ms<(0)10ms<(0)nt]
[TxTime Ave(33)(25 -> 42)us access(2) 1ms<(0)10ms<(0)nt]

AES KEY File Name
AES 1V File Name

Mo o == N

80 &4 5 4 Monitor) WIFIZEZIES 7 For | WOt Monitor] ForailiZ |
75 73 65 ZU 69 74 ZU &6 GF 7Z Z0 69 BE 63 7Z /9 | use.il.for.encry
E 64 20 64 65 63 72 73 70 | ption, and. decryp
3 74 69 BE 67 20 69 8E 20 | tion, Lestins. in.
5 2E 20 62
2 61 74 69

74 68 65 20 66 75 74 75 72 6§ 78 20 41 the.fulure..by.A
BF BE 65 20 43 6F 72 70 6F 7 6F 6E 20 one.Corporat ion.
<<< Pait Receive data[3] >>»>

5
7
0
4

8) TCP_IPPot % [ 45, (#E— K@)

B TCP_IP_AES_OpenSSL{server) Ver1.10

Setting
PCIP.adr|192.168.21.53  |PCport |soooo lﬁitﬁ':l?.adr (B port
[RxTime Ave(4)(3 -> S)us access(2) ims<(0)10ms<(0)nt]
[TxTime Ave(33)(25 -> 42)us access(2) 1ms<(0)10ms<({0)nt]
AES KEY File Name
AES 1V File Name
A | (Aen [Pen | N
Monitor. = _ —
6D 65 73 73 61 67 65 21 20 43 20 77 €3 6C 6C 20 message!. Lwill. oY arY PN
75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 use. it.for.encry —
70 74 69 6F 6E 20 61 6E 64 20 64 65 63 72 73 70 ption.and.decryp
74 63 BF BE 20 74 65 73 74 63 BE 67 20 £3 BE 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 73 20 4) the.future..by.A
BF BE 65 20 43 6F 72 70 6F 72 61 74 63 &F 6E 20 one.Corporat ion.
< Yait Receive data[3] >>»
AL E LR, YA RER -

15
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5—5. WindowsPC{fllooT A s~ v 7'F A CTEWERER (AES-CBC £— k)
1) [TCP_IP_AES OpenSSLexe] =i 5,

2) ITCP_IP_AES OpenSSL| MO#IHE 7% E LT Mk Moo [ 2,

B4 TCP_IP_AES_OpenSSL{server) Ver1.10 - O X

Setting
PCIP.adr 192.163.21.53  |PCport 150000 FE{B5E 1P.ade (&% port
IGEFEDOIRATET 7 A L AR ZEDRATFT 7 A )V
/ V4

AES KEY File Name [AES KEY.txt| / _ #82
AES IV File Name  [AES_Iv.txt £~ % (DCBC &— RE&R ] 82

wn | AEzR |cec vﬁ% < QKey £DER _I Cls 4
Moo N |lssAeess |
(KEY]:0x11 0x1 1 0x11 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 Dx44

IV J:0x01 0x38 0 02 0xC7 0xDE 0xF2 0x1D 0x8F Dx18 Ox6F 0x84 0x54 0x82 0x0A 0xD
K<< Wait Connect >

A @2V vr || BEsnTs Mg & TPy &)

FERARID > & DOBEGE A D

3) [AES KEYit] [AES Vit i

[AES KEYixt] L@ X2 h7 7 A /L

/ default aes_common_key H5eiH 128bit | 192bit | 256bit

= Ay MR, IDHOFERIZLTREEVY,
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
0x55,0%55,0x55,0x55,0x66,0x66,0x66,0x66, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /T +256bit

Yol A S DY AT, JERIA & RSO A #R T 4 4 TEET 2,

[AES Nixt| #~7 ZETFA N7 7 AL

// default aes_initial vect FIEH L~ Z
=2 A2 ML, IOHOFEICLTRFEVY,
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E, 0x18,0x6 F,0x84,0x54,0x82,0x0A,0xDB

VAR ZEAIET S D50, I & RO 2zl /ewT 2 TEET D,

16
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4) FAUORIEH OB L RREIE,

FOREH Wi

AES mode[CB(] EZEE— ROfEE
OLD7 7 7z L VIEE
aesc : int AES_crypto_mode=CBC; /1=CBC

KeyLength[128] AES-CBC “&— KD Key ' MNEEOFEE
OZHDOEIEIZ L v +EE
aesc: : int AES crypto_bit=128;

SERVER IP[192.168.21.53] HFHEPCHDIP 7 K LA

©define |~ THE

tcp_aes thread_entryc :

#define SERVER, IP IP ADDRESS(192,168,21,53)

T — % ORFE Y 22—/ EA¥L [aesc)

uint8_tAES key[32] ={ // default aes common._key i 128bit | 192bit | 256bit
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128pit
0x55,0x55,0x55,0%55,0x66,0x66,0x66,0x60, /I T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /I T +256bit

I8

WA ZAET— 2 ORAFEY 22—/ L2585 [aesc]

uint8 tAES iv[16] ={// default aes initial vect #JHIL~<27 &
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E,0x18,0x6F,0x84,0x54,0x82,0x0A,0xDB
%

fd COM4 - Tera Term VT

8.21.53]

lengthlf]

17
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5) FEiAH 5 PC(server) i~ CBC i 57 F A h&E(ET 5,

fd COMS - Tera Term VT
IIRO-IO)  D1IROW

C" key to change AES mode...]

OEBNRFEL TH
LIRS DOH T HRR
I messasge..1.Will.
| use.it.for.encry
| ption.and.decryp
| tion.test ir‘lg. in.
| the.future. .by.A
| one.Corporation.

@QE &R 51 L T
PC(serven)fllZi%E L 7=
G XDX T RN
| DJALD, .D.ICIA 17
| .D.elr.10....J.C
by v R . l ..:f'..*:i; I ‘.!."l
0 OF l‘% Al B2 31 40 A8 ' F2 B0 | 0.]-./.4h. mu
) 17 A6 EE 18 DA 13 & )6 53 3A 33 BA <
<Recv EncryptText length(128)>
50 E8 F” DA 72 8E D4 8 3 ( 3 O (3PCserver) 73515 L 7=
3 3( :73 08 llb [IE 8 C2 90 52 08 4¢ 59 63 TN LA e
: ,_A -,D ,.j'. ol - r ) :,." L L 3 % PC (server) I THF
: lE\ .' ol 99 W 91 U U (% 9L e AP s ]
g el ¥ o Lh&/7i‘%ﬂ‘

(@%1Z L7= PClserver)n>»
HORF X a7k L
71@/\5( D & V& ZN

| t If_i(l.t':St

| the.future. .by.A
| one.Corporat ion.

SOZAZHERN I L7555 [Cd+C) Key-Push THIlET 2,
O T@PlainText] & [@DecryptText] NFEZEDA, HbilE PC IR G50 (5o
—R) THDHZEDOFEINII 5,

@ [(2)Send EncrptText] & [(3)Recv EncrptText] 23ASDGA, Fbiils PC IR
WP (mra—R) ThdHIEDFFRIRD,
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6) [TCP_IP_AES OpenSSL| IS5 ZHeE T 2,

) TCP_IP_AES OpenSSL{server) Ver1.10

Setting
PCIP.adr| 192.168.21.53  |PCport m».a {55 port

[RxTime Ave(3)(3 -> 3)us access(1) Ims<(0)10ms<(0)cnt]
[TxTime Ave(21)(21 -> 21)us access(1) ims<(0)10ms<(0)nt]

AES KEY File Name | AES_KEY.txt | s8

AES IV Fle Name | AES_IV.txt | w82
e (Es [oc [ | 2| o |

Morutor

[xsv :0x11 0x11 0x11 0x11 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 Dx44
IV J:0x01 0x38 0x01 0x02 0xC7 0xD§ 0xFZ 0x1D 0x3E 0x18 0xSF 0x84 0x54 0x82 0x0A 0xDB
<< Wait Connect >>>

BALELL.

{4 Mait Receive data[1] >»>

44 50 E8 FO DA 72 DE 0D 8E D4 8F 1D B3 04 73 CO~_ = ;

29 30 C8 03 08 DE 48 C2 90 52 08 43 8B 63 63 EI (\1)2'%*&4_%75 SRIBLEREIOS

§4 32 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 | v 7'&R

36 BA 2ACB 36 25 FD 42 07 66 45 31 D2 OF 74 3£ o™ G.TETF T7

E4 44 F8 65 49 72 88 BS 30 ED 13 FD 8B A3 06 43 | .D.elr.70....J.C

17 €0 26 IF 9E C5 24 FD 88 18 63 0A 27 83 A7 78 | ..&..#8...0.7 .7«

30 8D 50 BO OF C3 Al B2 68 81 40 A3 8C 27 F2 B0 [ 0.]-./.{h.8¢." .~

13 50 17 A EE 18 DAtls 8F 91 70 06 53 3A 33 BA | .].3..1...}.8:83

~-(2)Create decode data

54 68 83 73 20 69 73 20 61 20 76 65 72 79 20 6 Ry -

§0 70 6F 72 74 61 6E 74 20 73 65 63 72 65 74 23< (3)5«1:: %tﬁ?ﬁ;@@:ﬁﬂg L

8D 85 73 73 61 67 85 21 20 43 20 77 63 BC BC 20 | BXLDF L TFR

75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 19 [Use-TTTOrEETY

70 74 §3 6F 6E 20 §1 BE 64 20 64 65 63 72 79 70 | ption.and.decryp

74 63 6F BE 20 74 65 73 74 63 6E 67 20 69 6E 20 | tion.testing. in.

74 68 85 20 66 75 74 75 72 85 2E 20 62 79 20 41 | the.future..by.A

GF GE 65 20 43 6F 72 70 6F 72 81 74 63 6F 6€ 20 | one.Corporai ion.

=(3)Send encode data to clien

44 50 E8 FO DA 72 DE 0D SE D4 8F 1D B3 04 73 OO0 ()1 2L L7~ 2T A2 L

23 30 3 09 08 O 45 C2 90 52 08 49 96 69 63 £1N, O L 1EL I REREEELT

§4 32 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 | ARMNTEE LR XOF T

36 6A 2A CB 36 25 FD 42 07 66 45 31 D2 OF 74 36 | %=n

E4 44 F8 £5 43 72 88 B5 30 ED 13 FD 8B A3 06 43

17 E0 26 IF 9E C5 24 FD 88 18 63 0A 27 83 A7 78 [ ..&..J8...1. 7%

30 8D 5D BO OF C3 Al B2 68 81 40 AS 8C 27 F2 B0 | 0.]-./.{h.8¢." .~

13 50 17 A6 EE 18 DA 13 8F 91 70 06 53 3A 33 BA | .J.3..0...}.8:33

< Vait Receive datal2] >>>

(D [(1)Receive encode_data from client] & [(3)Send encode data to client| 2 3FEEDMFE, Hobk
& PCAAIFEIE 2R SR (= a—R) THDH I EDIFRRIRD,

@ T@Create decode data) & k) o> [(@DecryptText | 23EFOSE, Kbkl & PCHI
DRI (T 2—F) ThH I L ORI,

19




W x—ontan

- ACEOFEHEL, =T R BMRELET,

« ASCEA MR COSHEIT—UER L L E T,

« ASCEICRH S TODNEIZOW T ORI A — NI 5 2 LRk ER A,
AR T, LR Y R L7 b= ZREAORWE O EEERE O E T,

« ASCEONRITHEN, B LAER, BESRAELTH, BT —UIoELIADRNE D
ELET,

c ASCEONRICBE LT, FEEFH L TERLE LN, IRER A, DR Eoanbo L
7o DR E T THEHE < 72 SHUTFEN T

c ACEONREIL, THERLICEFESNDZ 08B0 £7,

. P
- e2studio * RX65N [, LV A L7 b= A ESHOBGPEE £ 713084 T,
- CKRX65N |X. L3 H2 =L 7 ho=s 2t topEns o1,
- ZOMOSHA, B, SALOBGERGE £ 7 I IR T,

. BER
« [RX65N 2—H—R~v=o7) N—FRu=xTHR AFPA L7 hn=7 2EH0
. Tedstudio 22— —RA~==7/L AfHA K] NP A Ly ha=g ARRKEH
- [AzureRTOS | ~ A7 a7 MRS
LR Y A L7 bo=g A ESHERE oY T E
- ZOfth,

T 486-0852

SRR BT FHTEHT 6-9-20
U S

httns/fMwwaone.coin
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