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2. oo rualey MM,

T = A— A4, M PAEDEY AN A

Azure_sample_gnu_wifi CK | #E## WiFi-module(GT202-

QCA4002) z 1 /1 L 7=

RX65N_gnu_dhcep_udp_aes_gt202_uselib

DHCP & UDP &z
NI%

X217 4 API
Crypto R F A /3 —AES-
CBC #fEH L=V 7
(57 - 155)

Azure RTOS “&— RN CEjfE

NetX DHCP Client
(dhep_client)

UDP i#{Z(Client)
(nx_udp_socket, .......)

K75« 1H5(AES-CBC)
(NX_CRYPTO_ENCRYPD)
(NX_CRYPTO_DECRYPT)

W e BIEERTE

Renesas e2studio(Version 2024-04)

Azure RTOS (Version 6.2.1 rel-rx 2.0.0)

GCC for Renesas RX(Version 8.3.0.202305)

TFEXART 7 AL » T a— Rgis)

~— RERIR

CK-RX65N (/L4 2 8)




W mran

3. TeaTemPro A A hb—/L

D [lteraterm-4.106.exe] ZHEL TH Vo a— K35,
@PCIZA > A M=V LIATT D
@ U TILR— R DORIE

COM FE =13,
PC T U 7 vil(E alhHe
I BT RET D,

F—4(D). 8 bit v Fe L _ 115200BPS
18 )7 4(8) none E 8bit
by EYMS): 1 bit v AHF(H) n]‘;ne
1bit
Z0—HEF) none v !
none
E{SEHE
o |sumEe o | sumAso DHFRTT B,

Device Friendly Name: RSK USB Serial Port (COMB)

Device Instance 1D: USBY¥VID 045B&PID 8111 ¥0000000000001
Device Manufacturer: Renesas

Provider Name: Renesas

Driver Date: 5-22-2013

Driver Version: 2000

@8R D

Sk
=
Fi

Tera Terme M=0OBE

USB U7 /va N

St A A(T) SHTa—F — X fFEHRHZ CR =
o | x [s54 | #8R: R  ~ — — KRB FERD
M= b9 4 (S) ZEM. cretF v | FE/EL WEDH AR, X
£ BhAY (- SERAW f:LFIZLTF&
- ~ILFH v,
sl 00D VTI00 v Oo-nLxa—L.
HEA): | | OEBIVEZVTTE):
ET-ZEK) EFAEV)
sJIS v sSJIS v 5B
FAmNHF) £/HH0D) €3 (=]
O —ILC): |japanese

TREDRRTECT B
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4. BEhERERR

LED3 100ms /53
USB ##¢ (FINE 7 /3 4) LED4 TRQO %5

TeraTerm l
UDP_IP_AES Op

nSSLexclserver) —
cpmaeaer <R8232C WE (Frrd)

7/ \ GT202 WiFi-MOD

>

LAN 7 MR N T <CK-RX65N Kotk >
e d b L

<UDP_IP_AES OpenSSL.exe> <RX65N_gnu_dhep_udp_aes gt202 uselib >
[Plain mode] [Plain mode]

1. EXE2ET 5, 1. EXHEHRET D,

2. ZE LI EZDOFFERET D, 2. =5 L% TeraTerm (ZFRT 5,
[AES-CBC mode] [AES-CBC mode]

1. B a%E1 5, 1. AES(CBOWF A L L= CEEHET 5,

2. G LIk a5 L CFRRT D, 2. 5 LTaWE 5301575 L C TeraTerm (23

3. HE XA AL LI SGEE R ET D, NS RN
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WiFi-module[GT202]
(Qualcomm QCA4002)
PMOD2 (Z£56¢

TE# LEDS A0k ol
TRQLEDA /5 Ll

USBTO SERIAL
SCIx

Ty LN ik

J2 va—h Current Measurement point for MCU

J15 =7 Select debugger comms mode

J16 1—2va—Fh DEBUG

J21 va—h Enable USB boot mode

J22 F—7 Select USB boot mode power supply method
J11 =7 Configures the MCU for normal boot m ode




. TRX65N_gnu_dhcp_udp_aes gt202_uselib] > 7 /L5

5—1. ZHNERERE 77 ANL [ <FRAF4>%77]

W x—ontan

<Azure_sample_gnu_wifi CK>

<rx_gnu filex lib>

AzureRTOS FileX 7 A 77 UA{ERHIA/L &

<rx_gnu_netxduo_addons_lib>

AzureRTOS NetX DuoAddons 71 77 U A HAA/L &

<rx_gnu_netxduo_lib>

AzureRTOS NetXDuo 71 77 UVERR RN Z

<rx_gnu_threadx_lib>

AzureRTOS ThredX 7 1 77 U 1Bk AL 2

<RX65N_gnu_dhcp udp_aes gt202

DHCP / UDP i#Z /AES-CBC(R55 - 155)

_uselib> oI TaYes k
<HardwareDebug> RX65N_gnu_dhep_udp_ | ELF 7 7 A /L, /3w 5 Cfifi
gt202_uselib.elf J&5|
RX65N _gnu_dhep udp_ | MAP 7 7 A /b, 7 KL A1E#
aes gt202_uselib.map
RX65N_gnu dhcp udp_ | £ hr—F—HEX 7 71 /L
aes_gt202 uselib.mot
a2 HEVER T 7 1L
<lib> <filex> FileX
(&C V' — AT eIV RERAD)
<netxduc> NetX Duo
(&C YV —RA T e KD
<netxduo_addons> NetX Duo Addons
(&2C V' — AT eIV RERAD)
<thredx> ThreadX
(£2C YV — AT eIV RERHD)
librx_gnu_filex lib.a FileX 74771
librx_gnu_netxduo_addo | NetX DuoAddons 71 77 U
ns hib.a
librx_gnu_netxduo liba | NetX 71 77
ibrx_gnu_threadx liba | ThredX 714 77 U
<src> <Azure_aes> AES-CBC
|aesc |aesh e - HEELD Y — A
<rtos_config> Aw—har 74 7L —HF(Z

K0 ERk

<rtos_skeleton>

| dhep_fixed_entry.c

DHCP A Ly R Y — 2

|udp_aes_thread_entryc

UDP AL v RUERD Y —A

<smc_gen>

Aw—har7 4 T L—H|C
X0 ek

<wifi_gt202> GT202 F R 5 A /Y —2—;

demo _printfc a2 — )V AR D Y —
A

demo_printfh demo _printfc D~ ¥ —

hardware_setup.c

& YO 7734 24Tk —
A

hardware_setup.h

hardware_setup.c D~ %—

sample netx_duo ping.c

NetX ZEgiibt o~ > —=

sf wifi nsal nx.c

NetX WiFi-API >/ —2&
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sf wifi_nsal_apih sf wifi_nsal_apic D~ %

linker script.d YING BS/ B R N A )V

RX65N_gnu_dhep_udp_aes_gt2

Aw—har T4 T L—FZDOEHT 7 AV
02, uselib.scfe

Z Ot HEVERR Y 7 AV




5 — 2. Macro Defines &

W x—ontan

Macro Name

Wi

A PRINTF ENABLED

WS TN DT RE B3 5

WS TN DT RE AT 5

NX _ENABLE_DHCP

O|=iO

DHCP Client Disable

©Y—RAa— RZE#EIP 7 FLAZER
sample netx_duo_ping.c :
status =nx_ip_create(

&g ip0,

"NetX IP Instance 0",

#f NX_ENABLE,_ DHCP=—1)
IP_ADDRESS(0,0,0,0),
IP_ADDRESS(255,255,255,0),

Helse

IP_ ADDRESS(192,168,21,95), /[EEIP 7 KL %

IP_ADDRESS(255,255,255,0), // 7%~ h~ A2

Hendif
&g pool0,

nsal_netx_driver,

(UCHAR®)ip_thread_stack,
sizeof(ip_thread_stack),

1);

DHCP Client Enable

TX_INCLUDE_USER DEFINE FILE

ltx userh] ZAHNZT D

NX INCLUDE_USER_DEFINE FILE

x_userh| #HZNZT 5

FX INCLUDE_USER DEFINE FILE

[fx userh] #HNZT D

NXD_MQTT CLOUD_ENABLE

MQTT A vt— v 77 a ha e AT 5

NX SECURE_ENABLE

MQTT 2 7 A 7 > METLS $AR— MMt & THEEES
s

NX _ENABLE_EXTENDED NOTIFY_S
UPPORT

L DaA—)Ry T T T EANT D

NX ENABLE _IP PACKET FILTER

IP ™7y MRS

FLATCC_NO_ASSERT

FLATCC %7 %— bk L72\»

NX AZURE_IOT LOG_LEVEL

NX_AZURE 11 7 B8 2 L 70

LogError(.) &9 %

LogError(...) / LogInfo(.) Zf# 45

WINIHIO

LogError(...) / LogInfo(...) / LogDebug(..) & {# 4%
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5—3. Y7o G CK-RX65N )

1) DHCP 44 (NX_ENABLE_DHCP=0)
<DHCP FIXED Thread >
Term [Hif]
< 1> ["Driver INITIALIZE DONE..”]
< 2> ["<Wait for IP address acquisition>..”|
< 3> [MLINK Status Check..”]
< 4> ["<Set Wi Fi ect.spec and emcryption™>”

< Bl >
IP 7 KL AW
i oo LEDS (ﬁ@ % 100msec fHIAIK « LED4 (5f2) IRQO E V) AR il

Gl COMS - Tera Term VT - O X

| 774 IAF) v.-:s £ BES I/N-MO) PUFOW) ALTH)

Mait fur ]F 1dire_, acauisition >
LI f Status Check...

WiFi etc.spec and encrvpt ior

 [FIXED address(eth0)
[L.i: :,5 : 84-5 —4.&.—68—80

HRE 92.168.21.95 ) — N
[UH [T masi J. 7, o .. -~ ACE
[(MTU size

[SERVER pc
'

RX65N[c| ient 1>

SERVER_IP[192.168.2

<S5 >
IP7 FUAKRMEAIZL Y. Hb o LED6 (GRfa) % 100msec 12505

BES IVM-MO) 2Vl

Driver IHI [ALTZE_DONE. ..
S o T
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2) DHCPA7%hH (NX_ENABLE DHCP=1)
<DHCP FIXED Thread >
Term [Hir
< 1> "Driver INITIALIZE_DONE..”|
< 2> ["<Wait for IP address acquisition>..”|
< 3> IMLINK Status Check...”|
<4 > ["<Set Wi Fi ect.spec and emcryption™>” |
< 5> ["Wait until address resolved..”|

< i >
IP 7 KL ARENIZ
b o> LED3 (ﬁ%’é) % 100msec fHZHI « LED4 () TRQO E| V) IALE TSI

B COMS - Tera Term VT

[ 7740MF) BEE BES IVM-MO) 2IF9W) ALT(H)
Driver INITIALIZE_DONE...
MWait for IP address acauisition >
LINK Status Check...
{Set WiFi Ht' sec and encrypt ion>
unti| address resolved...

ved by DHQP address(eth0)
fAC ADD -07-4A-5B-BD
[MY IP.adr ] 1.5
[SUBNET mask] H5.255.(
[MTU size ]:
[SERVER port J:
[TIY‘F {UI* ]I x

fk+1,t'N~tA UDP AES RXB5N[client 1>
[PLAIN] SERVER_IP[192.168.21.53

: l'—"/ to ._}11[ 2e ‘)»E fll':]':!;:.-’ L‘

DHCP In Prog

Wait unti| address res
NX_NOT_SUCCESSFLL. . .

|
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3) UDPIP %13
<UDPAES Thread >
fd COMS - Tera Term VT
Wait until| address resolved...
Suce ssigned by DHCP  address(eth()
[ MA oo 3 '
(MY IP.adr J:
[SUBNET mask]: 25°
[MTU size ]: 1500
[SERVER port]: 50000
[TCP port 1:
[(UDP port J:
ket create>
TR HE TR A
AES modelx] PLAIN AT — ROFRE
CBC © “C7 F—ANITLYE—FEH
PLAIN > CBC ->PLAIN
OFEHD7 7 7k v faE
aesc : int AES_crypto_mode;
0 : PLAIN /33— R
1 :CBC [/ AESCBCt— KIK= - 1E5
Keylengthl[x] 128 AES-CBC &— KD Key £ MEEOFEE
192 © IV F—=ANIZLY Key by FEH
256 128 > 192 > 256 > 128
OFFOHEIC L FaE
aesc: : int AES_crypto_bit;
128 : Key 'y MRS 128bit
192 : Key By ME2S 192bit
256 : Key £ ~E2" 256bit
SERVER IP[xxxxoaxsoaxx] | [EE EEHRPCHNP 7 KA
Odefine |Z THE
udp_aes_thread_entryc :
#define SERVER TP TP ADDRESS(192,168 xx,xx)

10
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5—4. WindowsPC{ll(oT A b 711 75 A TENWEMER (PLAN (30 £—R)
1) UDP_IP_AES OpenSSLexe| #iL&Ehd 5, (t— K@)

71177 KZGHT [¥ PC_Test OpenSSL) ¥ 7 )V OOfiEmA /L &

g il N:¥UsrAp¥AzureRTOS¥_PC_Test OpenSSL
“— v. P « Azu... » _PC Te... v O PC_Test_OpenSSL
PCTest OpenSSL ~  £# - v EHan
Azure_sample_ccrx @AES Vitxt 2023/11/15 10:¢
Azure_sample_gnu ‘_]AES_KEY.m 023/11/15 14
pdf 4 liberypto-3.dil 14 1
E® Y libssl-3.dll %41
e ﬂ TCP_IP_AES_OpenSSL.exe
&S IP_A x
C H25 IAR |_UDP_ _AES_OpenSSL.exe
= = v £ >
6ENEE |52l &
Y % E
Y4 \

[UDP_IP_AES OpenSSLexe| Z L)

2) TUDP_IP_ AES OpenSSL| DO#IEH %3 LT 5.,

UDP_IP_AES OpenSSLiserver) Ver1,10

Setting
Pcv.adrﬁez. 168.21.53  |PCport |50000 iefts'w/.adr[m. 168.21.5¢ | ﬁftk;m|soooz |
PCHIOIP T KL & PC fH|® port MDHCP THYS L7= QKR Port
H Ehi [ HAIIP 7 KL A&y | Brrzty b
AES IV File Name
8 | 4R |Plan V] @Plain E— iR [ | cs | A
Monitor
\'—
ive datall] >» \| @D/ Y Y
=

11



3) HFUADOKIEH DR & 7% E,

W x—ontan

FOREH

L]

AES mode[PLAIN]

ERIEE— FOFRE
OZH D7 7 7L RE

esc : int AES_crypto_mode=PLAIN; / 0=PLAIN

SERVER IP[192.168.21.53]

HEHPCHDIP 7 R LA
©define |Z THRE
udp_aes thread_entryc :

#define SERVER, IP IP ADDRESS(192,168,21,53)

& COM4 - Tera Term VT
[ 774 0F) WE(E) BE(S

IVP0-IKO) D4UEIW)

IVRO=I{0) 214V E2W)

) 6F 6F

SeCl r—‘*

'..I.mlll

20
4]
20

SAEHEEN I L7 551% TCH+C) Key-Push THIHi9- %,

12




5) HMANDFSRA ST (KE— Nk

M:—Uyﬁiﬁt

EY a—4

ZH54

udp_aes thread_entryc

|5

static UCHAR *src_str=1{
"This is a very important secret message! "

"T will use it for encryption and decryption testing "
"in the future. by Aone Corporation "

17 A~ HIEC

6) TUDP_IP_AES OpenSSL] HIDE(E 4 R 5.,

UDP_IP_AES OpenSSL{server) Veri, 10

Setting
Pcv.adr[wz. 168.21.53

|PCport (50000 [3{E5E tP.adk | 192.168.21.54

| sz o2 |

[RxTime Ave(12)(12 -> 12)us access(1) 1ms<(0)10ms<(0)mnt]
[TxTime Ave(44)(44 -> 44)us access(1) Ims<(0) 10ms<(0)nt]

AES kEY File Name
AES 1V File Name
#it  [E=g [Pen | 2 | o | o
Monitor
BELELL =
& Mait Receive datal1] > [ [Eh pbozlir—s |~
54 68 69 73 20 69773 20 61 20 76 65 72 79 20 63 | This Ts.a.very.i
8D 70 BF 72 74 61 BE 74 20 73 65 83 72 65 74 20 | mportant.secret.
8D 65 73 73 61 67 85 21 20 43 20 77 69 6C 8C 20 | message!.l.will.
75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 | use.it.for.encry
70 74 B9 6F BE 20 §1 BE 64 20 £4 65 63 72 79 70 | plion.and.decryp
74 69 BF BE 20 74 65 73 74 69 6E 67 20 69 6E 20 | tion.testine.in.
74 68 85 20 66 75 74 75 72 65 2E 20 62 79 20 41 | the.fulure..by.A
BF BF 65 20 43 6F 72 70 6F 72 61 74 £9 &F BF 20 one. Corporat ion, |
~{2)Send plain_data to client
54 68 63 73 20 63 73 20 61 20 76 65 72 79 20 63 | This.is.a.very.i
8D 70 BF 72 74 61 BE 74 20 73 85 63 72 65 74 20 | mportant.secret.
8D 65 73 73 61 67 65 21 20 as 20 77 69 6C 6C 20 | message!.l.will.
75 73 65 20 89 74 20 66 6F 72 20 85 6E 63 72 79 | use.it.for.encry
70 74 63 6F 6E 20 61 BE 64 20 64 65 63 72 73 70 | ption.and.decryp
74 69 BF BE 20 74 65 73 74 69 6E 67 20 69 6E 20 | tion.testing. in.
74 68 65 20 B8 75 74 75 72 65 2E 20 62 79 20 41 the.futura.ipy.A
100
<< Wait Receive data[2] >» JTEn ~
@) THEE AA~DFET —# v

WRET—HETOEERMELET, (=771 7)

13
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7) TUDP_IP_AES OpenSSL| Z Mol (55— F3kim)

I—J kAL

UDP_IP_AES_OpenSSL(server) Ver1.10

Setting
PCIP.adr|192.168.21.53  |PCport @nﬁn’.wﬁgz,m.zx.y

[RxTime Ave(12)(12 -> 12)us access(1) 1ms<(0) 10ms<(0)ont]
[TxTime Ave(44)(44 -> 44)us access(1) 1ms<(0) 10ms<(0)nt]

| 3#f85% ports2002._|

74 63 BF BE 20 74 65 73 74 £3 6E 67 20 83 6E 20 tion.lesting. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 4 the.future..by.A
BF 6E 65 20 43 6F 72 70 6F 72 61 74 63 6F 6E 20 one.Corporat ion.
<< Wait Receive datal2] >»

AES KEY File Name
AES 1V File Name

e [ge=p] Pen | 2 || os |t
Monitor__ ™\
80 | @ Monitor) =V 7ICEZIRS 73R | | Msseed (Monitor) o415 | A
70 ption.and.decryp

8) UDP_IP-Port = TG 4%, (£%E— Fikih)

UDP_IP_AES_OpenSSL(server) Ver1.10

Setting
PCIP.adr|192.168.21.53  |PCport @nﬁn’.wﬁgz,m.zx.y

[RxTime Ave(12)(12 -> 12)us access(1) 1ms<(0)10ms<(0)ont]
[TxTime Ave(44)(44 -> 44)us access(1) 1ms<(0)10ms<(0)nt]

AES kEY File Name
AES 1V File Name

Monitor

#E& | Je=n [pan | 2 || os | 4o

|

75 73 65 20 69 74 20 66 GF 72 E 6372738 | use.it.for.encry

VAP 3,

20 65 6
70 74 69 BF BE 20 €1 BE 64 20 64 65 63 72 73 70 | plion.and.decryp
74 69 BF BE 20 74 £5 73 74 63 GE 67 20 63 BE 20 | tion.testing.in.
74 68 85 20 66 75 74 76 72 65 2E 20 62 73 20 41 the.future..by.A
6F BE 65 20 43 6F 72 70 6F 72 61 74 63 6F 6E 20 | one.Corporation.

ve datal2] >>>
PBRL X L. §! YW 2 ffess

14
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5—5. Windows PCHlDT A k7’11 7' A ClhfEMER (AES-CBC £— F)

1) TUDP_IP_AES OpenSSLexe] % i 5.

2) TUDP_IP_AES OpenSSL] MO#IHH ZaE L THET 2.

m UDP_IP_AES_OpenSSLiserver) Ver1.10

Setting
PCIP.ad|192.168.21.53  |PCport (50000 BE{ESEP.ade|192.168.21.54 | 3{iSE port|50002

B O 7 7 4 v %ﬂﬂ;ﬁf\w ZEDLRATT 7 A v

AES kY Fie e _/ | | s8

AES IV Fie Name  [AES IV.0t” s o SR | o8

AEzp [cc AE L | OKey RO 128/192/256 LR

; KEY]:0x11 Ox]\ | Oxll 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 0x44
IV 1:0+01 0x3B8 2 0xC7? 0xDE 0xF2 0x1D Ox
:Lﬁﬁbibﬁ.o‘
| ivel @7V w7 BeeSihvTunsg sk & TP~ 24E)

e e

3) [AES KEYixt] [AES IVixt| oiiHd
[AES KEYixt] L7 XA h7 71 L
/ default aes_common_key H5eiH 128bit | 192bit | 256bit

=2 A2 ML, IOFHOFEIZLTFEVY,
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit

(0x55,0x55,0x55,0x55,0x66,0x66,0x66,0x66, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, Il T +256bit

Yol A S DY AT, JERIA & RSO A #R T 4 4 TEET 2,

[AES Nixt) #IHISY 2T % A N7 7 A )L

// default aes initial vect #JE L~

=2 A2 ML, IOHOFEICLTRFEVY,
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E, 0x18,0x6 F,0x84,0x54,0x82,0x0A,0xDB

VAR ZEAIET S D50, I & RO 2zl /ewT 2 TEET D,

15
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4) FAMORIEH OB L T,

FOREH Wi

AES mode[CB(] EZEE— ROfEE
OLD7 7 7z L VIEE
aesc : int AES_crypto_mode=CBC; /1=CBC

KeyLength[128] AES-CBC “&— KD Key ' MNEEOFEE
OZHDOEIEIZ L v +EE
aesc: : int AES crypto_bit=128;

SERVER IP[192.168.21.53] HFHEPCHDIP 7 K LA

©define |~ THE

udp_aes_thread_entryc :

#define SERVER, IP IP ADDRESS(192,168,21,53)

T — % ORFE Y 22—/ EA¥L [aesc)

uint8_tAES key[32] ={ // default aes common._key i 128bit | 192bit | 256bit
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128pit
0x55,0x55,0x55,0%55,0x66,0x66,0x66,0x60, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /I T +256bit

I8

WA ZAET— 2 ORAFEY 22—/ L2585 [aesc]

uint8 tAES iv[16] ={// default aes initial vect #JHIL~<27 &
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E,0x18,0x6F,0x84,0x54,0x82,0x0A,0xDB
%

8 COM4 - Tera Term VT

IVR0=IHO) 24UF2W)  ALT(H)

th(128] SERVER_[P[192.168.21.53] &

e/’ L’ ¢ engt }I]I v

16



W x—ontan

5) FeiiH 5 PC(server) il ~AES-CBC K557 % A h & 5T 5,

&l COMS - Tera Term VT

" key to change AES mode...}

QHEBANARIE L TH

DIFXDH TR
v \/ . EelL.1.Will.
20 66 6F 72 20 65 BE 63 72 79 sse. it.for.encry
51 6E 64 20 64 65 63 72 79 ( e
b5 73 74 B¢ tion.testing. in.
. J Z( the.future. .by.A
/2 :U IF 61 74 69 6F 6E 2( one.Corporat ion.

<t length(128)>

'WHDYDJV 33 04 73 (0 QL Z K51 L T
nuuh[E 8 h2 08 49 8B 69 63 PC(serven)lliZ 2615 L 7=

HH]'ﬁéﬁ 3_'1;? B7 3B B2 25 11 = YAk -
/ . » UF /4 3 | DJALD, .D.ICIA 17

D.e

30 VD B0 HF IH &
50 17 A6 EE 18

lecy En-r\th~~t

: : BPCserver) 35215 L 7=
G5 LA S LT3
% PC (server) {Hl CHF

T LT 5 521G

L= 7R

50 B0 OF 09 |
7 A8 EE 18

@Z1g L7= PClserver)n»
LOK X EEFLL
K@Ai@5/7§T
ni L jor
5E 20 | tion.testing. in.
20 41 | the.future..by.A

20 | one.Corporation.

AP I LT 5E51E [Cl+C) Key-Push THIT -2,
O T@PlainText] & [@DecryptText] MN[EZEDOSE, HblE PC HINFEZE/ME S0 (52
—R) ThHdHZ ORI 5,

@ [(2Send EncrptText] & [(B)Recv EncrptText] 73FEEEOSFE . Fbifil & PC IR/
W (= a—R) ThHDHIZ EDIFINTR D,
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6) TUDP_IP_AES OpenSSL| DS MeERd D,

UDP_IP_AES_OpenSSL{server) Veri.10

Setting
PCIP.adr|192.168.21.53  |PCport lP.»aci 192.168.21.54 | mm

[RxTime Ave(S)(S -> S)us access(1) Ims<(0)10ms<(0)nt]
[TxTime Ave(53)(S3 -> 53)us access(1) 1ms<(0) 10ms<(0)nt]

AES KEY File Name | AES_KEY.txt $0R
AES IV File Name  |AES_IV. txt 83
e [[E=s (e 128 | 2 | os | bR
Monitor

[KEY (0x11 0x11 0x11 Ox11 0x22 0x22 0x22 022 0x33 0x33 0x33 0x33 0x44 0x44 0x44 0x44 A
IV J:0x01 0x3B 0x01 0x02 0xC7 0xDE 0xF2 0x1D 0x8E 0x18 0xBF 0x84 0x54 0x82 0x0A 0xDB
BELELL.

<< Wait Receive data[1] >>>

44 50 E8 FO DA 72 0D 8E D4 8F 1D B3 04 73 CO = = :
29 30 C8 09 06 DE 48 C2 90 52 08 43 8B 63 63 EI (1)%4*&15]75 SRR LIRSt
64 32 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 VRO
36 BA 24 CB 36 25 FD 42 07 66 45 31 D2 DF 74 SE BI*C5..0.TETF 07
E4 44 F8 65 43 72 88 BS 30 ED 13 FD 8B A3 06 43 .D.elr.70....).C
17 E0 28 IF 9E C5 24 FD 88 18 69 DA 27 89 A7 78 ool 8.0 X
30 8D 5D BO OF C3 Al B2 68 81 40 A8 8C 27 F2 BO oi];).)l.{h.?‘{‘. 3;
13 6D 17 A6 EF 18 DA 13 QF 91 7D 06 53 34 32 BA ) S:
g4zsgrg;i$3dggog§ %tgﬂ 61 20 76 65 72 79 20 6%
= g oy 7
6D 70 BF 72 74 61 BE 74 20 73 65 63 72 65 74 20< WESE 1:715?77—_3(7%1577—1'[3 L7718
6D 65 73 73 61 67 65 21 20 43 20 77 69 6C BC 20 | B XLDOHX TR
75 73 85 20 69 74 20 66 6F 72 20 65 6E 63 72 73 TGTOSTIRTY
70 74 63 6F 6E 20 61 G6E 64 20 64 65 63 72 73 70 pt ion.and.decryp
74 63 BF BE 20 74 65 73 74 63 BE 67 20 £3 8E 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 73 20 4) the.fulure..by.A
[BF BE B5 20 43 6F 72 70 BF 72 61 74 63 BF 6F 20 | one.Corporation. |

FNR
-
o
m
-3
—3
<
=

0 E8 FO DA 72 8E D4 8F 1D B3 04 73 00 Py Sy e
29 30 C8 09 08 DE 48 C2 90 52 08 43 9B 63 63 euf (3)‘/577“\1“2@775;?577@“{0
84 32 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 | EAMANZH(E LIk 5 XD X 7
36 A 24 CB 36 25 FD 42 07 66 45 31 D2 OF 74 3E |
E4 44 F8 65 49 72 88 BS 30 ED 13 FD 8B A3 08 43 /
17 E0 26 1F 9E C5 24 FD 88 18 69 0A 27 83 A7 78 [ ..EK..78...71. .7x
30 8D 5D BO OF C3 Al B2 68 81 40 A8 8C 27 F2 B0 | 0.]-./.{h.8¢. .~
13 5D 17 AS FE 18 DA 13 8F 91 7D 06 53 3A 233 BA | .1.3..L...}.8:3

<&< Yait Receive dataf2] >

D [()Receive encode_data from client] & [(3)Send encode data to client] 23FEFDHFE. Fotk
& PCAMSFEIZE R AP (o a—R) ThdZ EDIFERTRD,

@ T(Create decode data] & [ > [(@DecryptText | 2FEEDLE. Hibikiil & PC
NEEREREE (Fa—R) ThbdZ EOEINI/RD,
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- ACEOFEHEL, =T R BMRELET,

« ASCEA MR COSHEIT—UER L L E T,

« ASCEICRH S TODNEIZOW T ORI A — NI 5 2 LRk ER A,
AR T, LR Y R L7 b= ZREAORWE O EEERE O E T,

« ASCEONRITHEN, B LAER, BESRAELTH, BT —UIoELIADRNE D
ELET,

c ASCEONRICBE LT, FEEFH L TERLE LN, IRER A, DR Eoanbo L
7o DR E T THHE < 72 SAUTFEN T

c ASCEONRIL, TERUCEEINDZ ENHY £1,

. P
- e2studio * RX65N [, L3P A L7 b= AESH OGRS E 721 3R A T,
- CKRX65N 1%, V32V A L7 hu=7 ARSI T,
- ZOMOSHA, B, SALOBGERGE £ 7 I IR T,

. BER
« [RX65N 2—H—R~v=o7) N—FRu=xTHR AFPA L7 hn=7 2EH0
. Testudio 22— —RA~==27/L AfHA K] NP A Ly ha=g ARRKEH
- [AzureRTOS | ~ A7 a7 MRS
LR Y A L7 bo=g A ESHERE oY T E
- ZOfth,

T 486-0852

SRR BT FHTAHT 6-9-20
T—U UG

httns/fMwwaone.coin
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