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Tera Terme U7 NM-H

| Driver Date: 6

BELER

H—rP) COMI v

2L —HE) (115200 |

T —3(D): 8 bit -

18)74(A) none v

AbyEwMSE). 1 bit v

70 —HiHEXF) none v
WA ERIE

0 Jzumse o

~ILFH)

| SUBARL)

| Device Friendly Name: 1@{S1 — (COM1)

| Device Instance ID: ACPI¥PNPOS01¥0

| Device Manufacturer. (FBSEH —1)
Provider Name: Mcrosoft

-21-2008

| Driver Version; 10.0.19041 1
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4. BEhERERR

USB#%6t (JTAG 773> H)
= TeraTerm I
TCP_IP_AES OpenS

SLexel(server) — —
RS232C 45 G

7/ \ AES K5 53C

LED2 100ms 3 /5%

< AP-RX65N-0A S >
7747 Ml

LAN 7 LAN ~7

ey L

i

<TCP_IP_AES OpenSSL.exe DLE > <RX65N_gnu._tcp client, AES uselib MDALEE >
[Plain mode] [Plain mode]

1. Y ax2E9 5, 1. Y& FET 5,

2. ZELI 2O EEHEET D, 2. ZI5 LT EC% TeraTerm (23R 5,
[AES-CBC mode] [AES-CBC mode]

1. WX a%E7T 5, 1. AES(CBOWS AL L= CEAIXET D,

2. ZE LI a5 L TERRT D, 2. =G LIS 3175 LT TeraTerm (232

3. HEXER L LT EEEFT D, R D,
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TN SHROSL BNSIX .'/(PC

(DOWindoes'PC & 5t4 % RS232C 7 —7 /Ui, SUENMLEL G,
@ TRS232CDriver] iZ. Fic URL ® RS232CAB4] ZHEREL £,
http:/tool-kobo.ddojp/Files/Product/RS232 422/RS232CAB.htm

PC-Windows
AP-RX65N-0A(CN5) DSUB 9pin
6pin AR
A A 1 NC
1 RXD6 | RS232C 2 RXD
2 TXD6 Driver 3 TXD
3 4 DTR
4 5 GND
5 VCC 6 DSR
6 GND 7 RTS
SW2-SCI6 8 CTS
9 NC
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5. [RX65N_gnu_tcp_client, AES uselib| > 7 /LA

5—1. 7HVERERE T 7 AN% [ <RVEL>E7T])

<Azure_sample_gnu>
<rx_gnu_filex lib> AzureRTOS FileX 7 A 77 UVERGAA/L A
<rx_gnu_netxduo_addons lib> | AzureRTOS NetX DuoAddons 71 77 U 1B AL %
<rx_gnu_netxduo lib> AzureRTOS NetXDuo 71 77 UVERANLZ
<rx_gnu_threadx_lib> AzureRTOS ThredX 7 1 77 U {ERSHB A
<RX65N_gnu_tcp_client, AES | DHCP / TCP iz / AES-CBC(i 75 - 1575)
_uselib> WA A=V R/
<HardwareDebug> RX65N_gnu_tep_client AE | ELF 7 7 A /L, T3y BT
S_uselib.elf
RX65N_gnu_tep_client AE | MAP 7 7 A /L, 7 KL AIEH
S_uselib.map
RX65N_gnu_tep_client AE | £ hme—7—HEX 7 71 /L
S uselib.mot
Z DA, HEVER T 7 AV
<hib> <filex> FileX
(&C YV —ATEN R
<netxduc> NetX Duo
(&C Y —AITEN FEH
<netxduo_addons> NetX Duo Addons
(&C YV —ATEN R
<thredx> ThreadX
(&C Y —RAIX L RERD)
librx_gnu_filex lib.a FileX 74771
librx_gnu_netxduo_addons_ | NetX DuoAddons 71 77 V
lib.a
librx_gnu_netxduo_lib.a NetX 74 771U
ibrx_gnu_threadx_lib.a ThredX 714 75V
<src> <rtos_config> Aw—hary7 4 7 1L—2|Z&
URiEDY
<smc_gen> Av—harr74 7 L—2ZX
UR(ED
<rtos_skeleton>
| dhep_fixed_entry.c DHCP AL v RAEHD ) — A
|tcp_aes_thread_entryc | TCP A L v RALEED Y — A
<Azure_aes> AES-CBC
laesc |aesh W« HEEED V) — R
demo _printfc oY) — )V NI D Y — X
demo_printfh demo_printfc D~ #—
hardware_setup.c JERD 1O 7734 ZHEU LY — A
hardware_setup.h hardware_setup.c /D~ & —
nx_driver_rx_fit.c Renesas RX FIT driver. Control
nx_driver rx fith nx_driver rx_fit.c D~ X' —
sample netx_duo_ping.c NetX Z#H LY 7y —2A
RX65N_gnu_tcp client, AE | A~— ka7 ¢ JL—ZOEHT 7 A )L
S_uselib.scfg
F DA, HEVER 7 7 AV




1) MAC 7 RL ADEZEAT

W7 mran

nx_driver rx fit.c

8417

static UCHAR _netx_driver rx_fit, mac_address[] =
{0x74,0x90,0x50,0x10,0xa5,0x36}; /MAC 7 KL%




5 — 2. Macro Defines &

W x—ontan

Macro Name

Wi

NX ENABLE _DHCP

DHCP Client Disable

©Y—RAa— RZEBEIP 7 RLAZER
sample netx_duo_ping.c :
status =nx_ip_create(

&ip_0,

"NetX IP Instance 0",

#if NX_ENABLE, DHCP=—1)
IP_ADDRESS(0,0,0,0),
IP_ADDRESS(255,255,255,0),

Helse
IP_ ADDRESS(192,16821,95), //[EEIP 7 KL A
IP_ADDRESS(255,255,255,0), // 7% v h~A 7

Hendif
&pool 0,
nx_driver rx fit,

(UCHAR®)ip_thread_stack,
sizeof(ip_thread_stack),

1);

DHCP Client Enable

TX_INCLUDE_USER DEFINE FILE

ltx userh] ZAHNZT D

NX INCLUDE_USER_DEFINE FILE

nx_userh| #HZNTT 5

FX INCLUDE_USER DEFINE FILE

[fx userh] ZHZNZT D

NXD_MQTT CLOUD_ENABLE

MQTT A vt— v 77 a ha s AT 5

NX SECURE_ENABLE

MQTT 7 Z A 7 > METLS $AR— M & THEEES
s

NX _ENABLE_EXTENDED NOTIFY_S
UPPORT

L DaA—)Ry T T T EANT D

NX _ENABLE IP_PACKET FILTER

IP ™7y AT %

FLATCC_NO_ASSERT

FLATCC %7 %— bk L72\»

NX AZURE_IOT LOG_LEVEL

NX_AZURE 11 7 B8 2 L 70

LogError(.) & {192

LogError(..) / LogInfo(.) Zf#i 4%

WINIFRIO

LogError(...) / LogInfo(...) / LogDebug(..) & {# 4%




5—3. Y7o Gl AP-RX65N-0A)

1) DHCP 44 (NX_ENABLE_DHCP=0)
<DHCP FIXED Thread >
Term [&[[f]
< 1> ["Driver INITIALIZE DONE..”]
< 2> ["<Wait for IP address acquisition>..”|
< 3> [MLINK Status Check..”]

<KD >

IP7 RLUAMEIIZ LY . 55 o> LED2 % 100msec flZ S5k

W x—ontan

58 COMS - Tera Term VT

| Z74 P

BRE(E
Driver INITIALIZE
Mait for IP adc
LINK Status Check...

\.:flll I'
[MAC ADDRESS
(MY IP.adr I:
[SUBNET mask]:
[(MTU size 1:
[E;ER"‘.’.ER PO I'i ]:
[TCP port J: F
[(UDP port ]: 500C
{TCP socket create>
{The ¢ lir—x t_soc
{Recv packet_

":t-.‘lft J"‘t/

1500
50000 - SERVER 7F— h&E-
’ TCP — h &2

TIF

'.i',f'lg.t 'I]

<>
IP7 RLUARMNLIZ IV, Fob o> LED2 % 500msec (2 A%

& COMS - Tera Term VT
| 7711F) WEE) BRO)
]NITILLILE
- I[P addres:
( ‘*11!» Check. ..
NX_NOT_SUCCESSFUL. .

- ’7"‘/'7;'7|\“~/'

’.\iIL.-/TlHI




2) DHCP A7%hH (NX_ENABLE DHCP=1)
<DHCP FIXED Thread >
Term [
< 1> "Driver INITIALIZE_DONE..”|
< 2> ["<Wait for IP address acquisition>..”|
< 3> IMLINK Status Check...”|
< 4> ["DHCPIn Progress.”
< 5> ["Wait until address resolved...”]

< R EhEE >
IP7 RLUAEYSHZ LY. 55k oo LED2 % 100msec fHlZ A%k

W x—ontan

§d COMS - Tera Term VT

[ 771IUF) WREE) BEOS IVMO-MO) 24VE2W)  ALT(H)

Wait for IP address acauisition >
LINK Status

Wait until| addr

Successful ly assig
[MAC ADDRESS]:
(MY IP.adr J: 1
[SUBNET m::L]:"“
[mll size ]:

+ 50001 - .
-imml TCh_
{Recv packet_
(Start NetX TCP A

J EERVER_IP[132.1GQ.2

AES mode/’L’ change length]

< IR >
IP7 RUARBUHZ LY, ik Eoo LED2 % 500msec (2 sk

§d COMS - Tera Term VT -

i??“LF|¥§$E' BES) IVMO-MO) HUFIW) ALT(H)

'\"“ﬂf 1‘»1 IP addre
L l Ni' :)t atus ‘:}‘r
DHCP In Proszr

‘."‘.'..'1 1t unt |
NX_NOT_SUCC
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3) TCPIP %35
<TCPAES Thread >

i COMS - Tera Term VT

[M] lF’.adr : 1
[SUBNET mask]: 25%
[MTU size J:
[SERVER port]:

[TCP port - ,}uum
[UDP port 1: 50002
<TCP socket create>

{The client_socket_bind.>
{Recv packet_alloca '

(Start NetX Tl P E F/},F\H[ llv—nf]

]
]

Ex x.n..i~[FL“1H] SERVER_IP[192.168.21.53]
1,.___\, to d‘uir'xg E y mode/ 'L’ chz

MO ui'*[l EI ] Kevl engthl 1281 SERVER IP[1¢

FONEH FTRE A

AES modelx] PLAIN | %[ — FOEE
CBC © “C F—AJNZXE—FEH
PLAIN > CBC >PLAIN

OEHD7 7 7L fRE

aesc: : int AES_crypto_mode;

0 : PLAIN /*}3¢5— R

1 :CBC /AESCBC t— KNHis 5=

KeylLength[x] 128 AES-CBC &— REFD Key &' MEOFEE
192 © L F— ALY Key b MEH
256 128 >192->256->128

OZH DB & D FRE
aesc : int AES crypto_bit;
128 : Key &' ~ME7Y 128bit
192 : Key £y MRS 192bit
256 : Key &' MRS 256bit

SERVER IP[xxxoaxxxxx] | [HE EEHRPCH)P 7 KA

©define |2 THRE

tcp_aes thread_entryc :

#define SERVER_IP IP_ADDRESS(192,168 xx,x%)

10
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5—4. WindowsPC{ll(oT A b 7'v1 75 A TENWEMER (PLAN (30 £—R)
1) [TCP_IP_AES OpenSSLexe| #iL#Ehd 5, (%t— Kk

71177 KZGHT [¥ PC_Test OpenSSL) ¥ 7 )V OOfiEmA /L &

g il N:¥UsrAp¥AzureRTOS¥_PC_Test OpenSSL

« v A « Azu... » _PC Te.. v O PC_Test_Ope
_PCTest OpenSSL A £ : v ExoE
Azure_sample_ccrx E]AES Vitxt 2023/11/15 10:51
Azure_sample_gnu @) AES KEY.txt 20; a
pdf 4 liberypto-3.dil 2023/03/14 10:4
E® i libssl-3.dll 2023/03/14 10:41
iz |.£] TCP_IP_AES OpenSSL.exe

e X
C_H25_IAR 5 UDP/ \AES_OpenSSL.exe
- - . s > ( >
6EANEE =3 &
)\ =

ITCP_IP_AES OpenSSL.exe] Z i)

2) [TCP_IP_AES OpenSSL] O&IHZFXE LT [Fbk) 260 e 215,

A TCP_IP_AES_OpenSSL{server) Ver1.00

Setting
PCIP.adr|192.168.21.53  |PCport |50000 |[{E5E IP.ade {E5 port

| PCRIOIP 7 FLAH@hiiH | | PCHIO port e

AES KEY File Name
AES 1V File Name

FE=h [Pen v—— OPaine— k@R |0 | o | 4R

K<< Wait Connect >

BB DEEfse a5

11
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3) FEAROAIA B Offgs & 3T,

FoREHH L]

AES mode[PLAIN] EZEE— ROFEE
OLEHD7 7 7L VIEE
aesc : int AES crypto_mode=PLAIN; /0=PLAIN

SERVER IP[192.16821.53] | i4{55:PCHDIP 7 K 1A

©define IZ CFRE

tcp_aes thread_entryc :

#define SERVER IP IP_ ADDRESS(192,168,21,53)

5 COM4 - Tera Term VT
I74IF) REE) BEGS) IVPO=-IO0) 24¢7F9W) AILT(H)

= |engthlf]

4) FEpd7 5 PC(server) -~ % 2 h A 5ET 2,

(Ddisconection DHFETE. PClserver) & @ Conection AR % F4T

d COMA4 - Tera Term VT

J74F) REE) BES IVMO-UO) IIEAW)

o

‘ Il"'ll.fl it | [ 'i‘l'lt_

Wait client s —, 3 ™
lldlt _| | _flt = L ._.. cCL . PC(SeWer)k@%;ﬁj’%g%T

{Cor t completec

SAHEGENIL LT3 A1% [CtC) Key-Push T2,

12
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Jefoe T i, TEAR) MRID~ 5 PClserven) (Il~F-3LT7 2 b &5 5

8 COMS - Tera Term VT
T4 UF) RE(E) ?EJS' IVRO-MO) 247F9W)  AILT(H)

AES mode/ L’ change lensth)

agel. [.will.
use. it.for.encry
;‘»f i-‘nn ‘m-‘] decrvp

“ e, f l_lt ure. . b\" A

one.Corporat ion.

Z
tF rE
BE 2

20 85 75

43 *F 72 70 6F 72 61 74 69 6F B6E 2( one.Corporat ion.

" change lensth]

FSARMEA S LTS3 TCakkC) KeyPush TIN5,

13
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5) BMRRDESIRAFSAT (55— Fikid)

FYa—L4 e

tep_aes_thread_entryc static UCHAR *src_str={ /7 A NHFLC
"This is a very important secret message! "
"T will use it for encryption and decryption testing "

"in the future. by Aone Corporation "

|5

6) ITCP_IP_AES OpenSSL) RIDEZAE AT 2.

BN TCP_IP_AES_OpenSSL{server) Ver1.00 — O X
Setting
PCIP.adr|192.163.21.53  |PCport (50000 p{E5E IP.ack (&% port
[RxTime Ave(5)(4 -> 6)us access(2) 1ms<(0)10ms<(0)ent]
[TxTime Ave(37)(37 -> 38)us access(2) 1ms<(0) 10ms<{0)nt]
AES KEY File Name
AES IV File Name
W% [z Pen | I
T LU T AR e ey
— oL =
it Fecsive astall] 55— t W DB W o0RET—S |
54 68 69 73 20 63 73 20 61 20 76 65 72 79 20 €8 This.is.a.very.|
6D 70 BF 72 74 61 BE 74 20 738 65 63 72 65 74 20 mportant.secret.
6D 65 73 73 61 67 65 21 20 43 20 77 €9 6C 6C 20 message! . I.will,
75 73 65 20 63 74 20 66 6F 72 20 65 GE 63 72 79 use.it.for.encry
70 74 69 6F BE 20 61 BE 64 20 64 65 63 72 79 70 pt ion.and.decryp
74 69 BF BE 20 74 65 73 74 63 6E 67 20 63 8E 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 78 20 4 the.future..by.A
B6F 6E 65 20 43 6F 72 70 6F 72 61 74 63 6F 8E 20 rporat i
-(2)Send plain_dafa Lo client
54 68 69 73 20 €9 73 20 61 20 76 65 72 79 20 68 This.is.a.very. i
8D 70 BF 72 74 61 6E 74 20 73 65 63 72 85 74 20 wportant .secret.
6D 65 73 73 61 67 B85 21 20 43 20 77 63 &C 6C 20 message!. [.will.
75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 78 use. it.for.encry
70 74 B9 6F BE 20 61 6E 64 20 64 65 63 72 79 70 plion.and.decryp
74 69 6F BE 20 74 65 73 74 63 BE 67 20 63 BE 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A
BF BE B5 20 43 6F 72 70 BF 72 61 74 69 6F 6E 20 | one.Corporation.
<< Wait Receive datal2] >» v

@ R ~DEET—4

WRET—HETOEERMELET, (=771 7)

14




7) [TCP_IP_AES OpenSSL| ZDftioBiff (%-E— F4Li)

&) TCP_IP_AES OpenSSL{server) Ver1.00

Setting

PCIP.adr(192.168.21.53  |PCport (50000 {E5E 1P.ace

[RxTime Ave(5)(4 -> 6)us access(2) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(37)(37 -> 38)us access(2) ims<(0) 10ms<{0)mnt]

AES KEY File Name
AES IV File Name

}WEF\ [Plan | [:H?‘ kol

message!

gg gg {A Monitor]| HEHIIEZEX v TER wportant]| [Monitor] FRZTEE | A

75 73 65 20 69 74 20 66 6F 7
70 74 B9 BF BE 20 61 BE 64 2

g gg S 6E 63 72 79 | use.it.for.encry
74 63 BF 6E 20 74 65 73 74 63 6E
£

=
6
65637278 70 plion.and.decryp
67 20 638 BE 20 tion.testing.in.
20 62 79 20 41 the. future..by.A
74 69 6F BE 20 one.Corporat ion.

74 68 B85 20 66 75 74 75 72 6
B6F 6E 65 20 43 6F 72 70 6F 7
<< Yait Receive data[3] >>>

8) TCP_IP-PortZ U1 4%, (FE— NikH)

& TCP_IP_AES OpenSSL(server) Ver1.00

Setting
PCIP.adr(192.168.21.53  |PCport (50000 ¥{E5E 1P.ack (&% port
[RxTime Ave(5)(4 -> 6)us access(2) 1ms<(0)10ms<(0)nt]
[TxTime Ave(37)(37 -> 38)us access(2) 1ms<(0) 10ms<(0)nt]
AES KEY File Name
AES 1V File Name
#E& | [Ezp Pan v B N o | s
8D 65 73 73 61 67 65 21 20 49 20 77 69 6C 6C 20 message! [.will, A PN
75 78 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 use.it.for.encry R
70 74 69 6F 6E 20 61 6E 64 20 64 65 63 72 73 70 pt ion.and.decryp
74 69 BF BE 20 74 65 73 74 69 SE 67 20 63 8E 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2€ 20 62 79 20 41 the.future..by.A
BF BE 65 20 43 6F 72 70 6F 72 61 74 63 6F 8E 20 one.Corporat ion.
<< Wait Receive data[3] >»>
ﬂm‘ﬁ LELE, YT AR
v

15
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5—5. Windows PCllOT A M7 1 7'Z A CHiEMER (AES-CBC E— R)

1) [TCP_IP_AES OpenSSLexe] =i 5,

2) ITCP_IP_AES OpenSSL| MO#IHE 7% E LT Mk Moo [ 2,

B4 TCP_IP_AES_OpenSSL{server) Ver1.00

Setting
Pcrp.adriwz.xss.zx.sa ]Pcmrt 150000 E(ES 1P.ade #{E5% port

@R 7 7 A v IR ZEORAFT 7 A )V

\/

AES KEY File Name / | — | o8
OCBC E— FE#R |

AES IV File Name  |AES IV.txt ]Z /‘ ; 83

gin - CBC v 28 v
== - 128/192/256 S

[KEY]:0x11 0x11 \l\gi[I’l 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 Ox4d
) 2 0«7 OxMLEWIB 0xBF 0x84 0x54 0x82 0x04 0xDB
K< Wait Connect >>

VPV kS ng [smgd) & T~ 2 fH)

]

1
.

BRI DHEfse a5

3) TAES KEYit] TAES IVixt] D

[AES KEYixt] LT XA h7 7 1L
Il default aes_common_key i@ 128bit | 192bit | 256bit
N2 A NMTIE, NIDHDFERIZ L TTFEVY,

0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
(0x55,0x55,0x55,0x55,0x66,0x66,0x66,0x66, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, II'T +256bit

YeIEE S DR, S & RIBOSEE Y /2T ¢ 4 TEET D,

[AES NVixt) #IHISY 2 flT %2 7 7 A )L
I default aes_initial_vect #JHH~27 %
=2 A2 NMTE, IDHDFEFIZ L TTFEVY,
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E, 0x18,0x6 F,0x84,0x54,0x82,0x0A,0xDB

YA ZEARIET S D580, R & RO 2 i lerT 2 TEET 2,

16
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4) FAUORIEH OB L RREIE,

FOREH Wi

AES mode[CB(] EZEE— ROfEE
OLD7 7 7z L VIEE
aesc : int AES_crypto_mode=CBC; /1=CBC

KeyLength[128] AES-CBC “&— KD Key ' MNEEOFEE
OZHDOEIEIZ L v +EE
aesc: : int AES crypto_bit=128;

SERVER IP[192.168.21.53] HFHEPCHDIP 7 K LA

©define |~ THE

tcp_aes thread_entryc :

#define SERVER, IP IP ADDRESS(192,168,21,53)

T — % ORFE Y 22—/ EA¥L [aesc)

uint8_tAES key[32] ={ // default aes common._key i 128bit | 192bit | 256bit
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128pit
0x55,0x55,0x55,0%55,0x66,0x66,0x66,0x60, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /I T +256bit

I8

WA ZAET— 2 ORAFEY 22—/ L2585 [aesc]

uint8 tAES iv[16] ={// default aes initial vect #JHIL~<27 &
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E,0x18,0x6F,0x84,0x54,0x82,0x0A,0xDB
%

@ COM4 - Tera Term VT
REE) BTO IVPO=-O) 24UF9MW)  ALT(H)
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W x—ontan

5) FEiAH 5 PC(server) i~ CBC i 57 F A h&E(ET 5,

i COMS - Tera Term VT

" key to change AES mode...]

Nﬁﬂ O EAANZRIFE L TH
y éﬁi@5/7ﬁr
+1.Will.
. |+ fur encry
| pflun 1nJ.dw-P

| flurl fr-' Jf

| the.future. .

5F BE 65 20 4¢ | one. Inr:ur1fz~n
oenc Eh‘lvp, eng

50 E8 FO E 0D 8 " 3 04 73 00 oY== Ae
) C8 09 06 DE 4¢ j;‘{ 30 52 ;:’: J 8B 69 63 PClserven) il 255 L 7=

: 0 b 9B BL £3 (SR Y e

| r,J!rr._ D TCIA 17

]Hlbth{]'w,>
: [f: l_’D 8E D“ - f-" BN (9PClserven) /332
2 90 52 08 49 8B 69 63 W S0 A L fe 3R
0 ) BL £ % PC (server) fiITHE
Al LTZiE 53 & A5
Ltﬁyfiﬁ

(@%1Z L7= PClserver)n»
b O F X a7k L
ﬁ%ﬁ”ﬁt0)7¢/7§§7‘

| t I'...'fl.t 37 4
| the.future. .
| one.Corporation.

SOZAZHERN I L7555 [Cd+C) Key-Push THIlET 2,
O T@PlainText] & [@DecryptText] NFEZEDA, HbilE PC IR G50 (5o
—R) THDHZEDOFEINII 5,

@ [(2)Send EncrptText] & [(3)Recv EncrptText] 23ASDGA, Fbifils PC IR
WP (mra—R) ThdHIEDFFRIRD,
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6) [TCP_IP_AES OpenSSL| IS5 ZHeE T 2,

(&) TCP_IP_AES_OpenSSL{server) Ver1.00

Setting
PCIP.adr|192.168.21.53  |PCport 'IP.uI' (8% port

[RxTime Ave(4)(3 -> S)us access(1) ims<(0) 10ms<(O)cnt]
[TxTime Ave(33)(33 -> 33)us access(1) 1ms<(0)10ms<(0)ont]

AES KEY File Name | AES_KEY. txt | #83

AES IV File Name | AES_IV.txt | #82
e (Es (o iz | 2| o | b

Monitor

[KEY s0x11 OxI1 Ox11 Ox11 0522 0x22 0x22 0,22 033 0533 0x33 0x33 0xd4 0x44 0x4d Dxdd
IV 1:0x01 0x3B 0x01 0x02 0xC7 0xD8 0xF2 Dx1D Ox3E 0x18 0xBF x84 0x54 0x82 0x0A 0xDB

<< Wait Connect >>>

BELELE,

<4< Mait Receive data(1] >»

44 60 €8 FO DA 72 DE 0D 8E D4 8F 10 B3 04 73 CO0 ey ——— -

28 30 Co 03 08 O 45 3 90 52 06 49 58 83 63 £V (IR BT LI 53000

§432 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 | L F&m

36 SA 24 CB 36 25 FD 42 07 68 45 31 02 OF 74 3F ‘wrmcoeeorrer—or

E4 44 FS 65 49 72 88 B5 30 ED 13 FD 88 A3 08 43 | .D.elr.40....).C

17 E0 26 IF 9E C5 24 FD 88 18 §9 0A 27 89 A7 78 | ..k 3. 0. .7

30 8D 50 BO OF C3 Al B2 68 81 40 A8 8C 27 F2 B0 | 0.]-./ufh.8¢." .~

13 8D 17 46 EE 16 DA 13 6F 31 70 06 53 3A 38 BA | .J.3.00...).&:8

-(2)Create decode data

54 66 69 73 20 69 73 20 61 20 76 65 72 79 20 69 —

30 36 SE 73 54 61 b8 24 30 73 65 03 13 & Je N 9=z N AT

8D §5 73 73 61 67 65 21 20 43 20 77 69 6C 8C 20 | B DXL FET

75 73 65 20 §9 74 20 66 6F 72 20 65 6E 63 72 19 | verremrorrorny

70 74 89 §F GE 20 61 GE 64 20 64 65 63 72 79 70 | ption.and. decryp

74 63 BF BE 20 74 65 73 74 69 6E 67 20 69 BE 20 | tion.iestine. in.

74 68 85 20 §6 75 74 75 72 65 2€ 20 62 79 20 41 | the. future..by.A

GF SE 65 20 43 6F 72 70 6F 12 §1 14 63 6F 66 20 | one.Corporal ion.

= 1

44 50 €8 FO DA 72 DE 0D SE D4 8F 1D B3 04 73 G0 — -

29 8008 03 08 D€ 48 C2 30 32 0 48 08 3 30 €1\ O LAMDLEEILL O

AN RS LR 4

36 6A 24 CB 36 25 FD 42 07 66 45 31 D2 OF 74 3E i AL

E4 44 FS 65 49 72 88 B5 30 ED 13 FD 9B A3 06 43 | 791

17 E0 26 IF 9E C5 24 FD 38 18 89 0A 27 83 A7 78 —sTv——T——7%

30 8D 5D BO OF C3 Al B2 68 81 40 A8 8C 27 F2 B0 | 0.1-./ufh.8%." .~

13 5D 17 A8 EF 18 DA 13 8F 91 70 06 53 3A 33 BA | 1.3, 1. 1.8:37

I<<< Wait Receive data[2] >»

D [(1)Receive encode_data from client] & [(3)Send encode data to client| 2 3FEEDMFE, Hobk
& PCAAIFEIE 2R SR (= a—R) THDH I EDIFRRIRD,

@ T@Create decode data) & k) o> [(@DecryptText | 23EFOSE, Kbkl & PCHI
DRI (T 2—F) ThH I L ORI,
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W x—ontan

- ACEOFEHEL, =T R BMRELET,

« ASCEA MR COSHEIT—UER L L E T,

« ASCEICRH S TODNEIZOW T ORI A — NI 5 2 LRk ER A,
AR T, LR Y R L7 b= ZREAORWE O EEERE O E T,

c AREICEALC, TAT7 7 7y =y ME~OR WA I ERRERE O E T,

c ASCEONRIHE, LIRS, BEPRAELTH, B TIE U0 B HIADRNE D
ELET,

c ACEONRICBE LT, FEEZMLUTERLE LS, IARE RS, MR lonH0 1
7o DR E T THEHE < 72 SHUTFEN T

c AEORNRITL, PERLUIEFRSNDZ 08B0 £7,

. o=
- e2studio * RX65N [, L3P A L7 b= AESH OGRS E 721304 T,
- AP-RX65N-0A 1. Mi&tt7 7 77 a7 FoOpERs T,
- ZOMOSHA, BRAIE, SO £ 72 I3 T,

. BER
« IRX65N 2—H—RX<v=aT7 )L —RT =T AFHRA L ho=r 2ttt
. [e9studio 2— P —R~==7/)L AHHA K] NP A Ly ha=7 AR EStH
- [AzureRTOS | ~ A7 a7 MRS
s VAP A - =LY hr=g ARSI RO TR
- Z DAt

T 486-0852

SRR BT FHTEHT 6-9-20
U S

httns/fMwwaone.coin
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