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HECELTH, ZOETEEDRVLDE LET,
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T = A— A4, ML Fulxs M
Azure_sample gnu A4t LAN #2671 7- DHCP & | RX65N_gnu_tcp_client AES uselib
TCP#EDY 7L
Azure RTOS &— K CEhfE
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Crypto K 7 o /~—AES-CBC
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(NX_CRYPTO DECRYPT)
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3. TeaTemPro A A hb—/L

D [lteraterm-4.106.exe] ZHEL TH Vo a— K35,
@PCIZA > A M=V LIATT D
@V TR — FORE

Tera Term: YUTifi-+ SELES COM ?é%%i\
. , , PC T U 7 /13 vl RE
A= o ] O EREBREEN BB,
2 —H(E):
7 —=(D): 8 bit v *o)L | 115200BPS
13 )7 4(A): none v 8bit
AbyEwhS): |1 bit v G n}‘;?e
70 —HIEF): none v 1bit
none
R ERIE
o |zumze) [0 | zumaQL DHFRT D,
Device Friendly Name: :@{S/—F (COM1)
Device Instance ID: ACPI¥PNP0301¥0
Device Manufacturer: (FEZER —H)
Provider Name: Microsoft
Driver Date: 6-21-2006
Driver Version: 10.0.19041 1
IR E
i /]USBi/U77v:>0<
Sk A Z(T): STa—F — X fEAFZ CR =
X ZER: [cR — Ry bEhd
M= D4 Fo 8 AZ(S): E(EM:  [creLF || FrBL ‘”z D %,é'\ 2. 8
BB (5REW) IEREEE= LT T
AL FH) v
dmAID(D): VT100 v Oo—hLTa—L):
AW [ | DE#EWBZVT-TEKIU):
EF-FEK) EFX(8()
SJIS v SJIS v A “[sB
F8HHF) FHH(0D) F ( ‘(B
BFSIE) Ijapanese ‘

TREDRRTECT B
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4. BEhERERR

USB i (JTAG 7/ /) LED2 100ms fi/7#
[—] TeraTerm I 0 g
TCP_IP_AES OpenS

SLexel(server) — —
RS232C 45 G

7/ \ AES K5 53C

< AP-RX65N-0A S >
7747 Ml

LAN 7 LAN ~7

ey L

i

<TCP_IP_AES OpenSSL.exe DLE > <RX65N_gnu._tcp client, AES uselib MDALEE >
[Plain mode] [Plain mode]

1. Y ax2E9 5, 1. Y& FET 5,

2. ZELI 2O EEHEET D, 2. ZI5 LT EC% TeraTerm (23R 5,
[AES-CBC mode] [AES-CBC mode]

1. WX a%E7T 5, 1. AES(CBOWS AL L= CEAIXET D,

2. ZE LI a5 L TERRT D, 2. =G LIS 3175 LT TeraTerm (232

3. HEXER L LT EEEFT D, R D,




ﬂ/,:—'j VRS

_.

(DOWindoes'PC & 5t4 % RS232C 7 —7 /Ui, SUENMLEL G,
@ TRS232CDriver] iZ. Fic URL ® RS232CAB4] ZHEREL £,
http:/tool-kobo.ddojp/Files/Product/RS232 422/RS232CAB.htm

PC-Windows
AP-RX65N-0A(CN5) DSUB 9pin
6pin AR
A A 1 NC
1 RXD6 ! RS232C 2 RXD
2 TXD6 Driver 3 TXD
3 4 DTR
4 5 GND
5 VCC 6 DSR
6 GND 7 RTS
SW2-SCI6 8 CTS
9 NC



http://tool-kobo.ddo.jp/Files/Product/RS232_422/RS232CAB.htm
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5. [RX65N_gnu_tcp_client, AES uselib| > 7 /LA

5—1. 7HVERERE T 7 AN% [ <RVEL>E7T])

<Azure_sample_gnu>
<rx_gnu_filex lib> AzureRTOS FileX 71 77 U{ERCHA LA
<rx_gnu_netxduo_addons lib> | AzureRTOS NetX DuoAddons 71 77 U 1B AL %
<rx_gnu_netxduo lib> AzureRTOS NetXDuo 71 77 UVERANLZ
<rx_gnu_threadx_lib> AzureRTOS ThredX 7 1 77 U {ERSHB A
<RX65N_gnu_tcp_client, AES | DHCP / TCP iz / AES-CBC(i 75 - 1575)
_uselib> WA A=V R/
<HardwareDebug> RX65N_gnu_tep_client, AE | ELF 7 7 1 /L, JTAG Tt
S_uselib.elf
RX65N_gnu_tep_client AE | MAP 7 7 A /L, 7 KL AIEH
S_uselib.map
RX65N_gnu_tep_client AE | £ hme—7—HEX 7 71 /L
S uselib.mot
Z DM HEVER T 7 AL
<hib> <filex> FileX
(&C YV —ATEN R
<netxduc> NetX Duo
(&C Y —AITEN FEH
<netxduo_addons> NetX Duo Addons
(&C YV —ATEN R
<thredx> ThreadX
(&C Y —RAIX L RERD)
librx_gnu_filex lib.a FileX 74771
librx_gnu_netxduo_addons_ | NetX DuoAddons 71 77 V
lib.a
librx_gnu_nextduo_lib.a NetX 74 771U
ibrx_gnu_threadx_lib.a ThredX 714 75V
<src> <rtos_config> Aw—hary7 4 7 1L—2|Z&
URiEDY
<smc_gen> Av—harr74 7 L—2ZX
UR(ED
<rtos_skeleton>
| dhep_fixed_entry.c DHCP AL v RAEHD ) — A
|tcp_aes_thread_entryc | TCP A L v RALEED Y — A
<Azure_aes> AES-CBC
|aesc |aesh 5« D Y — 2
demo _printfc oY) — )V NI D Y — X
demo_printfh demo_printfc D~ #—
hardware_setup.c JERD 1O 7734 ZHEU LY — A
hardware_setup.h hardware_setup.c /D~ & —
nx_driver_rx_fit.c Renesas RX FIT driver. Control
nx_driver rx fith nx_driver rx_fit.c D~ X' —
sample netx_duo_ping.c NetX Z#H LY 7y —2A
<trash> BT L T<sre>S50D ZH58
RX65N_gnu_tcp client, AE | A~— ka7 ¢ JL—ZOEHT 7 A )L
S_uselib.scfg
F Dt HEVER 7 7 A /v




5 — 2. Macro Defines &
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Macro Name

Wi

NX ENABLE _DHCP

DHCP Client Disable

©Y—RAa— RZEBEIP 7 RLAZER
sample netx_duo_ping.c :
status =nx_ip_create(

&ip_0,

"NetX IP Instance 0",

#f NX_ENABLE,_ DHCP=—1)
IP_ADDRESS(0,0,0,0),
IP_ADDRESS(255,255,255,0),

Helse
IP_ ADDRESS(192,16821,8), /[EHEIP 7 KL A
IP_ADDRESS(255,255,255,0), // V7%~ h~ A2

H#endif
&pool 0,
nx_driver rx fit,

(UCHAR®)ip_thread_stack,
sizeof(ip_thread_stack),

1);

DHCP Client Enable

TX_INCLUDE_USER DEFINE FILE

ltx userh] ZAHNZT D

NX INCLUDE_USER_DEFINE FILE

nx_userh| #HZNTT 5

FX INCLUDE_USER DEFINE FILE

[fx userh] ZHZNZT D

NXD_MQTT CLOUD_ENABLE

MQTT A vt— v 77 a ha s AT 5

NX SECURE_ENABLE

MQTT 7 Z A 7 > METLS $AR— M & THEEES
s

NX _ENABLE_EXTENDED NOTIFY_S
UPPORT

L DaA—)Ry T T T EANT D

NX _ENABLE IP_PACKET FILTER

IP ™7y AT %

FLATCC_NO_ASSERT

FLATCC %7 %— bk L72\»

NX AZURE_IOT LOG_LEVEL

NX_AZURE 11 7 B8 2 L 70

LogError(.) & {192

LogError(..) / LogInfo(.) Zf#i 4%

WINIFRIO

LogError(...) / LogInfo(...) / LogDebug(..) & {# 4%
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5—3. Y7o Gl AP-RX65N-0A)

1) DHCP 4 (NX_ENABLE_DHCP=0)
<DHCP FIXED Thread >
Term [&[[f]
< 1> ["Driver INITIALIZE DONE..”]
< 2> ["<Wait for IP address acquisition>..”|
< 3> [MLINK Status Check..”]
< 4> I"Timer Creat...”|

<DEE >IP 7 RV ARENIIZ LV . Febi Eod LED2 % 100msec 48 sk

B COM1 - Tera Term VT

TJP4UF) |EE) FZES IVRPO-JUO) 24VE9(W) ALT(H)
Driver INITIALIZE_DONE. ..

<Mait for IP address acauisition >

LINK Status Check...
Timer Creat...

Successful ly assigned by [FIXED | address(PRI)
[MAC ADDRESS]: 00-0c-7B-47-02-81

(MY IP.adr ]:1192.168.21.8
[SUBNET mask]: 255.255.255.0

[MTU size ]: 1514

[TCP port  1: 50001
[UDP port  ]: 50002

<TCP socket create>

{The client_socket_bind.>

{Recv packet_allocate.>

<Start NetX TCP AES AP-RX65N-0A[client >

AES_mode[CBC] Keylength[128] DEST_IP[192.168.21.50]

Press any key...{Press 'C’ key to change AES mode...]

<KIESTP 7 RUARMENLIZ LY . Bt 10> LED2 % 500msec 2R

B COM1 - Tera Term VT
I74IUF) \EE) BFEOS) IVFO-IMO) 214VE2MW) ALT(H)
Driver INITIALIZE_DONE. ..

Mait for IP address acquisition >

LINK Status Check...
Timer Creat...

NX_NOT_SUCCESSFUL. .. e
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2) DHCP A7%hH (NX_ENABLE DHCP=1)
<DHCP FIXED Thread >
Term [
< 1> "Driver INITIALIZE_DONE..”|
< 2> ["<Wait for IP address acquisition>..”|
< 3> IMLINK Status Check...”|
< 4> ["Timer Creat..”|
< 5> MDHCPIn Progress.” |
< 6 > ["Wait until address resolved..”]

<DEE >IP 7 RUABFHZ LV . Febi Eod LED2 % 100msec 48 sk

B COM1 - Tera Term VT
IJ74IUF) W|EE) HIEOS) IVFO-JMO) D214VFEIW) AT(H)
Driver INITIALIZE_DONE. ..
{Mait for IP address acauisition >
LINK Status Check...
Timer Creat...
DHCP In Progress...
Wait until| address resolved...

Successful |y assigned by IDHCP |  address(PRI)
[(MAC ADDRESS]: 00-0c-7B-47-02-81
(MY IP.adr J: 192.168.21.8

[SUBNET mask]: 2955.255.255.0

[MTU size ]: 1514

[TCP port  J: 50001
[UDP port  ]: 50002

{TCP socket create>

{The client_socket_bind.>

{Recv packet_allocate.>

<Start NetX TCP AES AP-RXB5N-OALclient]>
\ES_mode[CBC] Keylength[128] DEST_IP[192.168.21.50]

A
Press any key...{Press 'C’ key to change AES mode...]

<SR >TP 7 R U AREHHZ LV . Heb oD LED2 % 500msec f:( a5

Bl COM1 - Tera Term VT
I74IWF ®|EME) HFENS IVFO-IO) 24VEW)  ALT(H)
Driver INITIALIZE_DONE...

{Mait for IP address acauisition >

LINK Status Check...
Timer Creat...
DHCP In Progress...

Wait unti| address resolved._

NX_NOT_SUCCESSFUL . .
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3) TCPIP %35
<TCPAES Thread >

& COM1 - Tera Term VT
I74UF) BEE) BTG IVMO-IMO) H4YEIW) ALT(H)
Driver INITIALIZE_DONE. ..
Mait for IP address acauisition >
LINK Status Check. ..
Timer Creat...
DHCP In Progress...

Wait until address resolved...

Successful ly assigned by DHCP  address(PRI)
[MAC ADDRESS]: 00-0c-7B-47-02-81

(MY IP.adr J: 192.168.21.8

[SUBNET mask]: 255.255.255.0

[MTU size ]: 1514

[TCP port  ]: 50001

(UDP port  ]: 50002

{TCP socket create>

{The client_socket_bind.>

{Recv packet_al locate.>

<Start NetX TCP AES AP-RX65N-OALclient ]>

AES_mode[CBC]| Keylensth[128 ]| DEST_IP[192.168.21.50]

Press any key...{Press 'C’" key to change AES mode...}J}

FORHEHA FORAE Wi

AES modelx] PLAIN | £%(EE— ROFEE

CBC OL$D7 Z 7L ViEE

aesc : int AES_crypto_mode;

0 : PLAIN /3¢ — R

1 :CBC [/ AESCBC®t— KIK= 185

KeylLength[x] 128 AES-CBC &— REFD Key &' MEOFEE
192 OZROEAEZ X v fEE
256 aesc : int AES crypto_bit;

128 : Key £ ME7Y 128bit
192 : Key £y MRS 192bit
256 : Key ' MRS 256bit

DEST IP[xxx xoocx xxxx xxxx] | [ EEHRPCH)P 7 KA

O©define |~ THRE

tcp_aes thread_entryc :

#define DEST IP IP_ADDRESS(192,168 xx,xx)
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5—4. Windows PClloT A 7w 7' ACEWEMES (PLAN (30 £—R)
1) [TCP_IP_AES OpenSSLexe] #itEd 5, (&E— Nikif)

71177 KZGHT [¥ PC_Test OpenSSL) ¥ 7 )V OOfiEmA /L &

v B - | N:¥UsrAp¥AzureRTOS¥_PC_Test OpenSSL
774) S R 5 Q
&« v 4 « Azu.. » _PC Te.. v 0 _PC_Test_OpenSSL...
_PC_Test OpenSSL A £ v ExOE
Azure_sample_ccrx B) AES_IV.txt 2023/11/15 10:51
Azure_sample_gnu B AES_KEV.txt 2023/11/15 14:52
pdf 4] liberypto-3.dil 2023/03/14 10:41
=@ <] libssl-3.dll 2023/03/14 10:41
. |[&] TcP_Ip_AES OpenSSLexe | 2023/12/13 11:18
& uoe/ \A i 2023/12/13 11:13
C_H25 AR 45| UDI ES_OpenSSL.exe )
-~ - .- v e v ( )
6 ENER =

ITCP_IP_AES_OpenSSLexe| Z%itL#)

2) [TCP_IP_AES OpenSSL] O&IHZFXE LT [Fbk) 260 e 215,

By TCP_IP_AES_OpenSSL(server) Ver1.00 - O X
Setting
PCIP.adr[192.163.21.50  |PCport (5% 1P.adr (5% port
| PCRIDIP 7 FLUABEBIRH || PCHIO port [HiE
AES KEY File Name
AES IV File Name
(g8 [Pan v|—— OPine—kR |0 | as | om
Monitor
. \'—
[<<< Wait Connect > ST o0,
/
SR~ B OB A

10
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3) HBAADOAIEH OMER & 7% E,

FoREHH L]

AES mode[PLAIN] EZEE— ROfEE
OLEHD7 7 7L VIEE
esc : int AES_crypto_mode=PLAIN; //0=PLAIN

DEST IP[192.168.21.50] HEFHPCHNP 7 LA

©define IZ CFRE

tcp_aes thread_entryc :

#define DEST IP IP_ADDRESS(192,168,21,50)

B COM1 - Tera Term VT
7IUF) W|REE) HES) IVMO- JL(O" '?4‘/?"7(\‘/) AT (H)

ES mode[PLAIN] DEST_ IP[ 192. 1.50]

Prcss any key...{Press 'C’ Lc, to change AES mode. .

4) FEpd7 5 PC(server) -~ % 2 h A 5ET 2,

(Ddisconection DHFETE. PClserver) & @ Conection AR % F4T

B COM1 - Tera Term VT
IJ74IUF) |EE) HZEO IVPO-IUO) 2147FEIW)  ALLT(H)

AES_mode[PLAIN] DEST_IP[192.168
PIC:D any Lc;...LPrc:: C’ le
b client_socket_connect.>

b client_socket_connect.>

>

>

.21.50]

to change AES mode...}
PC(server) & DGR T

b ¢l ient_socket_connect.

client_socket_connect.
\Connect comp leted.>

PClserver) & DHEGE T

YAHEGN I LT3 A1% [C+C) KeyPush THIEA %,

11




A, T HBARH

@l T4, B 172~ 5 PClserven) ll~F3CT F A F 215521592

B COM1 - Tera Term VT

TJP4IUF) ®|EE) FZEO IVRFO-JUO) 214VE9(W)  AILT(H)

AES_mode[PLAIN] DEST_IP[192.168.21.50] AT 57D Key % Push

Press any key...{Press 'C’ key to change AES mode. ..

Mait client_socket_connect.>

{Connect completed.>

<Send PlainText length(128) > A
69 73 20 69 73 20 61 20 65 72 79 20 89
6F 72 74 61 6E 74 20 73 63 72 65 74 20 mportant .secret.
73 73 61 67 65 21 20 49 77 69 6C 6C message!. l.will.
65 20 69 74 20 66 6F 72 65 6E 63 72 use. it.for.encry

6F 6E 20 74 65 73 74 69 6E 67 20 69 6E
65 20 66 75 74 75 72 65 2E 20 62 79 20 ¢
65 20 43 6F 72 70 6F 72 61 74 69 6F 6E
PlainText length(128)>
59 73 20 69 73 20 61 20 76 65 72 79 20 69 JEIENNEETE.
6F 72 74 61 6E 74 20 73 65 63 72 65 74 20 | mportant.secret.
73 73 61 67 65 21 20 49 20 77 69 6C 6C | message!.l.will.
65 20 69 74 20 66 6F 72 20 65 6E 63 72 | use.it.for.encry
4 69 6F 6E 20 61 6E 64 20 64 65 63 72 79 i ption.and.decryp
|
|

tion.testing. in.
the.future. .by.A
one.Corporat ion.

I
|
4 69 6F BE 20 61 6E 64 20 64 65 63 72 79 I ption.and.decryp
|
I

BF 6E 20 74 65 73 74 69 6E 67 20 69 6E tion.testing. in.
the.future. .by.A
one.Corporat ion.

: 65 20 66 75 74 75 72 65 2E 20 62 79 20 ¢
6F 6E 65 20 43 6F 72 70 6F 72 61 74 69 6F 6E

AES_mode[PLAIN] DEST_IP[192.168.21.50]

Press any key...{Press 'C’ key to change AES mode...}J}

PEFAZHERAASR U450 [Crl+C) Key-Push T %,

12



5) BMRRDESIRAFSAT (55— Fikid)

W x—mtan

T a— V4

ZH54

tcp_aes thread_entryc

|5

static UCHAR *src_str=1{
"This is a very important secret message! "
"T will use it for encryption and decryption testing "
"in the future. by Aone Corporation "

N7 A b AL

6) ITCP_IP_AES OpenSSL) RIDEZAE AT 2.

By TCP_IP_AES_OpenSSL(server) Ver1.00 - O X
Setting
PCIP.adr(192.168.21.50  |PCport [50000 |3%{85% IP.adr #{E5E port
[RxTime Ave(4)(4 -> 4)us access(1) 1ms<(0)10ms<(0)ecnt]
[TxTime Ave(27)(27 -> 27)us access(1) 1ms<(0)10ms<(0)cnt]
AES KEY File Name
AES IV File Name
#E [JER as | tm
Monitor
1‘- 'll' >>> o Ty S A
FEELE L, — b T ——
< Wait Receive data[1] >>> ot ) THBY WD OZIET—4 |
-{1)Receive plain_data from clien
54 68 69 73 20 69 73 20 61 20 76 65 72 79 20 69 This. is.a.very. i
BD 70 BF 72 74 61 BE 74 20 73 65 63 72 65 74 20 mportant . secret.
6D 65 73 73 61 67 65 21 20 43 20 77 69 6C 6C 20 message!. L.will.
75 73 65 20 69 74 20 66 6F 72 20 65 BE B3 72 79 use.it.for.encry
70 74 69 6F 6E 20 61 6E 64 20 64 65 63 72 79 70 ption.and.decryp
74 69 BF 6E 20 74 65 73 74 63 BE 67 20 B9 BE 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A
BF BE 65 2Q| 43 BF 72 70 BE ?E 61 74 69 BF BE 20 one.Corporat ion.
- i n
54 68 69 73 20 69 73 20 61 20 76 65 72 79 20 B39 This. is.a.very. i
6D 70 BF 72 74 61 BE 74 20 73 65 63 72 65 74 20 mportant.secret.
6D 65 73 73 81 67 65 21 20 43 20 77 89 BC 6C 20 messaze!. Twill.
75 73 65 20 69 74 20 66 6F 72 20 65 BE 63 72 79 use.it.for.encry
70 74 69 6F 6E 20 61 6E 64 20 64 65 63 72 79 70 ption.and.decryp
74 69 BF BE 20 74 65 73 74 63 BE 67 20 B9 BE 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A
BF BF B5 20 43 BF 72 70 6F 72 61 74 69 BF BF 20 one. Corporat ion
<<< Wait Receive data[2] >>> v

@ M PA~OKET —#

FRET S REOEERELET. (V=T 2)

13
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7) [TCP_IP_AES OpenSSL| ZDftioBiff (%-E— F4Li)

By TCP_IP_AES_OpenSSL(server) Ver1.00

Setting
PCIP.adr|192.168.21.50  |PCport (50000 |i%{&5% IP.adr
[RxTime Ave(4)(4 -> 4)us access(1) 1ms<(0)10ms<(0)ent]
[TxTime Ave(25)(25 -> 25)us access(1) 1ms<(0)10ms<(0)cnt]
AES KEY File Name

AES 1V File Name
#E [QEz8] [Pen v 3 as || 4neR
Monitor
80 10| 2 MMonitor) BFICEZIRS > 74T zggggg‘.- "Monitor| #R%{HE | A
75 73 B5 20 B9 74 20U B BF 72 20U B5 BE B3 72 79 | use.it.for.encry
70 74 69 6F BE 20 61 BE 64 20 64 65 63 72 79 70 pt ion.and.decryp
74 69 6F BE 20 74 65 73 74 69 BE 67 20 69 BE 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A
6F BE 65 20 43 6F 72 70 6F 72 61 74 69 6F B6E 20 one.Corporat ion.
<< Wait Receive data[3] >>>
v

8) TCP_IPPot % [ 45, (#E— K@)

£ TCP_IP_AES_OpenSSL(server) Ver1.00

Setting
PCIP.adr|192.168.21.50  |PCport (50000 |i%{&5% IP.adr

[RxTime Ave(4)(4 -> 4)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(25)(25 -> 25)us access(1) 1ms<(0)10ms<(0)cnt]

AES KEY File Name
AES 1V File Name

Monitor

[ | ies fron - = )

6D 65 73 73 61 67 65 21 20 49 20 77 69 6C 6C 20 message!. L.will.

75 73 65 20 69 74 20 66 6F 72 20 65 BE 63 72 79 use. it.for.encry

70 74 69 6F BE 20 61 6E 64 20 64 65 63 72 79 70 pt ion.and.decryp

74 69 B6F BE 20 74 65 73 74 69 BE 67 20 63 6E 20 tion.testing.in.

74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.&

6F BE 65 20 43 6F 72 70 6F 72 61 74 69 6F 6E 20 one.Corporat ion.
it Recejve data[3] >>>

PR L E Ui e

7Yz |

14
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5—5. WindowsPC{fllooT A s~ v 7'F A CTEWERER (AES-CBC £— k)
1) [TCP_IP_AES OpenSSLexe] =i 5,

2) ITCP_IP_AES OpenSSL| MO#IHE 7% E LT Mk Moo [ 2,

B TCP_IP_AES_OpenSSL(server) Ver1.00 - O X
Setting
PCIP.adr(192.168.21.50  |PCport (50000 |i{E5% IP.adr (5% port
IEORAT7 7 A IV WD ZEOLRAF T 7 A )V

./ /

AESKEYFieNane||AESI<EYb<t|/ " OOBC T— Bk 62
AESIVFileName [AES_IV.bxt ¥ / £82
#HE | MEzR "CBC v|”128 -“/J QKey EDIEFER ] Cls i

128/192/256
Monitor R
[KE¥Y]:0x11 Dx11 \'\]\EiI;I 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 0x44
: 2 0xC? 0xDE 0xF2 0x1D 0x9E 0x18 0xBF 0x84 0x54 0x82 0x04 0xDB
{{ Wait Connect >>
OVaPYi ek g THigmgd) & T~ s 2 i)
HHAD 5 OB 215D

3) TAES KEYixt] [AES IVixt) ORifH

[AES KEYixt] it %A b7 7 A /v

Il default aes_common_key i@ 128bit | 192bit | 256bit

= A2 MTE, IOFHFOFERIZL TN,
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
0x55,0x55,0x55,0x55,0%66,0x66,0x66,0x66, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /' T +256bit

YeIEE S DR, S & RIBOSEE Y /2T ¢ 4 TEET D,

[AES NVixt) #IHISY 2 flT %2 7 7 A )L

// default aes initial vect #JE L~
X M, IOBOERIZ LTIV,
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E, 0x18,0x6 F,0x84,0x54,0x82,0x0A,0xDB

YA ZEARIET S D580, R & RO 2 i lerT 2 TEET 2,
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W x—mman

4) FHAOFIAE O & 7T,

FOREH Wi

AES mode[CB(] EZEE— ROfEE
OLD7 7 7z L VIEE
aesc : int AES_crypto_mode=CBC; /1=CBC

KeyLength[128] AES-CBC &— FEFD Key &' MREOFEE
OZHDOEIEIZ L v +EE
aesc: : int AES crypto_bit=128;

DEST 1P[192.168.21.50] PAESPCDIP 7 R LA
O©define (= THRRE

tcp_aes thread_entryc :

#define DEST IP IP._ ADDRESS(192,168,21,50)

T — % ORFE Y 22—/ EA¥L [aesc)

uint8_tAES key[32] ={ // default aes common._key i 128bit | 192bit | 256bit
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128pit
0x55,0x55,0x55,0%55,0x66,0x66,0x66,0x60, /I T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /I T +256bit

I8

WA ZAET— 2 ORAFEY 22—/ L2585 [aesc]

uint8 tAES iv[16] ={// default aes initial vect #JHIL~<27 &
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E,0x18,0x6F,0x84,0x54,0x82,0x0A,0xDB
%

COMA1 - Tera Term VT
PR BEE JR0-Jl40) 24 FEo0W)
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A, T HBARH

5) FEiAH 5 PC(server) i~ CBC i 57 F A h&E(ET 5,

B COM1 - Tera Term VT
?T/JL[FI ﬁE[EI $BE(S) JYhO- JLicu r::fubr:'[w. AJLTF(H)

OIEBIARAF L T
ZDEXC@& /72‘%T

@ FE X x5 LT
PC(server)fﬁJJ WZIEE L7
LD 5’°/7°§%ﬁ“

r||t|r| |: ||:|

BPCserver) 35215 L 7=
W5 a5 Lo SO
% PC (server) {HICHF
R AV e e
L= 7 HoR

(@12 L7~ PClserver)n»
L ORE X EE L L
K@Ai®&/7%T

FZBUEEIFL L T-551% TC+C) Key-Push CTHIE3 5,
@ [@PlainText] & [(@DecryptText] 2FEZEDLA, HbfilE PC HINFRE2ESUEL (52
—R) THDHZ EDIERIIRD,

@ [(@2Send EncrptText| & [(B)Recv EncrptText] MFEIZEDSA, Hkfil& PC HI2NEZE/ 25
WL (o a—R) THHI EDFEFHI D,

17




W x—mtan

6) [TCP_IP_AES_OpenSSL) IDxsE %Mt 5.

&) TCP_IP_AES_OpenSSL(server) Ver1.00

Setting
PCIP.adr|192.168.21.50  |PCport (50000 |i%{&5% IP.adr (&5 port

[RxTime Ave(4)(4 -> 4)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(37)(37 -> 37)us access(1) 1ms<(0)10ms<(0)cnt]

AES KEY File Name |AES_KEY.txt | s82
AES IV File Name  |AES _IV. txt | s82
e e e = o] E ) o | o

Monitor

[KEY]:0x11 0x11 0x11 0x11 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 0x44
[IV ]:0x01 0x3B 0x01 0x02 0xC7? 0xDE 0xF2 0x1D 0xIE 0x18 0xBF 0x84 0x54 0x82 0x0A 0xDB
< Wait Connect >>>
BRLELE.
KK Yait Recelve data[1] >>>
;4‘55 ES FU 02 72 DE 68 ;EO&CGIF?B B3 04 73 CO

by === SRy a
29 30 C8 03 06 DE 48 C2 90 52 08 43 88 69 63 £1 N VBN BR(F LIRERIOY
64 32 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 VL -7
36 6A 2A CB 36 25 FD 42 07 66 45 31 D2 DF 74 3E TTTCUT O TET

E4 44 F8 65 49 72 88 B5 30 ED 13 FD 8B A3 06 43 .D.elr. ZU....J C
17 E0 26 1F 9E C5 24 FD 88 18 69 0A 27 89 A7 78 I ¢ T e 37X
30 8D 5D B0 OF C9 A1 B2 68 81 40 A8 8C 27 F2 B0 U 1- }o1'h 84.”

13 5D 17 AB FF 18 DA 13 8F 91 7D 06 53 3A 33 BA 2.1 183
- r ta

54 89 69 73 20 69773 20 61 20 76 65 72 79 20 69 —
8D 70 6F 72 74 61 6E 74 20 73 65 63 72 65 74 20 N D[R LIMES XA (L LK
6D 65 73 73 61 67 65 21 20 43 20 77 69 6C 60 20 | BrodX L FER
75 73 65 20 63 74 20 66 BF 72 20 65 BE 63 72 79 |wemmremrorromay
70 74 69 6F BE 20 61 GE 64 20 64 65 63 72 73 70 | ption. and. decryp
74 69 6F GE 20 74 65 73 74 69 6E 67 20 69 BE 20 | tion.iestine. in.
74 69 85 20 66 75 74 75 72 65 2E 20 62 79 20 41 | the. future. .by. A
RF BF B5 20 43 BF 72 70 RF 72 B1 74 B9 BF BF 20 one. Corporat ion. |
e e deta AS e T
S o e <

20 80 0018 06 0 4 G2 30 52 00 4o 8 g9 53 £\ DLHILL LA ATILL T

NEREE LT B 7 L
36 oa 24 CB 96 26 £D 43 07 66 45 81 03 O 74 gf | 2 UICEAR LIRSS
E4 44 F3 65 49 72 98 B5 30 ED 13 FD 8B A3 08 43 ?%ﬂ*
17 E0 26 IF SE C5 24 FD 88 18 63 0A 27 89 A7 78 T
30 8D 50 BO OF 03 Al B2 68 81 40 AB 8C 27 F2 B) | 0.1< fefh.81.} <
13 5D 17 A6 EE 13 DA 13 8F 91 7D 06 53 34 33 BA | 1.3 bes.l.8:3]
I<<< Wait Receive data[2] >>>

D [(1)Receive encode_data from client] & [(3)Send encode data to client| 2 3FEEDMFE, Hobk
{1 & PCRIDSFE A (o a—R) ThdHIEDOEIRIR S,

@ [@Create decode_data) &[4 0> [@Deayptlext | ASAEOH . HeAiil & PCAI
IRSREHAUE (72— ) Thd 2 LOKIEI S,
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W x—oman

- ACEOFEHEL, =T R BMRELET,

« ASCEA MR COSHEIT—UER L L E T,

« ASCEICFH S TODNEIZOWTO-ER A — M3z 325 Z EntikE A,
AR T, LR Y R L7 b= ZREAORWE O EEERE O E T,

c AREICEALC, TAT7 7 7y =y ME~OR WA I ERRERE O E T,

- ASCEONRIZHEN, A LAER, BENRAELTH, AT —YoETIAEDR LD
ELET,

c ACEONRICBE LT, FEEZMLUTERLE LS, IARE RS, MR lonH0 1
7o R E T THEHE < 72 SAUTFEN T

c AEORNRITL, PERLUIEFRSNDZ 08B0 £7,

. o=
- e2studio * RX65N [, L3P A L7 b= AESH OGRS E 721304 T,
- AP-RX65N-0A 1. Mi&tt7 7 77 a7 FoOpERs T,
- ZOMOSHA, BRI, BALOBERGE £ 71 IR T,

. BER
« IRX65N 2—H—RX<v=aT7 )L —RT =T AFHRA L ho=r 2ttt
. [e9studio 2— P —R~==7/)L AHHA K] NP A Ly ha=7 AR EStH
- [AzureRTOS | ~ A7 a7 MRS
s VAP A - =LY hr=g ARSI RO TR
- Z DAt

T 486-0852

SRR BT FHTEHT 6-9-20
U S

httns/fMwwaone.coin
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