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1. Sample DHEITDUNT
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PAEDITOER A, 72, AV 7 Mo =7 OFRIC L 0 EEEITREICA U0 b
HECELTH, ZOETEEDRVLDE LET,

2. oo rull M

T = A— A4, ML Fulxs M
FreeRTOS_sample_ccrx A LAN #2677~ DHCP & | RX65N_ccrx_tep_client AES
TCP#EDY 7L

FreeRTOS &— K ClihfE
X UT 4 APL
Crypto 74 77 Y (Mbed TLS) | FreeRTOSPlus'TCP
AES-CBC %41 L7=#> 71 | (dhep_client)
==
s - %) TCP ;&5 (Client)
(FreeRTOS_send.)
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=« 15 5(AES-CBC)
(MBEDTLS_AES_ENCRYPT)
(MBEDTLS_AES_DECRYPT)
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3. TeaTemPro A A hb—/L

D [lteraterm-4.106.exe] ZHEL TH Vo a— K35,
@PCIZA > A M=V LIATT D
@V TR — FORE

Tera Term: YUTifi-+ SELES COM ?é%%i\
. , , PC T U 7 /13 vl RE
A= o ] O EREBREEN BB,
2 —H(E):
7 —=(D): 8 bit v *o)L | 115200BPS
13 )7 4(A): none v 8bit
AbyEwhS): |1 bit v G n}‘;?e
70 —HIEF): none v 1bit
none
R ERIE
o |zumze) [0 | zumaQL DHFRT D,
Device Friendly Name: :@{S/—F (COM1)
Device Instance ID: ACPI¥PNP0301¥0
Device Manufacturer: (FEZER —H)
Provider Name: Microsoft
Driver Date: 6-21-2006
Driver Version: 10.0.19041 1
IR E
i /]USBi/U77v:>0<
Sk A Z(T): STa—F — X fEAFZ CR =
X ZER: [cR — Ry bEhd
M= D4 Fo 8 AZ(S): E(EM:  [creLF || FrBL ‘”z D %,é'\ 2. 8
BB (5REW) IEREEE= LT T
AL FH) v
dmAID(D): VT100 v Oo—hLTa—L):
AW [ | DE#EWBZVT-TEKIU):
EF-FEK) EFX(8()
SJIS v SJIS v A “[sB
F8HHF) FHH(0D) F ( ‘(B
BFSIE) Ijapanese ‘

TREDRRTECT B
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4. BEhERERR

USB i (JTAG 7/ /) LED2 100ms fi/7#
[—] TeraTerm I 0 g
TCP_IP_AES OpenS

SLexel(server) — —
RS232C 45 G

7/ \ AES K5 53C

< AP-RX65N-0A Foplr >
iy} iy
LAN 7 LAN 7
<TCP_IP_AES OpenSSL.exe DLE > <RX65N_cerx_tep_client, AES ORLEE >
[Plain mode] [Plain mode]
1. EXE2ET 5, 1. EXHEHRET D,
2. ZE LI EZDOFFERET D, 2. ZE L= % TeraTerm [~ 5,
[AES-CBC mode] [AES-CBC mode]
1. B Cex{59 5, 1. AES(CBOWF AL L= CEAEET 5,
2. R LI R ET L TERT D, 2. f5 LTaks 53018 %5 L C TeraTerm (258
3. HE XA AL LI SGEE R ET D, YD,




ﬂ/,:—'j VRS

_.

(DOWindoes'PC & 5t4 % RS232C 7 —7 /Ui, SUENMLEL G,
@ TRS232CDriver] iZ. Fic URL ® RS232CAB4] ZHEREL £,
http:/tool-kobo.ddojp/Files/Product/RS232 422/RS232CAB.htm

PC-Windows
AP-RX65N-0A(CN5) DSUB 9pin
6pin AR
A A 1 NC
1 RXD6 ! RS232C 2 RXD
2 TXD6 Driver 3 TXD
3 4 DTR
4 5 GND
5 VCC 6 DSR
6 GND 7 RTS
SW2-SCI6 8 CTS
9 NC
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5. [RX65N_cerx_tep_client AES| 27 LA

5—1. 7HANEHERE T 7 A NG [ <HVEL>E7T]

<FreeRTOS_sample _ccrx>
<RX65N _cerx_tep_client, AES> | DHCP / TCP i /AES-CBC(H 55 - 155)
Yo s k
<HardwareDebug> RX65N_cerx_tep_client AES. | ELF 7 7 A /L, JTAG Tff
abs F
RX65N_cerx_tep_client, AES. | MAP 7 7 A /L, 7 KL AfE
map W
RX65N_cerx_tep_client, AES. | € he—7—HEX 771 /L
mot
DA, HEVERR T 7 AL
<src> <FreeRTOS> RTOS 71 —x/v
<FreeRTOS-Plus'TCP> TCPIP A% > 7
<mbedtls_decelopment> Wi« 157477
<AWS aes> AES-CBC
aws_aes.c W5 - HE D ) — A
aws aesh aws_aes.c D~ X —
<frtos config> HRAF
<frtos_skeleton>
tep_aes task.c TCP iB{EUED V) — A
task functionh tep_aes task.c D~ Z—
<frtos_startup> AB— R NT T
freertos_object,_int.c A
freertos.start.c CMTO O#IHHE L
MAIN_TASK DL
freertos.start.h reertos.start.c (O~ 4 —
<smc_gen> Avw—hary7 47 L—4
(R D AERk
demo_printfc o — )V AN TBED Y
—A
demo_printfh demo _printfc D~ 4 —
hardware_setup.c JE 1O 7734 AL —
A
hardware_setup.h hardware_setup.c D~ &' —
main.c AA B RT
FreeRTOSConfigh FreeRTOS =7 4 7L
—YaryJyAL
FreeRTOSIPConfigh FreeRTOS+TCP =7 ¢
Tl—var 7y
<trash> WFIET LT <sre>5 0D ZHf
RX65N_cerx_tep_client, AES. | A~—har 7 4 7 L—XDOEHT 7 A )L
scfg
Z DA, HEAER 7 7 A v
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5 — 2. Macro Defines ®5iiHH

Macro Name f

T

Bl

1pconfigUSE_DHCP 0 DHCP Client Disable

O~y X —T 7 A JUZHEFEIP 7 R LA &Fllk
FreeRTOSConfigh :

/* IP address configuration. */

#idefine configIP ADDRO 192

#idefine configIP ADDR1 168

#idefine configIP ADDR2 21

#define configIP ADDR3 95

1 DHCP Client Enable
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5—3. Y7o Gl AP-RX65N-0A)

1) DHCP #E4#% (ipoonfigUSE_ DHCP =0)
Term [HA]
< 1> ["The FreeRTOS IPnit starting’|
< 2> ["The network is up waiting” |

<DEE >IP 7 RV AMENIIZ LV . Febi B> LED2 % 100msec 48 sk

B COM1 - Tera Term VT

JP4IWF) \|/EE) BT IVMO-IKO) 24VE2W)  ALT(H)
{The FreeRTOS_IPInit starting>

{The network is up waiting>

Successful |y assigned by FIXED address(eth0)
[MAC ADDRESS]: 74-90-50-10-45-36

[MY IP.adr J: 192.168.21.95 A
[SUBNET mask]: 255.255.255.0

[MTU size ]: 1500

[SERVER port]: 50000 e

[UDP port  ]: 50001
{The network is up and running>

<Start FreeRTOS TCP AES AP-RX65N[client I>
AES_mode[PLAIN] DEST_IP[192.168.21.53]

Press any kev...
{Press 'C’ ke

<JHQEE >TP 7 R U ARMNLIZ LD . Fobi Eod LED2 % 500msec 48 2 s

B COMS - Tera Term VT

TPAUF) REE) BES) IVMNI-UO) HUFIW) ALTH)
{The FreeRTOS_IPInit starting>

{The network is up waiting>

{The network is down and stopping>
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2) DHCP A% (ipoonfigUSE_DHCP =1)
Term [&j[f]
< 1> ["The FreeRTOS IPInit starting”|
< 2> ["The network is up waiting”|

<pEhEE >IP 7 RUARHIZ LV | Heb Eod LED2 % 100msec £ 2 A

&l COM1 - Tera Term VT
JP4IUF) |/EE) BES) IVRO=-IHO) 24VFE2W)  AILT(H)
{The FreeRTOS_IPInit starting>
{The network is up waiting>
Successful |y ned by DHCP address(eth()
[MAC ADDRESS]: 74-90-50-10-45-36
(MY IP.adr J: 192.168.21.8 G
[SUBNET mask]: 255.255.255.0
[MTU size ]: 1500
[SERVER port]: 50000
[UDP port  J: 50001
{The network is up and running>
{Start FreeRTOS TCP AES AP-RX65N[client 1>

AES_mode[PLAIN] DEST_IP[192.168.21.53]
Press any kev...
{Press 'C’

<JJEE >IP 7 R L ARBAHI LY . Bz 10D LED2 % 500msec f8: 24K

& COMS - Tera Term VT
IJ74IUF) |EE) FZEO IVMO-IUO) D17E9W)  ALT(H)
{The FreeRTOS_IPInit starting>

{The network is up waiting>

{The network is down and stopping>
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3) TCPIP %315
<tcp_aes_task>

& COM1 - Tera Term VT
JPAIUF) |EE) BZEGS) IVRO-IKHO) 21VE2(W)  AJLT(H)
{The FreeRTOS_IPInit starting>
{The network is up waiting>
Successful ly assigned by DHCP address(eth0)
[MAC ADDRESS]: 74-90-50-10-45-36
[MY IP.adr ]: 192.188.2].8
[SUBNET mask]: 255.255.255.0
[(MTU size ]: 1500
[SERVER port]: 50000
[(UDP port  ]: 50001
{The network is up and running>
{Start FreeRTOS TCP AES AP-RX65N[client >

AES mode[PLAIN] DEST_IP[192.168.21.53]
Press any key...
{Press 'C’ key to change AES mode/’L’ change length}

FORHEHA FORAE Wi

AES mode[x] PLAIN | 53[5 — ROfEE
CBC © “C F—ANZEvEe—FLE
PLAIN > CBC >PLAIN

OEHDO7 7 7LV IEE

aesc: : int AES_crypto_mode;

0 : PLAIN /3&— R

1 :CBC /AESCBC t— NHss 5=

KeyLength[x] 128 AES-CBC &— KD Key £ MEOFEE
192 © “L” ¥—ANZLY Key & NEH
256 128 ->192 -> 256> 128

©F % (0" (AR =7
aesc : int AES crypto_bit;
128 : Key 'y MRS 128bit
192 : Key £’y MRS 192bit
256 : Key £ M7 256Dit

DEST IP[xxxxooxsoocxxxx] | [H7E E(EHE@CHDIP 7 R LA

Odefine | THaE

tcp_aes thread_entryc :

#define DEST_IP IP_ADDRESS(192,168,xx,xx)
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5—4. Windows PCIDOT A s 7' 7' ACEMEMGS (PLAN CF-30) £—K)
1) [TCP_IP_AES OpenSSLexe] #itEd 5, (&E— Nikif)

71177 KZGHT [¥ PC_Test OpenSSL) ¥ 7 )V OOfiEmA /L &

v B - | N:¥UsrAp¥AzureRTOS¥_PC_Test OpenSSL
T74 m-A iz £ e
&« v 4 « Azu.. » _PC Te.. v 0 _PC_Test_OpenSSL...
_PC_Test OpenSSL A &%) v BFOE
Azure_sample_ccrx @ AES. IV.txt 2023/11/15 10:51
Azure_sample_gnu B) AES_KEY.txt 2023/11/15 14:52
pdf 4] liberypto-3.dil 2023/03/14 10:41
@ 4] libssl-3.dll 2023/03/14 10:41
sima |[&] TcP_Ip_AES OpenSSLexe | 2023/12/13 11:18
Al . 2023/12/13 11:13
C_H25_IAR 4% UDP/ \AES_OpenSSL.exe )
SRsLL, RS 7 >
6 ENER =
—Il \\

ITCP_IP_AES OpenSSL.exe] Z i)

2) [TCP_IP_AES OpenSSL] O&IHZFXE LT [Fbk) 260 e 215,

By TCP_IP_AES_OpenSSL(server) Ver1.00 — O X
Setting
PCIP.adr(192.168.21.53  |PCport |50000 [{&5E IP.adr F%{E5E port

| PCHID TP 7 RLAHBhii | | PCAHIOD port [H7E

AES KEY File Name

AES IV File Name

ME=h [Pen |7 OPlinE— kR | [o ds | bR

K<< Wait Connect |

@7V vu

BB DEEfse a5

10
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3) FEAROAIA B Offgs & 3T,

FoREHH L]

AES_mode[PLAIN] EZfET— FOfEE
© “C" F—ANTEDE—FLHE
PLAIN > CBC >PLAIN

OE¥D7 7 7L VIRE
aesc : int AES crypto_mode=PLAIN; /0=PLAIN

DEST IP[192.168.21.53] HEHEPCHNIP 7 K 1A

©define IZ CFRE

tcp_aes thread_entryc :

#define DEST IP IP_ADDRESS(192,168,21,53)

Bl COMS - Tera Term VT
774 )U(F)

4) FEpd7 5 PC(server) I~ % 2 h A 5ET 2,

(Ddisconection DHFETE. PClserver) & @ Conection A% 34T

& COMS - Tera Term VT
774 )U(F) “EE'E\ E'E(S\ ]'/HJ ”/' 24VE9(W)  AJLT(H)

<Wait (Ilcn+_:oLP~+ Lonncc+ >
{Connect completed.>

PCfserver) & DS T

11
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@l T4, B 172~ 5 PClserven) ll~F3CT F A F 215521592

& COMS - Tera Term VT

Press
{Press

54 68
60 70
60 65
75 73
70 74
74 69
74 68

70 74
74 69
74 68

I74UF) WRE(E)

any key. ..

BES IVMO-IUO) D1VEIW)
AES_mode[PLAIN] DEST_IP[192.168.21.53]

AJVT(H)

OC & L F—LISo Key % Push

'C’ key to change AES mode/ L’ change length)

69 73 20 69
6F 72 74 61
73 73 61 67
65 20 69 74
69 6F B6E 20
6F 6E 20 74
65 20 66 75

6F BE 65 20 43 BF
<Recx PlainText length(128)>

69 73 20 69
6F 72 74 61
73 73 61 67
65 20 69 74
69 6F 6E 20
6F 6E 20 74
65 20 66 75

<Send PlainText length(128) >

73 20 61 20
6E 74 20 73

65 21 20 49
20 66 6F 72
61 6E 64 20
65 73 74 69
74 75 72 65
72 70 6F 72

73 20 61 20
6E 74 20 73
65 21 20 49
20 66 6F 72
61 6E 64 20
65 73 74 69
74 75 72 65

6F 6E 65 20 43 6F 72 70 6F 72

76 65
65 63
20 77
20 65
64 65
6E 67
2E 20
61 74

76 65
65 63
20 77
20 65
64 65
6E 67
2E 20
61 74

72 79 20 68
72 65 74 20
69 6C 6C 20
6E 63 72 79
63 72 79 70
20 69 6E 20
62 79 20 41
69 6F 6E 20

79 20 69
65 74 20
6C 6C 20
63 72 79
72 79 70
69 6E 20
79 20 41
6F 6E 20

72
72
69
6E
63
20
62
69

AES_mode[PLAIN] DEST_IP[192.168.21.53]
Press any key...

{Press 'C’

DPC ~DEEF—#

mportant .secret.
message!.[.will.
use. it.for.encry
ption.and.decryp
tion.testing. in.
the.future. .by.A
one.Corporat ion.

QPC B ET—H
mportant.secret.
message!. [.will.
use. it.for.encry
pt ion.and.decryp
tion.testing. in.
the.future. .by.4
one.Corporat ion.

key to change AES mode/’L’ change length]

12
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5) BMRRDESIRAFSAT (55— Fikid)

FYa—L4 e

tep_aes_thread_entryc static UCHAR *src_str={ /7 A NHFL
"This is a very important secret message! "

"T will use it for encryption and decryption testing "
"in the future. by Aone Corporation "

5

6) ITCP_IP_AES OpenSSL) RIDEZAE AT 2.

By TCP_IP_AES_OpenSSL(server) Ver1.00 - O X
Setting
PCIP.adr|192.168.21.53  |PCport (50000 (¥{E5E IP.adr (% port

[RxTime Ave(5)(4 -> 6)us access(2) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(37)(37 -> 38)us access(2) 1ms<(0)10ms<(0)ant]

AES KEY File Name

AES IV File Name

E (Es cs | o
Monitor

Tail Receive data[l] >

Il‘ >>> A
=] PHET () TR W H0Ea7—4 |

-{1)Receive plain_data from client

54 68 63 73 20 69 73 20 61 20 76 65 72 79 20 €3 This.is.a.very. i
6D 70 6F 72 74 61 BE 74 20 73 65 63 72 65 74 20 mportant.secret.
6D B5 73 73 61 B7 65 21 20 43 20 77 63 6C 6C 20 message!. L.will.
75 73 65 20 69 74 20 66 B6F 72 20 65 BE 63 72 79 use.it.for.encry
70 74 63 6F BE 20 61 BE 64 20 64 65 63 72 73 70 ption.and.decryp
74 69 BF BE 20 74 65 73 74 69 BE 67 20 69 BE 20 tion.testing.in.
74 68 65 20 38 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A

BF BE 65 20 43 BF 72 70 6F 72 61 74 63 BF BE 20 one.Corporat ion.
~-(2)Send plain_data ta clien

54 68 69 73 20 B9 73 20 61 20 76 65 72 79 20 69 This. is.a.very. i
6D 70 BF 72 74 61 BE 74 20 73 65 63 72 65 74 20 mportant . secret.
6D B5 73 73 61 67 65 21 20 49 20 77 69 6C BC 20 message!.L.will.
75 73 65 20 69 74 20 66 6F 72 20 65 BE 63 72 79 use. it.for.encry
70 74 69 B6F BE 20 61 BE 64 20 B4 65 63 72 79 70 pt ion.and.decryp

74 89 BF BE 20 74 65 73 74 69 BE 67 20 B9 BE 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A
BF BE B5 20 43 BF 72 70 6F 72 61 74 89 6F BE 20 | one.Corporation.
<{{ Wait Receive data[2] >>> v

@ THEMR) ~DEET—#

FRET S REOEERELET. (V=T 2)

13
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7) [TCP_IP_AES OpenSSL| ZDftioBiff (%-E— F4Li)

By TCP_IP_AES_OpenSSL(server) Ver1.00
Setting
PCIP.adr|192.168.21.53  |PCport |50000 (¥{E5E IP.adr

[RxTime Ave(5)(4 -> 6)us access(2) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(37)(37 -> 38)us access(2) 1ms<(0)10ms<(0)cnt]

AES KEY File Name
AES 1V File Name

%{E5E port

Monitor

5% [faEa] [Pen v | E ILFslwvﬁ

message!

gg EU {A Monitor]| HHIZIEZEX v TER mportant| [Monitor] F/REHE | A

5
75 73 65 20 69 74 20 66 6F 72 20 65 BE 63 72 79 use. it.for.encry
70 74 69 6F BE 20 61 6E 64 20 64 65 63 72 79 70 pt ion.and.decryp
74 69 6F BE 20 74 65 73 74 69 BE 67 20 69 6E 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A
6F BE 65 20 43 6F 72 70 6F 72 61 74 69 6F B6E 20 one.Corporat ion.
<K< Wait Receive data[3] >>>

8

~—

TCP_IPPort z TG 9%, (#E— NHi)

K TCP_IP_AES_OpenSSL(server) Ver1.00

Setting
PCIP.adr|192.168.21.53  |PCport |50000 (¥{E5E IP.adr

[RxTime Ave(5)(4 -> 6)us access(2) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(37)(37 -> 38)us access(2) 1ms<(0)10ms<(0)cnt]

AES KEY File Name
AES 1V File Name

%=
Monitor

6D 65 73 73 61 67 65 21 20 43 20 77 69 6C 6C 20 message!. L.will.
75 73 65 20 69 74 20 66 BF 72 20 65 BE 63 72 79 use. it.for.encry
70 74 63 6F BE 20 61 BE 64 20 64 65 63 72 79 70 ption.and.decryp
74 69 BF BE 20 74 65 73 74 63 BE 67 20 63 BE 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A
6F BE 65 20 43 6F 72 70 6F 72 61 74 63 6F 6E 20 one.Corporat ion.

< Wait Receive data[3] >>>
TRALE L. GG 2 HER

Cls £4):131
OY8) *y7_ A
v

14
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5—5. Windows PC{fll(>F % k7 v 75 A CTENEHER (AES-CBC £— k)
1) [TCP_IP_AES OpenSSLexe] =i 5,

2) ITCP_IP_AES OpenSSL| MO#IHE 7% E LT Mk Moo [ 2,

A TCP_IP_AES_OpenSSL(server) Ver1.00
Setting

PCIP.adr|192.168.21.53  |PCport [50000 R¥{E3E IP.adr 3%{E% port
HSBPEDIRAET 7 A IV W ZEDRAET 74 )V

= O X

./ /
AES KEY File Name [AES_KEY.txt /
AES IV File Name |AES W.ixt ¥

B E— g || 2%

82
= _ =1 QOKeyEOBR
a e = 128/192/256 | = T
Monitor

[KEY]:0x11 Dx11 \I\E:él 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0xd44 0x44
. 2 0xC? 0xDE OxF2? ﬂxlﬂw;dﬂ OxBF 0x84 0x54 0x82? 0x04 0xDB
(< Wait Connect >>

@7V v B Tng Hmik) & T~ ZfE]
FERANZ & O A A7

3) TAES KEYixt| AES Nixt] D]

[AES KEYixt] L@ X2 h7 7 A /L
I default aes_common_key Had# 128bit | 192bit | 256bit
=2 Ay MTX, IOFDERIZLTFIVY,

0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
(0x55,0x55,0x55,0x55,0x66,0x66,0x66,0x66, /T +192bit

0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, Il T +256bit

Yol A S DY AT, JERIA & RSO A #R T 4 4 TEET 2,

TAES Vit) WIS S{ETF A K7 7 A )L
// default aes initial vect #1JHH~27 4
=2 A 2y MTE, IDOHDFERIZL TRV,
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E, 0x18,0x6F,0x84,0x54,0x82,0x0A,0xDB

VAR ZEAIET S D50, I & RO 2zl /ewT 2 TEET D,

15
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4) FHAOFIAE O & 7T,

FOREH Wi

AES_mode[CBC] BRIEET— NOFEE
© “C" F—ANZIVE—FLH
PLAIN > CBC >PLAIN

O 7 7 7L VIRE
aesc : int AES_crypto_mode=CBC; /1=CBC

KeyLength[128] AES-CBC &— R Key £ v NEOFEE
© “L” F—AHCLY Key 'y NEH
128->192 > 256> 128

OFF OB LY faE
aesc : int AES_crypto_bit=128;

DEST IP[192.16821.53] EEFEPCHDIP 7 R LA

©define |2 THE

tcp_aes thread_entryc :

#define DEST TP IP ADDRESS(192,168,21,53)

ST — 2 DIRAFE Y 22—V 258 [aws_aesc)

uint8_tAES key[32] ={ // default aes common._key i 128bit | 192bit | 256bit
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
0x55,0x55,0x55,0x55,0x66,0x66,0x66,0x60, /I T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /I T +256bit

5

WA 2T — 2 DIRAFE Y 22—V 28K [aws aesc]

uint8 tAES iv[16] ={// default aes initial vect #JHL~<27 &
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E,0x18,0x6 F,0x84,0x54,0x82,0x0A,0xDB
I8

COMS - Tera Term VT

16
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5) FEiAH 5 PC(server) i~ CBC i 57 F A h&E(ET 5,

B COMS - Tera Term VT
I74IUF) |EE) HBTO IVRO-IUO) 94VFE9W)  AJT(H)
AES_mode[CBC] Keylength[128] DEST_IPL192. Io oS e
Press any key..
{Press 'C’ key to change AES mode/’L’ change length]
<Mait client_socket_connect.>
{Connect completed.>
<PlainText length(128) > _
54 68 69 73 20 69 73 20 61 20 76 65 72 79 20 69 e AT
60 70 6F 72 74 61 6E 74 20 73 65 63 72 65 74 20 |[E¥Eeaaye j7§§
73 73 61 67 65 21 20 49 20 77 69 6C 6C 20 .Fiaucvfi -
65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 | use. it.for.encry
69 BF 6E 20 61 BE 64 20 64 65 63 72 79 70 | ption.and.decryp
6F 6E 20 74 65 73 74 69 6E 67 20 69 6E 20 I tion.testing. in.
|

65 20 66 75 74 75 72 65 2E 20 62 79 20 41 | the.future..by.A
6F 6E 65 20 43 6F 72 70 6F 72 61 74 69 6F 6E 20 | one.Corporation.
<Send EncryptText length(128)>
44 50 E8 FO DA 72 DE 0D 8E D4 8F 1D B3 04 73 00 NS N Atke
29 30 C8 09 06 DE 48 C2 90 52 08 49 8B 69 63 E] Rreoummynirsa=agen

1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 |EeAAgsipus

b, 24 CB 36 25 FD 42 07 66 45 31 D2 DF 74 3E
F8 65 49 72 838 B5 30 ED 13 FD 8B A3 06 43

v

.D.elr.%0....].C
30 8D 5D BO OF C3 Al B2 68 81 40 A8 8C 27 F2 BO
13 50 17 A6 EE 18 DA 13 8F 91 7D 06 53 34 33 BA
¢ EncryptText length(128)> A
£8 FO DA 72 DF 0D 8E D4 8F 1083 04 73 00 \ [EpCG@NRYRSTEIND
C8 09 06 DE 48 C2 90 52 08 49 8B 69 63 o JEEL] o 2
1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 ol ok
A 24 CB 36 25 FD 42 07 66 45 31 [2 OF 74 3¢  |RSUpARIER
F8 65 49 72 88 Bb 30 ED 13 FD 8B A3 06 I,f7§>;7%§ﬁ% B
17 EO 26 1F 9E C5 24 FD 88 18 69 0A 27 89 A7 -
30 8D 5D BO OF C9 Al B2 68 81 40 A8 8C 27 F2 | 0.1-./.4h.@¢." .-
1350 17 A6 EE 18 DA 13 8F 91 7D 06 53 3433 BA | .1.3..1...}.8:33
<DecryptText length(128) > 7
54 68 69 73 20 69 73 20 61 20 76 65 72 79 20 69 ANCIEEEIENNES
6D 70 6F 72 74 61 6E 74 20 73 65 63 72 65 74 20 YRANUNSEEASEIGS
60 65 73 73 61 67 65 21 20 49 20 77 69 6C 60 20 |y e
75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 -
70 74 69 6F 6E 20 61 6E 64 20 64 65 63 72 79 70 pt ion. .and. decryp
74 69 6F 6E 20 74 65 73 74 63 6E 67 20 63 6E 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future. .by. A
6F 6E 65 20 43 6F 72 70 6F 72 61 74 69 6F 6E 20 one.Corporat ion.

0.]-./.4h.@¢." .~
3.0, 1.8:3]

|
26 1F 9E C5 24 FD 88 18 69 0A 27 89 A7 78 I &S X
|

@ T(MPlainText] & [@DecryptText] MFEZEOHE, Ftl e PC I3RS /EELEE (7=
—R) THDHIEDIEFEI2 D,

® [(2Send EncrptText] & [(B)Recv EncrptText] 73FEEEOSFE . il & PC IR/ =
PR (> a—R) ThdHI EDFEFRTRD,
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W x—mtan

6) [TCP_IP_AES_OpenSSL) IDxsE %Mt 5.

B4 TCP_IP_AES_OpenSSL(server) Ver1.00

Setting
Pcm.adr[192.1ss.21.53 ]PCport %{E% IP.adr 3¥{E% port

[RxTime Ave(4)(4 -> 4)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(33)(33 -> 33)us access(1) 1ms<(0)10ms<(0)cnt]

AES KEY File Name |AES_KEY.txt | #82
AES IV File Name  |AES _IV. txt | s82

i e [oc i ] o | o
Monitor

[KE¥Y]:0x11 0x11 0x11 0x11 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 0x44
[I¥ J:0x01 0x3B 0x01 0x02 0xC7? 0xD6 0xF2 0x1D 0xIE 0x18 OxBF 0x84 0x54 0x82 0x0A 0xDB
<KL Wait Connect >>>

BERELELE.

<<< Wait Recelve data[1] >>>

44 50 EB FO DA 72 DE 0D 8E D4 8F 1D B3 04 73 C -
33 30 Co 03 06 be 45 Co 90 52 06 49 50 69 &y £1 N (WIEHHUNHE(E LIWEB LD ¥

64 32 1C 1D C1 8D 80 18 17 45 61 B? 3B B2 25 11 NE 7D

36 6A 2A CB 36 25 FD 42 07 66 45 31 D2 DF 74 3E TTTCUT SO TET
E4 44 F8 65 49 72 88 B5 30 ED 13 FD 8B A3 06 43 .D.elr. ZU....J C
17 E0 26 1F 9E C5 24 FD 88 18 69 0A 27 89 A7 78 IS ¢ T e 7x
30 8D 5D B0 OF C9 A1 B2 68 81 40 A8 8C 27 F2 BO 0 1- }ofh 8.7

13 5D 17 A6 EE 18 DA 13 8F 91 7D 06 53 3A 33 BA i I . - 33
-{2)Create decode da

ta
54 B8 69 73 20 69 73 20 61 20 76 65 72 79 20 69 = o
6D 70 6F 72 74 61 6E 74 20 73 65 63 72 65 74 20 QAR LTzl 5 Lk L7218
6D 65 73 73 61 67 65 21 20 43 20 77 69 6C 6C 20 L NIE -GN
75 73 65 20 69 74 20 66 B6F 72 20 65 6E 63 72 79 USTT TS TUTSTIGT Y

70 74 69 6F BE 20 61 BE 64 20 64 65 63 72 79 70 ption.and.decryp

74 69 6F BE 20 74 65 73 74 69 B6E 67 20 69 BE 20 tion.testing.in.

74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.&

BF BE 65 20 43 BF 72 70 Sf.72t81 74 69 BF BE 20 one.Corporat ion.

= N N 1en

44 50 ES FO DA 72 DE 0D 8E D4 8F 1D B3 04 73 CO Py s =

2930 ¢ 03 06 0F 45 C2 30 &2 00 40 gB gy gy £ DL VILLEMLEIERLL O
NZEE LRSS X 7

36 BA 2A CB 36 25 FD 42 07 66 45 31 D2 DF 74 3E g?'ﬁ " w d

E4 44 F8 65 43 72 88 B5 30 ED 13 FD 8B A3 06 43 2%7—

17 E0O 26 1F SE C5 24 FD 88 18 69 0A 27 83 A7 78 ?x

30 8D 5D BO OF C9 A1 B2 68 81 40 A8 8C 27 F2 BO 0 ] )o{h 94

13 5D 17 A6 EE 18 DA 13 8F 91 7D 06 53 3A 33 BA 1S 33

r(( Wait Receive data[2] >>>

D [(1)Receive encode_data from client] & [(3)Send encode data to client| 2 3FEEDMFE, Hobk
{1 & PCRIDSFE A (o a—R) ThdHIEDOEIRIR S,

@ [@Create decode_data) &[4 0> [@Deayptlext | ASAEOH . HeAiil & PCAI
IRSREHAUE (72— ) Thd 2 LOKIEI S,
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W x—oman

- ACEOFEHEL, =T R BMRELET,

« ASCEA MR COSHEIT—UER L L E T,

« ASCEICRH S TODNEIZOW T ORI A — NI 5 2 LRk ER A,
AR T, LR Y R L7 b= ZREAORWE O EEERE O E T,

c AREICEALC, TAT7 7 7y =y ME~OR WA I ERRERE O E T,

- ASCEONRIZHEN, A LAER, BENRAELTH, AT —YoETIAEDR LD
ELET,

c ACEONRICBE LT, FEEZMLUTERLE LS, IARE RS, MR lonH0 1
7o R E T THEHE < 72 SAUTFEN T

c ASGEORNRIL, PERLUIEFRSNDZ 08B0 £7,

. o=
- e2studio * RX65N [, L3P A L7 b= AESH OGRS E 721304 T,
- AP-RX65N-0A 1. Mi&tt7 7 77 a7 FoOpERs T,
- ZOMOSHA, BRI, BALOBERGE £ 71 IR T,

. B
« IRX65N 2—H—RX<v=aT7 )L —RT =T AFHRA L ho=r 2ttt
. [e9studio 2— P —R~==7/)L AHHA K] NFY A L7 hn=g AAEH
+ [FreeRTOS | Amazon.com, Inc.
LR Y A T hu=g ARSI OV T R
- Z DA,

T 4860852

SRR BT FHTEHT 6-9-20
U S

httns/fMwwaone.coin
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