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FreeRTOS sample cers | A#E LAN #26¢ L7- DHCP & | RX65N_cerx_udp_client, AES
UDP &EDH > 7
FreeRTOS &— K-CHff:
TX=UT 1 API
Crypto 71 77 U (Mbed TLS) | FreeRTOS-Plus TCP
AESCBC #%f#/ L=+~ | (dhcp_dlient)

/I/ Rl = I =

S - 5 UDP &2 (Client)
(FreeRTOS_sendto..)
(FreeRTOS _recvfrom...)

= « 15 5(AES-CBC)
(MBEDTLS_AES_ENCRYPT)
(MBEDTLS_AES DECRYPT)
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3. TeaTemPro A A hb—/L

D [lteraterm-4.106.exe] ZHEL TH Vo a— K35,
@PCIZA > A M=V LIATT D
@ U TILR— R DORIE

W mran

Tera Terme U7 NM-H

| Driver Date: 6

BELER

H—rP) COMI v

2L —HE) (115200 |

T —3(D): 8 bit -

18)74(A) none v

AbyEwMSE). 1 bit v

70 —HiHEXF) none v
WA ERIE

0 Jzumse o

~ILFH)

| SUBARL)

| Device Friendly Name: 1@{S1 — (COM1)

| Device Instance ID: ACPI¥PNPOS01¥0

| Device Manufacturer. (FBSEH —1)
Provider Name: Mcrosoft

-21-2008

| Driver Version; 10.0.19041 1
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4. BEhERERR

USB#¢ (JTAG 73> H)
= TeraTerm I
UDP _IP_AES Open

SSLexelserver) — —
RS232C 45 G

7/ \ AES K5 53C

LED2 100ms 3 /5%

< AP-RX65N-0A Foplr >
iyl e
LAN 7 LAN 7
<UDP_IP_AES OpenSSL.exe MDMLE > <RX65N_ccrx_udp _client, AES DALH >
[Plain mode] [Plain mode]
1. EXE2ET 5, 1. EXHEHRET D,
2. ZE LI EZDOFFERET D, 2. ZE L= % TeraTerm [~ 5,
[AES-CBC mode] [AES-CBC mode]
1. B Cex{59 5, 1. AES(CBOWF AL L= CEAEET 5,
2. R LI R ET L TERT D, 2. f5 LTaks 53018 %5 L C TeraTerm (258
3. HE XA AL LI SGEE R ET D, YD,
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RS232C AR— k
PC |c#5k¢
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ger J aiHs000

AP-RX65N-0A %4k

A% LAN Bzt

BN ‘@ s X

TN SHROSL BNSIX .'/(PC

(DOWindoes'PC & 5t4 % RS232C 7 —7 /Ui, SUENMLEL G,
@ TRS232CDriver] iZ. Fic URL ® RS232CAB4] ZHEREL £,
http:/tool-kobo.ddojp/Files/Product/RS232 422/RS232CAB.htm

PC-Windows
AP-RX65N-0A(CN5) DSUB 9pin
6pin AR
A A 1 NC
1 RXD6 | RS232C 2 RXD
2 TXD6 Driver 3 TXD
3 4 DTR
4 5 GND
5 VCC 6 DSR
6 GND 7 RTS
SW2-SCI6 8 CTS
9 NC
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5.

IRX65N_ccrx_udp_client AES| 27 /LA

5—1. ZHNERERE 77 ANL [ <FRAF4>%77]

W x—ontan

<FreeRTOS_sample_ccrx_>

<RX65N_ccrx_udp_client AES>

DHCP / UDP j#{5 /AES-CBCH5 5 - 175)

Yo Ta s s

<HardwareDebug> RX65N_cerx_udp_client AE | ABS 7 7 AL, /39y 4T
S.abs i H
RX65N_ccrx udp_client AE | MAP 77 A /L, 7 KL A
S.map b
RX65N_cerx udp_client AE | £ he—7—HEX 7 71 /L
S.mot
DA, HEVER T 7 A v
<src> <FreeRTOS> RTOS 71 —x/1
<FreeRTOS-Plus' TCP> TCPIP 2% > 7
<mbedtls_decelopment> Wi« 157477
<AWS aes> AES-CBC
aws_aes.c 5 - HE D ) — A
aws aesh aws_aes.c D~ X —
<frtos_config> HAE]
<frtos_skeleton>
udp_aes taskc UDP #{50 D — A
task_function.h udp_aes task.c D~ & —
<fitos_startup> AB— R NT T
freertos_object,_int.c A
freertos.start.c CMTO Ok &
MAIN_TASK DLy
freertos.start.h reertos.start.c D~ Z—
<smc_gen> Avw—hary 74 7 1L—H

A IELERY

demo_printfc

oY — )V AN Y
—

demo_printfh

demo_printfc D~ % —

hardware_setup.c

JERD VO 77734 A4 —
A

hardware_setup.h

hardware_setup.c P~ & —

main.c AAUH AT

FreeRTOSConfigh FreeRTOS =7 4 7 L
— a7y AN

FreeRTOSIPConfigh FreeRTOS+TCP D=7 ¢

JTlL—ar7rA)L

RX65N_cerx udp_client, AES.
scfg

Aw—har 74 T L—ZOERT 7 A )L

<Ot

HEVERR " 7 AL




5 — 2. Macro Defines ®3iiHH

W x—ontan

Macro Name {2 B!
1pconfigUSE_DHCP DHCP Client Disable
O~ H—T 7 A IEEEIP 7 KL A ZFtak
FreeRTOSConfigh :

/* IP address configuration. */
#idefine configIP ADDRO 192
#idefine configIP ADDR1 168
#idefine configIP ADDR2 21
#define configIP ADDR3 95

DHCP Client Enable




5—3. Y7o Gl AP-RX65N-0A)

1) DHCP 4 (ipoonfigUSE. DHCP =0)
Term [HA]
< 1> ["The FreeRTOS IPnit starting’|
< 2> ["The network is up waiting” |

< R EhEE >
IP7 RLUARSIIZ XY . 5 Eoo LED2 % 100msec il 2 AR

W x—ontan

& COMS - Tera Term VT

374 IL(F) :
{The FreeRTOS_IPInit starting
{The network is up waiting>
Successtul |y address(eth()
[MAC ADDR
(MY IP.adr 1:
[SUBNET mask]:
[MTU size ]I
[SERVER port]: 5
[TCP port J: 50001
[HDF port i 50002 — NS

> network is up and running>

S UDP AES RX65N[client 1>

assigned by |FIXED

LAIN] SERVER_IP[19

<S5 >

IP7 RLUARMNLIZ IV, Fb o> LED2 % 500msec (2 A%

i COMS - Tera Term VT

774 MF) 13
{The FreeRTOS_ ] Plnit
{The network is
S ”"lr':' netwo !‘l

starting>

up waiting
is down and stopping’




W x—ontan

2) DHCP A% (ipoonfigUSE_DHCP =1)
Term [Hif]
< 1> ["The FreeRTOS IPInit starting”|
< 2> ["The network is up waiting” |

< B S >
IP7 RLUABFHZ LD, £k £ LED2 % 100msec i Z Ak

&l COMS - Tera Term VT

| 774 JUF) REE BEO I/M-O) 24VFIW)

Plnit starting>
is up waiting

igned by |DHCP| address(ethl)
50-10-A5-36

3.21.54 BiGL7ZIP 7 LA
R ORR

(MY IP.adr 1J:
[SUBNET mask]:
(MTU size 1:
[SERVER port ]:
[TCP port 1: 50001

[UDP port  J: 50002
{The network is up and rumning>

{Start FreeR

<S5 >
IP7 FLAREFHZ LY, 5ot Eoo LED2 % 500msec (2 Ak

5 COMS - Tera Term VT -

[ 7740UF) |WEE BTG IVRFO-O) 24UFE9W) ALT(H)

FreeRTOS_IPInit starting
network is up waiting
network is down and stopping




3) UDPIP %5213
<udp_aes_task>

W x—ontan

[MAC A l[IRE:w 5]
(MY IP.adr
[SUBNET mask
[MTU size
[SERVER port
[TCP port
[UDP port

< Th’f net '."-.'Ol|r

& COMS - Tera Term VT

Jp-m—!f 0)

- ] llll
50000
50001
50002

IS up

{Start FreeRTOS UDP AES

and running>

RX65N[client >

Y4 E9W)

21.53

I“Ul-—"‘ l'-*{l;’Hu

58.21.53]

l"lh-"-' |~TIJHIJ

FNEH

FTRE

A

AES modelx]

PLAIN
CBC

EEE— ROEE
© “C’ F—ANLE— R ELHE
PLAIN ->CBC >PLAIN

OE#D7 7 7L VIgE

aws_aesc : int AES crypto_mode;

0 : PLAIN /& — R

1 :CBC [/ AESCBCt— KIK= 155

KeyLengthl[x]

128
192
256

AES-CBC “&— FEFD Key &' MEOFEE
O “IL” F—AJNZLY Key & NEH
128 > 192 > 256 > 128

OZLBDEIEIZ LV +EE
aws_aesc : int AES crypto_bit;
128 : Key 'y MRS 128bit
192 : Key £y MRS 192bit
256 : Key B MRS 256bit

SERVER, IP[xxx xxxx.XxX.xX]

EEFE@PCHDIP 7 R LA

©define | = THE/E

udp_aes_task.c :

#define SERVER_IP IP_ADDRESS(192,168 xx,xx)




%I—U*Aﬁt%u

5—4. WindowsPC{ll(oT A b 711 75 A TENWEMER (PLAN (30 £—R)
1) UDP_IP_AES OpenSSLexe| #iL&Ehd 5, (t— K@)

71177 KZGHT [¥ PC_Test OpenSSL) ¥ 7 )V OOfiEmA /L &

g il N:¥UsrAp¥AzureRTOS¥_PC_Test OpenSSL

<« v A « Azu... » _PC Te.. v o PC_Test_ OpensSSL
_PC Test OpenSSL ~ 23 . . Esom
Azure_sample_ccrx E]AES Mt i
Azure_sample_gnu ‘_]AES_KEY.m 2023/11/15 14:5:
pdf 4 liberypto-3.dil 2003/03/14 10:4
=i | libssl-3.dil 2023/03/14 10:41
=Y
RS | .gl TCP_IP_AES_OpenSSL.exe
& IPA :
C_H25_IAR & UDP_IP_AES_OpenSSL.exe
PR Vi< /\ >
6EANEES e
/N E
Y4 \

[UDP_IP_AES OpenSSLexe| Z L)

2) TUDP_IP_AES OpenSSL| DO&IH ZF%E L Tkt d 2,

UDP_IP_AES_OpenSSL{server) Ver1.10

Setting
PCIP.adr(192.168.21.53  |PCport |50000 igftﬁ';tp/.a&[m. 168.21.5¢ | Mﬁtmkoooz |
PCHIOIP 7 FL A PC fH|® port (DDHCP THYS L7= @HAAH Port
HEhf & FARMIP 7 FL A&ty b FEEty b
AES IV File Name
A [ [ESR |Plan v @Plain £— RER 1 | s 4R

@z vz

10




W x—ontan

3) HFUADOKIEH DR & 7% E,

FoREH A
AES mode[PLAIN] EZEE— ROFEE
© “CC F—ANTLYE—FLHE
PLAIN > CBC >PLAIN

OE¥D7 7 7L VIRE

aesc : int AES crypto_mode=PLAIN; / 0=PLAIN
SERVER 1P[192.16821.53] | i&(E4E(PCHDIP 7 R L A

©define |2 THEE

udp_aes thread_entryc :

#define SERVER. _IP IP_ADDRESS(192,168,21,53)

i COMA4 - Tera Term VT

774IWF) REE) BE( IVMO-0) 1VFOW)

[PLAIN] SERVER_IP[192.168.21.53]
y key

ey to change AES mode/’L’ chang

4) FAiA~5 PC(server) ll~F3CT % A b &5 (5T %,

& COM4 - Tera Term VT
[774UF) REE BEO IVPO-IHO) FVFAW,

syrtant .secret.

-y

el Towill.

Si-f i(ir'n.&r‘lfii.dé >
tion.testing. in.

the.future. .by.A

one.Corporat ion.

00 o AT

74 20 | mportant.secret.
| message!.l.will.
| use.it.for.encry
| ption.and.decryp
| tion.testing. in.
| the.future..by.A
| one.Corporation.

SORAFINKI LI A1E [Cr+C) Key-Push THIBA 2,

11



5) HMANDFSRA ST (KE— Nk

M:—Uyﬁiﬁt

EY a—4

ZH54

udp_aes thread_entryc

|5

static UCHAR *src_str=1{
"This is a very important secret message! "

"T will use it for encryption and decryption testing "
"in the future. by Aone Corporation "

17 A~ HIEC

6) TUDP_IP_AES OpenSSL] HIDE(E 4 R 5.,

UDP_IP_AES_OpenSSL{server) Veri.10

Setting
PCIP.adr| 192.168.21.53

[TxTime Ave(44)(44 -> 44)us access(1) Ims<(0) 10ms<(0)nt]
AES kEY File Name

|PC port i!l‘tSElP.a&[m. 168.21,54

[RxTime Ave(12)(12 -> 12)us access(1) 1ms<(0)10ms<(0)ent]

| 385 port|so002 |

<<< Pait Receuve datal1] >

AES IV File Name

w5 [E=s [Pan | 2 | o |
Monitor
BALEL | ) Th s 0zlE7—s |

ient
54 68 B9 78 20 69 73 20 61 20 76 65 72 79 20 89

<< Yait Receive data[2] >

Wtim

B P~OKFT—H

This is.a.very. i
6D 70 BF 72 74 61 BE 74 20 73 65 63 72 65 74 20 wportant.secret.
6D 65 78 73 61 67 €5 21 20 43 20 77 €3 6C 8C 20 message!  L.will.
75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 use. it.for.encry
70 74 69 BF BE 20 61 BE 64 20 64 65 63 72 73 70 plion.and.decryp
74 69 BF 6E 20 74 65 73 74 63 BE 67 20 68 BE 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 73 20 41 the. fulure..by.A

|_one. Corparat ion, |
54 68 B3 73 20763 73 20 61 20 76 65 72 79 20 &8 This.is.a.very.i
6D 70 BF 72 74 61 BE 74 20 73 65 63 72 685 74 20 mportant.secret.
6D 65 73 73 61 67 65 21 20 43 20 77 69 6C 6C 20 wessage!. [.will.
75 73 B85 20 69 74 20 66 6F 72 20 65 GE 83 72 79 use. it.for.encry
70 74 63 6F 6E 20 61 6E 64 20 64 65 63 72 73 70 pt ion.and.decryp
74 63 BF BE 20 74 65 73 74 £3 BE 67 20 69 6E 20 tion.testineg. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 78 20 41 the.future..by.A

WRET—HETOEERMELET, (=771 7)

12




7) TUDP_IP_AES OpenSSL| Z Mol (45— R4ki)

UDP_IP_AES_OpenSSL(server) Ver1.10

Setting

PCIP.ade|192.168.21.53  |PCport (50000 RM{ESE tP.adk|192.168.21.54

| {855 pot/ 0002 |

[RxTime Ave(12)(12 -> 12)us access(1) ims<(0)10ms<(0)ont]
[TxTime Ave(44)(44 -> 44)us access(1) 1ms<(0) 10ms<(0)nt]

AES kEY File Name
AES 1V File Name

e [gE=g] Pen | 2 | as | tmA

AN

use. it.fl

gg Z Monitor] U 7\ Z 2 o Fon wessage!  [Monitor| #7474 E | A

70 74 B9 BF GE 20 61 GE 64 20 64 65 63 72 79 7 ption.and.decryp
74 63 BF 6E 20 74 65 73 74 69 BE 67 20 63 SE 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 78 20 41 the.future..by.A
6F BE 65 20 43 6F 72 70 6F 72 61 74 63 6F 6E 20 one.Corporat ion.
<& Wait Receive datal2] >»»

8) UDP_IP-Port % (Ul 4%, (&E— Nik)

UDP_IP_AES_OpenSSL{server) Ver1.10

Setting

PCIP.adr|192.168.21.53  |PCport lP.adr[192.168.2x.54

| 5 02 |

[RxTime Ave(12)(12 -> 12)us access(1) 1ms<(0) 10ms<(0)ont]
[TxTime Ave(44)(44 -> 44)us access(1) 1ms<(0) 10ms<(0)nt]

AES kEY File Name
AES 1V File Name

#E | JEzn [pan | 2 || os | 4

6F SE 85 20 43 6F 72 70 6F 72 61 74 69 6F BE 20 one.Corporat ion.
3 jve data[2] >>>
ﬂ]l‘ﬁbi L;T.‘.o YA weER

Monitor B /

175 73 65 20 69 74 20 66 6F 72 20 65 BE 63 72 79 use. it.for.encry oYY PN
70 74 69 6F BE 20 61 BE 64 20 64 65 63 72 79 70 plion.and.decryp e

74 69 BF 6E 20 74 65 78 74 63 BE 67 20 63 BE 20 tion.testing. in.

74 68 B5 20 66 75 74 75 72 £5 2E 20 62 73 20 41 the.future..by.A

13




W mran

5—5. Windows PCHlDT A k7’11 7' A ClhfEMER (AES-CBC £— F)
1) TUDP IP_AES OpenSSLexe| %@ 5.

2) TUDP_IP_AES OpenSSL] MO#IHH ZaE L THET 2.

UDP_IP_AES_OpenSSL(server) Ver1,10

Setting
PCIP.adr(192.168.21.53  |PCport (50000 REfESEP.ade(192.168.21.54 | 3%{5E port| 50002 |

IERORLE 7 7 A IV IR ZEORAFT 7 A )V

| #8
) (OCBCE— FiEgR s
@Key £DiEER 128/192/256 A

(TKEY]20x1) OxT\‘\i\L 0x11 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 0x44
qé}’z :0x01 0x38 0x02 0xC? 0xDE 0xF2 Ox1D 0x3F Ox18 OxBF 0x84 0x54 0x82 Ox0A 0xDB|
'n.l.J l.! -0

eceive| Q7 U w7 BEeSivCung gl & TP~ s 21H)

3) [AES KEYixt] [AES IVixt| oiiHd

[AES KEYixt] L@ XA h7 7 A /L
/ default aes_common_key H5eiH 128bit | 192bit | 256bit
= Ay MR, IDHOFERIZLTREEVY,
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
0x55,0%55,0x55,0x55,0x66,0x66,0x66,0x66, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /' T +256bit

Yol A S DY AT, JERIA & RSO A #R T 4 4 TEET 2,

TAES Vit) #IHISZ ZfETF A K7 7 A )L
// default aes initial vect #1JHH~27 4
=2 A 2y MTE, IDOHDFERIZL TRV,
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E, 0x18,0x6F,0x84,0x54,0x82,0x0A,0xDB

VAR ZEAIET S D50, I & RO 2zl /ewT 2 TEET D,

14



W x—omran

4) FAUORIEH OB L RREIE,

FOREH Wi

AES_mode[CBC] BRIEET— NOFEE
© “C" F—ANZIVE—FLH
PLAIN > CBC >PLAIN

O 7 7 7L VIRE
aesc : int AES_crypto_mode=CBC; /1=CBC

KeyLength[128] AES-CBC E— R Key £ MNEOFEE
© “L” F—AHCLY Key 'y NEH
128->192 > 256> 128

OFF OB LY faE
aesc : int AES_crypto_bit=128;

SERVER _IP[192.168.21.53] EEFEPCHDIP 7 R LA

©define |2 THE

udp_aes_thread_entryc :

#define SERVER, IP IP ADDRESS(192,168,21,53)

ST — 2 DIRAFE Y 22—V 258 [aws_aesc)

uint8_tAES key[32] ={ // default aes common._key i 128bit | 192bit | 256bit
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
0x55,0x55,0x55,0x55,0x66,0x66,0x66,0x60, /I T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /I T +256bit

I8

AT 2T — 2 DIRAFEY 22—V 228K [aws aesc]

uint8 tAES iv[16] ={// default aes initial vect #JHL~<27 &
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E,0x18,0x6 F,0x84,0x54,0x82,0x0A,0xDB
I8

8 COM4 - Tera Term VT
REE BEO J WIEAW)  AILT(H)

ERVER_[P[192.

= B

1)
chanse

15



W x—ontan

5) FeiiH 5 PC(server) il ~AES-CBC K557 % A h & 5T 5,

i COMS - Tera Term VT

P17E2W)  ALT(H)

1
- J

OFERANZRAF L Th
DIFLD 2 T HIR™

celWIITT,

|
| y
| ption.and.decryp
| tion.testing. in.
3 20 66 | the.future..by.A
b l;. h 20 43 6 | one.Corporation.
end EncrvptText |lenu 8)>
0 E8 FO DA 72 DE 0D 8 8 3 04 73 0 M) azaiavne
0 C8 09 06 DE 48 C2 90 52 08 49 8B 69 € PClserven)flll 23615 L 7=
o ﬂﬂ“._f 5/ 3t 29 | GBS H L THT
Z Ul bb 45 3 3 | DJACD, ,D.TEIA T/
3 65 4¢ 8 BS 30 3 8B A3 06 43 | U~h#U.HLD
) 26 1F 9E ( 88 18 69 0A 27 89 A7 78 | ..&. +i -
FDEuuFfaﬁ 2 68 81 40 A8 ¢ 7 F2 B .
D 17 A6 FF 18 DA 13 8F ¢ ) 068 53 3A 33 BA 1 2 PO |
ecy EncryptText length(128)>
:}EFFHD&7v[rlm‘£[u@ SEUNENMEN (3)PC(server) 3515 L 7=
0 (3 09 06 DE 48 C2 90 52 08 9 fhue N I 5L A A LT S0
: 8D 80 ]jE: 1745 61 B7 3B B2 25 11 C oA
) FD 42 0766 45 31 02 OF 74 3£ RCuiBRE e e Y
o = 31 o E]E[I o LRl M3 O L?”J}’/72%T
r[1 B0 llF 1‘ Al B2 68 81
17 A6 EE 18 DA 13 8F ¢

l':'l 15? "

@=(z L7= PClserver)>
OO 5 X EEZLL
K@Ai@5/7§T

| 'f on. drui

| tion.testing :
| the.future. .by.A
| one.Corporat ion.

SOZAZHERN I LT- 55513 [Cd+C) Key-Push THIlEF 2,
O T@PlainText] & [@DecryptText] MNIFEEEOSE, HblE PC HINFE/MESE (T2
—R) THDHZEDOFEINII 5,

@ [(2)Send EncrptText] & [(3)Recv EncrptText] 23ASDGA, Fbifils PC IR
WP (mra—R) ThdHIEDFFRIRD,

16



6) TUDP_IP_AES OpenSSL| DS MeERd D,

UDP_IP_AES_OpenSSL{server) Ver1,10

Setting
PCIP.ad|192.168.21.53  |PCport 'lP.a&[m.xsa.zx.s-t |#ﬂ5Emrt

[RxTime Ave(5)(S -> S)us access(1) 1ms<(0)10ms<(0)nt]
[TxTime Ave(53)(S3 -> 53)us access(1) 1ms<(0) 10ms<(0)nt]

AES kEY Fila Name |AES_KEY.txt 02
AES IVFile Name  |AES_IV.ixt 82
e [Me8 |ec |z | [2 | Cs 5
woeitor 0000000000000
[KEY :0x11 0x11 Ox11 Ox11 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0xd4 0x44 0x44 0x44 A
IV 1:0x01 0x3B 0x01 0x02 0xC7 0xD6 0xF2 0x1D 0x3E 0x18 0xBF 0x84 0x54 0xB82 0xDA 0xDB

BELELLR.
<4< Wait Receive datafl] >
44 50 E8 FO DA 72 DE 0D GE D4 8F 10 B3 04 73 ey —— -
29 30 C8 09 06 DE 48 C2 90 52 08 43 8B 69 63 E (1)%0%5”75%5‘1” S Ed
8432 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 | > /&%
36 6A 2A CB 36 25 FD 42 07 66 45 31 D2 DF 74 3E STFC6 0. TETF 7
E4 44 F9 65 43 72 88 B5 30 ED 13 FD 8B A3 06 43 | .D.elr.0....).C
17 EO 26 IF 9E C5 24 FD 88 18 69 0A 27 89 A7 78 | ..k..18...0. .7x
30 9D 5D B0 OF C9 A1 B2 68 81 40 A8 8C 27 F2 B0 | 0.1-).fh.81. "~
J 3]
J_%_ﬁzsg'ggt?adgﬁ% AT e T e T T
=7 = =] A== .,

0 70 6F 72 74 61 G 74 20 79 08 63 19 48 74 20 VEMR LIMEIE BB LI
8D 65 73 73 §1 67 65 21 20 43 20 77 69 6C 6C 20 | BXDOX L FFER
75 73 §5 20 69 74 20 66 6F 72 20 65 6E 63 72 73 ST TOrTEnGTY
70 74 §3 GF BE 20 §1 BE 64 20 64 65 63 72 79 70 | ption.and.decryp
74 63 BF BE 20 74 85 73 74 63 6E §7 20 63 8E 20 | tion.lesting. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 | the.future..by.A
BF £F 85 20 43 6F 72 70 BF 72 £1 74 €3 §F 6F 20 | one.Corporat ion. |
% fent
44 50 £ FO DA 72 DE 0D 8E D4 BF 1D B3 04 73 0D proy ST ————
29 30 C3 03 0§ DE 48 C2 90 52 08 43 88 63 63 Elf (3)1577{[3?7357735?5?“@?
4 32 1C 1D C1 8D 80 18 17 45 §1 B7 3B B2 25 11 | FARMNCEE LI L&
36 64 24 CB 36 25 FD 42 07 66 45 31 02 OF 74 3E | .-
E4 44 FB 65 43 72 88 B5 30 ED 13 FD 8B A3 06 43 7
17 €0 26 1F 9E C5 24 FD 88 18 69 0A 27 83 A7 78 [ . 5. F8...7. . 7x
30 8D 5D BO OF C3 Al B2 68 81 40 A8 8C 27 F2 B0 | 0.)-./.{h.8¢. .~

Fo B e O 8T
<< Wait Receive datal(2] >»> S

D [(W)Receive encode_data from client] & [(3)Send encode data to client] 23FEFDHFE. Fotk
& PCAMSFEIZE R AP (o a—R) ThdZ EDIFERTRD,

@ T(Create decode data] & [ > [(@DecryptText | 2FEEDLE. Hibikiil & PC
NEEREREE (Fa—R) ThbdZ EOEINI/RD,
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- ACEOFEHEL, =T R BMRELET,

« ASCEA MR COSHEIT—UER L L E T,

« ASCEICRH S TODNEIZOW T ORI A — NI 5 2 LRk ER A,
AR T, LR Y R L7 b= ZREAORWE O EEERE O E T,

c AREICEALC, TAT7 7 7yl ME~ORWE O I EEERE  E T,

- ASCEONRIZHEN, A LAER, BENRAELTH, AT —YoETIAEDR LD
ELET,

c ACEONRICBE LT, FEEZMLUTERLE LS, IARE RS, MR lonH0 1
7o R E T THEHE < 72 SAUTFEN T

c ASGEORNRIL, PERLUIEFRSNDZ 08B0 £7,

. o=
- e2studio * RX65N [, L3P A L7 b= AESH OGRS E 721304 T,
- AP-RX65N-0A 1T, Bil&tHT7 77> 7y =7 opEins T,
- ZOMOSHA, BRI, BALOBERGE £ 71 IR T,

. BER
« IRX65N 2—H—RX<v=aT7 )L —RT =T AFHRA L ho=r 2ttt
. [e9studio 2— P —R~==T7/L AMHHA K] NFY A L7 hn=g AAEH
+ [FreeRTOS | Amazon.com, Inc.
s VAP A - =LY hr=g ARSI RO TR
- Z DAt

T 486-0852

RN A FisgHT 6:9-20

T S

httns/~Mwwaone.coin
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