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Rev 1.00.00
Renesas R5F565NE(CK-RX65N)FH Y- 7 /v

(e2studio RX65N_cerx_udp_client AES)D#%EH

(e2studio Version:2024-01 / FreeRTOS Version 10.4.3 -rx-1.0.8)

1. Sample DFHEIZHONT
» Sample (ZB9° % TelFax TOZEMICE L Tk T £ttA, 7EL, A—LTOIE
MICBIL TIREZT DL OBNILETH, HRICLVBELTERWEELH Y £T DT
T TARENET,
- Sample ¥ 7 N OREEDFERL SNIZHEOMCERHITH Y A, £o, ZOBEY 7 o
HRIAEICEE T 2 EMOEEFRE D H Y FHAOTEMO EZFH TS,
* Sample ¥ 7 M, BESFCIREESNTONDHLOTHY . TOMEAMMHEELEOT, WD
PAEBITWVER A, 72, KV 7 MU= 7 ORI L0 EEAE IR AE Tlvdie b
HECELTH, Z0ETEEDRWLDOE LET,

2. oo rull M

T Ar— AL, M a7 "M

FreeRTOS_sample_ccrx CK | A LAN %t L7- DHCP & | RX65N_cerx_udp _client, AES
UDP &0 7 v
FreeRTOS -&— R CEifE
X274 API
Crypto 74 77 Y (Mbed TLS) | FreeRTOSPlusTCP
AESCBC #fiffi L 7=+~ | (dhcp_client

LR -

v S -5 UDP ;#/Z(Client)
(FreeRTOS _sendto..)
(FreeRTOS _recvfrom...)

5 - - 5(AES-CBC)
(MBEDTLS_AES_ENCRYPT)
(MBEDTLS_AES DECRYPT)

e e BB

Renesas e2studio(Version 2024-01)

FreeRTOS (Version 10.4.3 -rx 1.0.8)

FreeRTOS-Plus TCP(Version4.0.0)

Mbed TLS(Version3.5.2)

Renesas CCRX(Version 2.08.01)
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3. TeaTemPro A A hb—/L

D [lteraterm-4.106.exe] ZHEL TH Vo a— K35,
@PCIZA > A M=V LIATT D
@V TR — FORE

Tera Term: YUFR-h BTLEE COM ZFH=51%.
Ik 6VA L B{EFHE
H—r(P): COME » - ——— PC 15;{'( /.ﬁi7/ J_{ FJHE
) EDEG> BTN fcﬁ%ﬁ%ﬁﬂﬂij—éo
2L —HE)
7 —2(D): 8 bit v +v1)L | 115200BPS
18T 4(A): none v 8bit
Ay FEYMS): 1 bit v LT (H) rlll(;'ril;e
JO—4MNF:  [none > '
none
R (SEIE
o Jzum/ze [0 | 3UBATQL) DHFRCT S
Device Friendly Name: RSK USB Serial Port (COME)
Device Instance ID: USB¥VID_045B&PID_8111¥0000000000001
Device Manufacturer: Renesas
Provider Name: Renesas
Driver Date: 5-22-2013
Driver Version: 2000
DR DRRTE
— J USB o U 7Lz
st A Z(T): gdTa—F — X fFFFHZ CR =
X ZER: [cR — Ry bEhd
D= S AA(S) BIEM: [orer || [FrvoL| ||| BEOEAE, X
& B HEEW) IERRERi- LT TS
AL FH) [
umAID(D): VTI00 ~ On—fLTa—QL:
EW: [ | DBE#VEZ VT TEKU):
EF-RMEK) EFR(EV)
SJIS v SJIS v EZA N “[sB
F8HHF) FAHHD) T ( (B
Ha=IDE) Ijapanese [

TREDRRTECT B



USB #ft (FINE 773 7)

W x—oman

LED3 100ms /55

4. BhEERK
UDP_IP_AES Open
SSLexelserver)

<R8232C EE G

~~

7/ | \ AES B3¢

< CK-RX65N Kt >
7747 Ml

LAN 7

LAN 7

Y e

<UDP_IP_AES OpenSSL.exe MDLEE >
[Plain mode]

1. EXEZET D,

2. ZELI 2O EEHEET D,

[AES-CBC mode]

1. W XEZET 5,

2. ZE LIRS EE S L THERT D,
3. HEE AL LI A2 RET 5,

<RX65N_ccrx_udp _client, AES DALH >
[Plain mode]

1. X EFEEFET D,

2. ZI5 LT2EC% TeraTerm (23R 5,

[AES-CBC mode)
1. AES(CBOW; AL L= CEA 5T 5,

2. f5 LTaks 53018 %5 L C TeraTerm (258

Y D,




P R—

BAROMETRIC TEMP & )
PRESSURE® HUMIOITY

: —
| I LEDS A0 [ i

= o

’ LANA( OG.It

]

' 1YY -

T

74:90:50:10:A5:36

MAC ADDRESS

?

USBTO SERIAL 5 LAN 5052
SCI5

DA fiii#

J2 Ta—h Current Measurement point for MCU

J15 T Select debugger comms mode

J16 1—2<=a— | DEBUG

J21 va—h Enable USB boot mode

J22 F—7" Select USB boot mode power supply method

J11 =7 Configures the MCU for normal boot m ode




5. [RX65N_ccrx udp client AES| > 7 /L 0qiHH

5—1. 7HANEHERE T 7 ANA [ <HVFL>E7T]

W x—mman

<FreeRTOS_sample_ccrx CK>
<RX65N_cerx_udp_client, AES> | DHCP / UDP i#(3 /AES-CBC(5 %5 - 1575)
Yo raler bk
<HardwareDebug> RX65N_ccrx udp_client AE | ELF 7 7 A /L, JTAG Tf#
S.abs F
RX65N_ccrx udp_client AE | MAP 77 A /L, 7 KL A
S.map oy
RX65N_cerx udp_client AE | £ he—7—HEX 7 71 /L
S.mot
DA, HEVER T 7 A v
<src> <FreeRTOS> RTOS 71 —x/1
< FreeRTOS-Plus'TCP> TCPIP 2% 7
<mbedtls_decelopment> Wi« 157477
<AWS aes> AES-CBC
aws_aes.c W « H 5D Y — A
aws aesh aws_aes.c D~ X —
<frtos_config> HAE]
<frtos_skeleton>
udp_aes taskc UDP #{50 D — A
task_function.h udp_aes task.c D~ & —
<frtos startup> AH— T T
freertos_object,_int.c A
freertos.start.c CMTO Ok &
MAIN_TASK i
freertos.start.h reertos.start.c D~ Z—
<smc_gen> Avw—hary 74 7 1L—H
(2 X0 ERR
demo printfc oY — )V AN Y
—A
demo_printfh demo _printfc D~ 4 —
hardware_setup.c JED 1O 7734 AL —
A
hardware_setup.h hardware_setup.c P~ & —
main.c AAUH AT
FreeRTOSConfigh FreeRTOS =7 4 7 L
—YaryJyAL
FreeRTOSIPConfigh FreeRTOS+TCP D=7 ¢
Tl—var7y7A)V
<trash> MRS | 7-<sre>50) 58
RX65N_carx udp_client AES. | A~—haL 7 4 S L—2OEHT 7 A )L
scfg
Z A, HEVER” 7 A v
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5 — 2. Macro Defines ®3iiHH

Macro Name f

T

Bl

1pconfigUSE_DHCP 0 DHCP Client Disable

O~y X —T 7 A JUZHEFEIP 7 R LA &Fllk
FreeRTOSConfigh :

/* IP address configuration. */

#idefine configIP ADDRO 192

#idefine configIP ADDR1 168

#idefine configIP ADDR2 21

#define configIP ADDR3 95

1 DHCP Client Enable




S, T BRARH

5—3. V7 oEfE GEHkii CK-RX65N)

1) DHCP #4# (ipoonfigUSE_DHCP =0)
Term [HA]
< 1> ["The FreeRTOS IPnit starting’|
< 2> ["The network is up waiting” |

<EHEE >IP 7 RV AMNAZ KLY Fi EO LED3 (k) % 100msec R

Bl COMS - Tera Term VT

IP4F) W|WEE) BTES) IVFO-UO) 21VFIW)  ALT(H)
{The FreeRTOS_IPInit starting>

{The network is up waiting>

Successful |y assigned by FIXED address(eth0)
[MAC ADDRESS]: 74-90-50-10-A5-36

(MY IP.adr J:192.168.21.95

]1:
[SUBNET mask]: 255.255.255.0
[(MTU size 1:

1500

[SERVER port J: (50000
(UDP port  J: 50001 UDP F— &2

{The network is up and running>
{Start FreeRTOS UDP AES CK-R¥B5N[client >

AES_mode[PLAIN] DEST_IP[192.168.21.53]
Press any kev...
{Press 'C’ key to change AES mode/’L’ change length}

<KPEE>TP 7 RUARFESIZ LY, Hib B LED6 (IRth) % 100msec I i

B COMS - Tera Term VT

I74IUF) |EE BT IVRO-IUO) D24VE9W) AT (H)
{The FreeRTOS_IPInit starting>

{The network is up waiting>

{The network is down and stopping>




S, T BRARH

2) DHCP A% (ipoonfigUSE_DHCP =1)
Term [&j[f]
< 1> ["The FreeRTOS IPInit starting”|
< 2> ["The network is up waiting”|

<BEhEE >TP 7 RUAENAIZ LY . Hb B LEDS (fkf2) % 100msec 82 50k

B COMS - Tera Term VT

T4IUF) ®|EE) FZTEO) IVRO-IUO) 214VFE9W) AJLT(H)
{The FreeRTOS_IPInit starting>
{The network is up waiting>
Successful ly assigned by DHCP address(eth0)
[MAC ADDRESS]: 74-90-50-10-45-36

IY IP.adr J: 192.168.21.37| - FELEIPT RLX
[SUBNET mask]: 255.255.255.0
[MTU size ]: 1500
[SERVER port]: 50000
[UDP port  J: 50001 UDP AR— &5

{The network is up and running>

<Start FreeRTOS UDP AES CK-RX65N[client 1>

AES_mode[PLAIN] DEST_IP[192.168.21.53]
Press any key...
{Press 'C’ key to change AES mode/’L’ change lengthl

<KPEE>TP 7 RUARFESIZ LY, b B LED6 (IRth) % 100msec I i

B COMS - Tera Term VT

T74IWF) |EE) BT IVRO-ILO) 24VE9W)  AJLT(H)
{The FreeRTOS_IPInit starting>

{The network is up waiting>

{The network is down and stopping>
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3) UDPIP %5213
<udp_aes_task>

B COMS - Tera Term VT

IPAIUF) \EE) ZENS IVFO-IMO) 24VE2W)  ALT(H)
{The FreeRTOS_IPInit starting>
{The network is up waiting>
Successful |y assigned by DHCP address(eth()
[MAC ADDRESS]: 74-90-50-10-A5-36
(MY IP.adr J: 192.168.21.37
[SUBMNET mask]: 255.255. 255.0
[MTU size ]: 1500
[SERVER port]: 50000
[UDP port  J: 50001
{The network is up and runn

(Start FreeRTOS UDP AES CK-RXBSNLcl ient 1>

Eo mode[PLﬂ H] DEST_IP(192.168.21.53]

’C kcy to change AES mode/’L’ change lengthll}

FNEH FTRE A

AES mode[x] PLAIN | 25325 — ROfEE
CBC © “C F— AN E—FEE
PLAIN > CBC >PLAIN

OE#D7 7 7L VIgE

aws_aesc : int AES crypto_mode;

0 : PLAIN /& — R

1 :CBC [/ AESCBCt— KIK= 155

KeylLengthl[x] 128 AES-CBC “&— FEFD Key &' MEOFEE
192 O “IL” F—AJNZLY Key & NEH
256 128 >192 > 256 > 128

OZEOEAEZ L fEE
aws_aesc : int AES crypto_bit;
128 : Key 'y MRS 128bit
192 : Key £y MRS 192bit
256 : Key B MRS 256bit

DEST IP[xxx xoocx xxxx xxxx] | [ HEEHPCHNP 7 R LA

©define |2 THRE

udp_aes_task.c :

#define DEST_IP IP_ADDRESS(192,168,xx,xx)
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5—4. WindowsPC{ll(oT A b 711 75 A TENWEMER (PLAN (30 £—R)
1) UDP_IP_AES OpenSSLexe| #iL&Ehd 5, (t— K@)

71177 KZGHT [¥ PC_Test OpenSSL) ¥ 7 )V OOfiEmA /L &

v B - | N:¥UsrAp¥AzureRTOS¥_PC_Test OpenSSL
T74) m-A =5 £ e
&« v 4 « Azu.. » _PC Te.. v 0 _PC_Test_OpenSSL...
_PC_Test OpenSSL A 2% . v EFEE
Azure_sample_ccrx @ AES. IV.txt 2023/11/15 10:51
Azure_sample_gnu @) AES_KEV.txt 2023/11/15 14:52
pdf 4] liberypto-3.dil 2023/03/14 10:41
@ 4] libssl-3.dll 2023/03/14 10:41
wms [&] TCP_IP_AES OpenSSLexe ~ 2023/12/13 11:18
Al . 2023/12/13 11:13
—_— | ] UDP_IP_AES_OpenSsLexe | 20
SRsLL, RS Vi £ >
6 ENER =
/\
— 7 \

[UDP_IP_AES OpenSSLexe| Z L)

2) TUDP_IP_AES OpenSSL| DO#IEH %3 L CHERT 5.,

UDP_IP_AES_OpenSSL(server) Ver1.00 - O X

Setting

PClP.aﬁ‘IlQZ.lSB.Zi.SB IPCport |50000 |ﬁf’l‘9¢‘: IP.adr | 192.168.21.37 | pE Dort|50001
PCHIDOIP 7 KL || PCAHIOD port (UDHCP CTH5L7= QFEARI] Port
HEhf s FEHRMIP 7 FL A%ty b H‘EEtv b

AES IV File Name =

o @Plaine— R |1 | o | o

Monitor

<< Pa it Receive datal1] >>> \| @Y v

10
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3) HFUADOKIEH DR & 7% E,

FoREH A
AES mode[PLAIN] EZEE— ROFEE
© “CC F—ANTLYE—FLHE
PLAIN > CBC >PLAIN

OE¥D7 7 7L VIRE

aesc : int AES crypto_mode=PLAIN; / 0=PLAIN
DEST IP[192.168.21.53] HEHEPCHNIP 7 K 1A

©define |2 THEE

udp_aes thread_entryc :

#define DEST_IP IP_ ADDRESS(192,168,21,53)

& COMS - Tera Term VT
TJ74IF) |EE) BT IVRO-IUO) D14VE9(W)  ALT(H)

Press any key...
’ ’ A ’ ’
{Press 'C’ key to change AES mode/’L’ change length}

AES mode[PLAINT DEST IP[192.168.21.53

4) FAiA~5 PC(server) ll~F3CT % A b &5 (5T %,

& COMS - Tera Term VT

I74IUF) |EE) BEO IVMO-IUO) 217F9W)  ALT(H)
AES_mode[PLAIN] DEST_IP[192.168.21.53] O RGN aas
Press any kev...

{Press 'C’ key to change AES mode/’L’ change length]
{Send PlainText length(128) >
h4 B8 69 73 20 69 73 20 61 20 76 65 72 79 20 69 — e ORaarS Sran
6D 70 6F 72 74 61 6E 74 20 73 65 63 72 65 74 20 | mportant.secret.
6D 65 73 73 61 67 65 21 20 49 20 77 6C 6C 20 | message!.l.will.
75 73 65 20 69 74 20 66 6F 72 20 65 63 72 79 | use.it.for.encry
70 74 69 6F 6E 20 61 6E 64 20 64 65 72 79 70 I pt ion.and. decryp
|
|

74 69 6F 6E 20 74 65 73 74 69 BE 67 69 6E 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 79 20 41 the.future. .by.A
6F 6E 65 20 43 6F 72 70 6F 72 61 74 6F 6E 20 one.Corporat ion.
<Recv PlainText length(128)>

h4 68 69 73 20 69 73 20 61 20 76 65 72 79 20 69 ~EONLHNNEA A
60 70 6F 72 74 61 6E 74 20 73 65 63 65 74 20 | mportant.secret.
60 65 73 73 61 67 65 21 20 49 20 77 69 6C 6C 20 | message!.l.will.
75 73 65 20 69 74 20 66 6F 72 65 BE 63 72 79 | use.it.for.encry
70 74 69 6F 6E 20 61 BE 64 20 64 65 63 72 79 70 | ption.and.decrvp
74 69 6F 6E 20 74 65 73 74 69 67 20 69 6E 20 | tion.testing. in.
74 68 65 20 66 75 74 75 72 65 20 62 79 20 41 |

6F 6E 65 20 43 6F 72 70 6F 72 74 69 6F BE 20 |

the.future. .by.A
one.Corporat ion.

11
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5) BMRRDESIRAFSAT (55— Fikid)

=2 K, ZH
udp_aes taskc static UCHAR *src_str={ /7 A NHFLC
"This is a very important secret message! "
"T will use it for encryption and decryption testing "
;ﬁrlthefhture.byz%orma(knymmatknl"

6) [UDP_IP_ AES OpenSSL| {HIDRE2(Z 4 Mt 5,

UDP_IP_AES_OpenSSL(server) Ver1.00

Setting
PCIP.adr(192.163.21.53  |PCport (50000 |3¥{S3E IP.adr |192.168.21.37 ]ﬁftﬁ'&mﬂ

[RxTime Ave(12)(12 -> 12)us access(1) 1ms<(0) 10ms<(0)cnt]
[TxTime Ave(115)(115 -> 115)us access(1) 1ms<(0)10ms<(0)cnt]

AES kEY File Name

AES IV File Name

= Cs |

Monitor

BEUELE, HOEET—
% ':‘ll'gﬁ.lﬁeceiv? dotall] 3> [ [ nboRier—> | A
- client]

54 68 69 73 20 69 73 20 81 20 76 65 72 79 20 B9 This. is.a.very. i
6D 70 6F 72 74 61 BE 74 20 73 65 63 72 65 74 20 mportant.secret.
6D 65 73 73 81 67 65 21 20 43 20 77 89 6C 6C 20 message! . T.will.
75 73 65 20 69 74 20 66 6F 72 20 65 BE 63 72 79 use.it.for.encry
70 74 63 6F B6E 20 61 6E 64 20 64 65 63 72 73 70 ption.and.decryp
74 69 6F 6E 20 74 65 73 74 69 BE 67 20 B3 BE 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A
6F BE 65 20 43 BF 72 70 BF ?% B1 74 69 BF BE 20 one.Corporat ion.

[ -{?)Send plain_data to clien

54 68 63 73 20 69 73 20 61 20 76 65 72 79 20 63 This.is.a.very.i
6D 70 BF 72 74 61 BE 74 20 73 65 63 72 65 74 20 mportant.secret.
6D 65 73 73 61 67 65 21 20 43 20 77 69 6C 6C 20 messagze!. L.will.
75 73 65 20 69 74 20 66 BF 72 20 65 BE 63 72 79 use. it.for.encry
70 74 63 6F BE 20 61 BE 64 20 64 65 63 72 73 70 ption.and.decryp
74 69 6F BE 20 74 65 73 74 69 BE 67 20 69 BE 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.&
6F BE 65 20 43 6F 72 70 6F 72 61 74 B9 BF BE 20 one.Corparat jon.

<X Wait Receive datal[2] >>> | @ Dt W~oiEr—42  |v

FRET S REOEERELET. (V=T 2)

12
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7) TUDP_IP_AES OpenSSL] Z Do (#-E— FHi)

UDP_IP_AES_OpenSSL(server) Ver1.00

Setting

PCIP.adr192.168.21.53  |PCport ftse IP.adr [ 192.168.21.37

| o 00

[RxTime Ave(12)(12 -> 12)us access(1) 1Ims<(0)10ms<(0)cnt]
[TxTime Ave(115)(115 -> 115)us access(1) 1ms<(0)10ms<(0)cnt]

AES KEY File Name

AES IV File Name

% [AEza] pan | 2| \7%" il
Monitor
255(’- A Monitor] — 1 TIEZIEH 7 FoR Monitor| FraiHE | A

-(1)Receive plain_data from client

54 B8 63 73 20 63 73 20 61 20 76 65 72 79 20 69 This.is.a.very.i
6D 70 BF 72 74 61 BE 74 20 73 65 63 72 65 74 20 mportant.secret.
6D B5 73 73 61 67 65 21 20 43 20 77 69 6C 6C 20 message!.L.will.
75 73 65 20 69 74 20 66 BF 72 20 65 BE 63 72 79 use. it.for.encry

70 74 69 6F BE 20 61 6E 64 20 64 65 63 72 73 70 | ption.and.decryp
74 R4 RF RF 20 74 RR 72 74 RA RF R? 20 RA RF 20 | tinn testine in

8

~—

UDP_IP-Port 2 T4l 9%, (FE&— RNikiE)

UDP_IP_AES_OpenSSL(server) Ver1.00

Setting

PCIP.adr|192.168.21.53  |PCport (50000 (¥{E5E IP.adr|192.168.21.37

| o 00

[RxTime Ave(12)(12 -> 12)us access(1) 1Ims<(0)10ms<(0)cnt]
[TxTime Ave(115)(115 -> 115)us access(1) 1ms<(0)10ms<(0)cnt]

AES kEY File Name
AES IV File Name

W@t& pn_ | 2| ]j

?5 ?3 65 20 69 74 20 66 6F 72 20 65 BE 63 72 79 use. it.for.encry
70 74 69 6F 6E 20 61 BE 64 20 64 65 63 72 79 70 ption.and.decryp
74 69 BF BE 20 74 65 73 74 63 6E 67 20 69 BE 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A
6F SE 65 20 43 6F 72 70 6F 72 61 74 69 6F BE 20 one.Corporat ion.

data[2] >

@7)/7

13
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5—5. Windows PCllDT A k7' 7' A CHEMER (AES-CBC £— R)
1) [UDP_IP_AES OpenSSLexe| #iLEhd 2,

2) TUDP_IP_AES OpenSSL] MO#IHH ZaE L THET 2.

UDP_IP_AES_OpenSSL(server) Ver1.00

Setting
PCIP.adr|192.168.21.53 | PC port ft&'am.adr[192.168.21.37 ]ﬁftﬁt—,port

HlEEDLRAF T 7 A v K~ ZAEDLRAET 7 A v

./ /
AES kEY File Name . —~ 2
pessered] /2 [OoBCE—FER || #®
AES IV File Name  [AES_IV.txt | " | &8
1 OReyEOmR
% | (%= |.C |18 v Y R cs R
=5 I I " 128/192/256 :l
Monitor
;HEY;:ﬂxH UXW Ox11 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 0x44
I 1-0+01 0v3R 0x02 0xC? OxDE O0xF2 0x1D 0x9F 0x18 0vBF 0x84 0x54 (%82 0x0A 0xDB
AL E U
i</ 't Receive '@y 1 s BRSNS R & s i)
PR

3) [AES KEYixt] [AES IVixt| oiiHd

[AES KEYixt] L7 XA h7 71 L
/ default aes_common_key H5eiH 128bit | 192bit | 256bit
A A MAX IDHOERZLTREVY,

0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
(0x55,0x55,0x55,0x55,0x66,0x66,0x66,0x66, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, Il T +256bit

Yol A S DY AT, JERIA & RSO A #R T 4 4 TEET 2,

TAES Vit) #IHISZ ZfETF A K7 7 A )L
// default aes initial vect #1JHH~27 4
=2 A 2y MTE, IDOHDFERIZL TRV,
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E, 0x18,0x6F,0x84,0x54,0x82,0x0A,0xDB

VAR ZEAIET S D50, I & RO 2zl /ewT 2 TEET D,

14
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4) FHADOEIAE O &7 TE,

FOREH Wi

AES_mode[CBC] BRIEET— NOFEE
© “C" F—ANZIVE—FLH
PLAIN > CBC >PLAIN

O 7 7 7L VIRE
aesc : int AES_crypto_mode=CBC; /1=CBC

KeyLength[128] AES-CBC &— R Key £ v FEOFEE
© “L” F—AHCLY Key 'y NEH
128->192 > 256> 128

OFF OB LY faE
aesc : int AES_crypto_bit=128;

DEST IP[192.168.21.53] EEFEPCHDIP 7 R LA

©define |2 THE

udp_aes_thread_entryc :

#define DEST TP IP ADDRESS(192,168,21,53)

ST — 2 DIRAFE Y 22—V 258 [aws_aesc)

uint8_tAES key[32] ={ // default aes common._key i 128bit | 192bit | 256bit
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
0x55,0x55,0x55,0x55,0x66,0x66,0x66,0x60, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /I T +256bit

5

WA 2T — 2 DIRAFE Y 22—V 28K [aws aesc]

uint8 tAES iv[16] ={// default aes initial vect #JHL~<27 &
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E,0x18,0x6 F,0x84,0x54,0x82,0x0A,0xDB
I8

COMS - Tera Term VT

15
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5) FeiiH 5 PC(server) il ~AES-CBC K557 % A h & 5T 5,

& COMS - Tera Term VT

TI74IUF) RE(E)
Press anv kev...
{Press 'C’
<PlainText length(128) >
h4 68 69 73 20 69 73 20 61 20 76
6D 70 6F 72 74 61 6E 74 20 73 65
6D 65 73 73 61 67 65 21 20 49 20
75 73 65 20 69 74 20 66 6F 72 20
70 74 69 6F B6E 20 61 B6E 64 20 64
74 69 6F 6E 20 74 65 73 74 69 6E
74 68 65 20 66 75 74 75 72 65 2E
6F 6E 65 20 43 6F 72 70 6F 72 61
<Send EncryptText length(128)>
44 50
C8 09 06 DE 48 C2 90 52 08
32 1C 1D C1 8D 80 18 17 45 61
, 24 CB 36 25 FD 42 07 66 45
4 F8 65 49 72 88 B5 30 ED 13
17 EO 26 1F 9E C5 24 FD 88 18 69
30 8D 5D BO OF C9 A1 B2 68 81 40
13 50 17 A6 EE 18 DA 13 8F 91 7D

<Recr EncryptText length(128)>

50
30
4 32
64
44

C8 09 06 DE 48 C2 90 52 08
1C 1D C1 8D 80 18 17 45 61
28 CB 36 2% FD 42 07 66 45
F8 65 49 72 88 BS 30 ED 13
7 EO 26 1F 9E C5 24 FD 88 18 69
8D 5D BO OF C9 A1 B2 68 81 40

A0 17 A8 FF 18 nﬂ 13 8F 91 7D
<Decr>ptText length(128) >
4 68 69 73 20 69 73 20 61
6D 70 6F 72 74 61 6E 74 20
6D 65 73 73 61 67 65 21 20
75 73 65 20 69 74 20 66 6F
70 74 69 6F 6E 20 61 6E 64
74 69 6F BE 20 74 6% 73 74 69 6E
74 68 65 20 66 75 74 75 72 65 2E
6F BE 65 20 43 6F 72 70 6F 72 61

20
73
49

76
65
20
72 20
20 64

65

67
20
74

ES FO DA 72 DE 0D 8E D4 8F 1D B3

49
B7

06 5

49
B7
31

HES IVFO-IKHO) 21VEIW)  ALTE

72 79 20
72 65 74
69 6C 6C
6E 63 72
63 72
20 69
62 79

69 6F
04

ES FO DA 72 DE 0D 8E D4 8F 1D B3

FD 8B A3

04

A8
06

65
63
77
65
65
67
20
74

27 89 A
8C 27
53

12
72 65
69 6C
6E 63
63 72 79
20 69 BE
62 79 20 4
69 6F 6E

9

34 33 F

OC & L F—LIFd Key % Push

key to change AES mode/’L’ change length}

69
20
20 |
79 |
70 |
20 |

|

|

QHEBANARIE L TH
BIFRSLDH T FoR
nesS>asec .. 1.wiilil.
use. it.for.encry
pt ion.and.decryp
tion.testing. in.
the.future. .by.A
one.Corporat ion.

41
20

CO
El
11
3E i
43 |
8 .

|

|

@R L& KF 5k LT
PC(server)fE'J W LT
X@ﬁyf%%
elr. ﬁU....J C
3 T$ . JT%
0.3-./.4h. O{ =
. 9 .1.8:33

%
B
BA

b
(BPClserver) 233 {5 L 7=
G L aE S LT E
% PC (server) fHITHF
AR &L
LT-& o TFoR

| 0.]-. /'/(h @,

| 1.3 .1...1.8:37

(@215 L7z PClserver))»
O 5 EE b L
TEAEXDH o TFRoR

Dtlon and decryp
tion.testing. in.
the.future. .by.A
one.Corporat ion.

20

@ T(@)PlainText] & [(@DecryptText] 75NmE%%
—R) THDHZEDIFHI2D,

@ (Send EncrptText] & [(3)Recv EncrptText) 23[F%D

WHER (= a—R) ThAHI LD,
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6) TUDP_IP_AES_OpenSSL] D54 fEhd %,

W x—mtan

Setting
PC IP.adr[ 192.168.21.53

UDP_IP_AES_OpenSSL(server) Ver1.00

[RxTime Ave(5)(5 -> S)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(98)(88 -> 98)us access(1) 1ms<(0)10ms<(0)cnt]

|PC port ftﬁ': IP.adr | 192.168.21.37

| o 00

AES kEY File Name |AES_KEY. txt | s82
AES IV File Name | AES_IV.txt | s82
#E [T [cec v“128 v] [:\ s B3

Monitor
TREY]:0x11 0x11 Ox11 Ox11 0522 0x22 0x22 0522 0x33 0x33 0533 0533 Oxd4 0xd4 0xad 0xdd A
?[g* : 0501 138 D01 0:02 0:C7 006 DxF2 01D 0:3E 013 DF 064 0354 0582 x0A 008
<<<LWa|t Receive data[1] >»
T L AT AT A ERTRE 2
44 = - e >
23 39 C8 03 06 be 45 O 90 52 o6 43 55 69 o9 L1~ DIMAD HZAF LIHE B DS
23 33 10 10 C: 85 86 13 17 45 6; B7 38 63 o 11 LT
36 64 24 CB 38 25 FD 42 07 66 45 31 D2 OF 74 3F | wrmcomserererr—or
E4 44 F8 65 49 72 88 B5 30 ED 13 FD 8B A3 06 43 | .D.elr.f0...s1.C
17 €0 26 IF S C5 24 FD 83 18 63 0A 27 83 &7 78 | ..&u.f3.. 1% ;5x
30 8D 5D BO OF C9 Al B2 §8 81 40 AS 8C 27 F2 B0 | 0.1-./ofh.84.°
13 5D 17 A6 EE 18 DA 13 8F 91 7D 08 53 34 33 BA | 1.3, L.} 8137
5465 69 7320 65 73 20 BT 20 T 65 T 9 206
S0 70 6F 72 74 81 6E 14 20 79 88 69 12 68 14 0 DX LA S RERBLLAR
B DA T
35 79 65 20 69 74 20 o6 oF 72 20 65 GE 63 73 1§ | 2T TER
70 74 63 6F BE 20 61 GE 64 20 64 85 63 72 73 70 | pt ion,and. decryp
74 69 6F BE 20 74 §5 73 74 69 BE 67 20 89 6E 20 | tion.testing. in.
74 63 65 20 66 75 74 75 72 65 2€ 20 62 79 20 41 | the.future..by.A
BF GE 65 20 43 BF 72 70 §F 72 61 74 69 BF 6E 20 | one.Corporat ion.
2{3send oncode. dely 0 it PR T
R RN et e n ko
NWZ2EE LT-mE DT
38 52 24 0B 36 95 £D 43 07 66 45 5] o3 O o4 o | EOMCREELEREEIOS
E4 44 FS 65 49 72 88 B5 30 ED 13 FD 8B A3 08 43 §§Zﬁ
17 €0 26 1F SE C5 24 FD 88 18 §9 04 27 89 A7 78 Wi
30 8D 5D BO OF C9 Al B2 §8 81 40 AS 8C 27 F2 BO 0 ] ethar.;
13 5D 17 48 EE 18 DA 13 8F 91 7D 0 53 34 33 BA g
< Wait Receive data[2] >>> ”
(D T(D)Receive encode_data from client] & [(3)Send encode data to client] 23FEIEEDE . AR

& PCAIDFZFLRIE S (ma—R) ThdH I L DI D,

@ T(Create decode data] & [ > [(@DecryptText | 2FEEDLE. Hibikiil & PC
DRFERESWIE (Ta—R) ThDHI LD D,
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W x—oman

- ACEOFEHEL, =T R BMRELET,

« ASCEA MR COSHEIT—UER L L E T,

« ASCEICRH S TODNEIZOW T ORI A — NI 5 2 LRk ER A,
AR T, LR Y R L7 b= ZREAORWE O EEERE O E T,

« ASCEONRITHEN, B LAER, BESRAELTH, BT —UIoELIADRNE D
ELET,

c ASCEONRICBE LT, FEEFH L TERLE LN, IRER A, DR Eoanbo L
7o DR E T THHE < 72 SAUTFEN T

c ASCEONRIL, TERUCEEINDZ ENHY F7,

. P
- e2studio * RX65N [, L3P A L7 b= AESH OGRS E 721 3R A T,
- CKRX65N 1%, V32V A L7 hu=7 ARSI T,
- ZOMOSHA, B, SALOBGERGE £ 7 I IR T,

. BEER
« [RX65N a2—H'—X~v==27)L "N—KRU=THH AXV A L7 ba=7 2
- [e2studio Z—H—R~v==27/L AFIHA K] NFHR Ly ha=s At
- [FreeRTOS | Amazon.com, Inc.
VPR =LY ha=g AKSHAR O T LR
ik

T 486-0852

ZHEA BT N TSET 6920

=0 RSt

httns/~Mwwaone.coin
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